Yealink Meeting Server
Administrator Guide V23.0.0.12



| Contents | ii

Contents

ADOUL TRHIS GUIEC...coveuueeerreneiereeeeecereeeeecerreseescssssssscsssssssesssssssssssssssessssssssssssssossssssses O

TAIGEIEA ATGICIICES. «..cneieienieeiieiteeite ettt ettt et s h et s bt et e bt et eeb et e e st e eb e eatesbeemeesbeenbeebe e beemtenbeennenbeans 8
Related DOCUMENLS........coueruiitiiiiriiiiieeee ettt ettt ettt b e bt bt st be b st nennen 8
BaSIC COMCEPLS. .. tieiiieiieitieeieertte et esteettestteete e teeesteeteeasseesseessseenseeasseesseeasseenseesssaenseesssaenseessseenseenssesnseesssesseensns 8
ICON TNIFOQUCTION. ...ttt bbbttt et ettt eb e bt besae e e b b sa e e nenennen 9
SUMMATY OF CRANEZES. ...c..eeuiitieiittee ettt ettt ettt et sb e et bt e bt s bt e b e ebe et e eb e e beeaeebeeneenseenes 9
Changes for Release 23, Guide Version 23.0.0.11....cooiiiiiiiiiiiieeeeeee e 9
Changes for Release 22, Guide Version 22.0.0.10........cooiiiiiiiiiniieeeeeeeeeee e 10
Changes for Release 21, Guide Version 21.0.0.5....c..coiiiiiiiiiiie e 10

Introduction of Yealink Meeting Server.........cccecvcvnrricsssssnnnrcccssscnnsssccssssnsssssccsss 10

SPECITICALIONS. ...ttt ettt et ettt a e bbbt sbe et b bt et et et ebt e bt ebeebeebe e bt sae st e benae st emsene 11
DiStributed ATCRITECTUIE. ....c..eovitiieieiieieteteie ettt ettt ettt et s a e et se et eaeebeebesuenae e 13
Benefits of YMS Distributed ATChItECIUIE.......c.cevririiririiiriirienentetertetetereeeeeeee et 13
Components of YMS Distributed ATChItECTUIE. ........coverteieieieiriririnerereetet ettt 13
Handling the Signaling and the Media..........ccceveririiirininineicicceceeeeeee e 14
BrowSer REQUITECITIENL. .........eiuieitieiieiieietieee ettt ettt sttt ettt et e st ene et e en e et e e s e eneensesneensesneensesnnesesnnans 15
Port Requirements 0f the ROULET.........c.eeiiiiiiiiiiiee ettt ettt sttt esee e e seeeneennean 15
Port Requirements of the Internal Service.....................c.cooiiiiiiiii e 15
Port Requirements for the EXternal SErviCe.........ccecviriririninininicieicieieteceeeese e 15
Port Requirements for the EXternal SErviCe.........ccecviriririninininicieicieieteceeeese e 16
RESOUICE CONSUMPLION...c..eutititiiititeteteiteit ettt ettt ettt st sttt sttt s et et e st et ebeebe e bt ebeebesbenbesae et enbesaesennennens 17

Installing and Deploying YMS......iiivviiiiissnicnssnnicsssnsncsssnsnecsssssscssssssessssssesssnnes 18

The Process of Installing and Deploying YMS........cocooiiiiiiiiieiieieeieieeeete ettt sre e sre s e sreesse e esseesaensenes 18
Good to Know about the HardWare............coccoiiiiiiiininiiiieeie ettt 19
Basic Requirements of the HardWare.............ccooovvieiieiiiiieiicieeeeee et 19
Calculating Method for the Concurrent Capacity..........ccovircvereeciesiecienieeieeeeseeeesseeeesseseessesssessesssens 19
Recommended HardWare. .........cc.cieiiriiienieieiee ettt st 20
NEtWOrk REQUITEIMENLS. ....c.eeivieiiieiieiieiieiieienteete sttt e steete s e eaesteesbestaessesseessesssesseeseensesseenseaseeseessensesnees 21
Checking the Version 0f CentOS..........ccoiiieriiiiieriieieseeteseeie ettt steseeestessaesseasaesseessesseessessaessesssensenseessenses 21
Viewing the Version 0f CentOS..........ccooieviiiiiiiiiiieiieieteeteee ettt ettt aesbeessesseessessaessesseesseenes 21
Upgrading CentOS ONIINE..........ccueiieiieriieieeierieeteniestestestestesaeseessesseesesseesseeseessesssessesseessesssessesssessens 21
Installing CentOS by Using a USB Flash DIIVe.........ccceviiieriiiieiiieieiceiesieeesie e 22
Configuring the NOAE TP.......cc.oeiiiiiiiieiet ettt st sae s sae et e s beesbesbeessessaenseeseensensnenseenes 22
Upgrading YMS 1.X 10 YMS 2.X . .ooiiiieiiiieiiieie sttt ettt ettt et steeaesteessessaessesssessesssesseessessaessenseessenseensenns 22
Making a Backup 0N YIMS L4 ..ottt ettt ettt st eta e e essenseessesseessesseennes 22
Uninstalling YIMS 1.4...oeiiiioieieciee ettt ettt ettt e sae e b e s taebe s st e seessensaesaenseessenseessenseenns 24
INSAIIING YIMS 2.XK . eiiieiieiieciteie ettt ettt ettt ettt et e teesbesseesbessaesseessesseessenseessesseessesssensesasensesssensenssans 25
Migrating the Data 0n YIMS.......coooiiiiiiieieiieiet ettt ettt beese b e eseessesseesessseseenees 25
INSAIIING YIS 2. eiiiiitieieeiieieet ettt ettt et e st e b e st e s e st e b e e st e b e esseaseesseeseesseaseesseassesseessesseensenseessenseensenseanns 26
Installing Stand-Alone YIMS........coooiiiiiieiieieie ettt ettt a e s teebe st esbeetaesseesseseeseesseensenseensenss 26
INStalling CIUSTET YIMS.....oouiiiiiiiiieieieeteste ettt ettt ettt st ebe st eesa e beesse s e esseseensesseensesseensenes 27
Expanding the Stand-Alone YIMS.......ccooiiiiiieiieieeieieetee ettt ettt esae e sae e essessaessessaessessaenseans 29
UPZIAding YIMS 2. X ..ottt ettt sttt ettt et e b e st e est et e estesseesaesseessesseessesssenseessensenssenseassenseensesseensas 30
Upgrading YMS 2.X via the COmMMANd..........cccceervirieriiiienienienieeiesieeeesieeteeeeseeeessessnessessnesseessesseas 30

Upgrading YMS 2.X via the Web INterface.........cceeiviiriiiieriiiieiccieieeeee e 31



| Contents | iii

UnInstalling YIMS 2. X . .ui ittt ettt ettt ettt st e st e st e et e et e esbeesaessessaesseessessessaesseassesseessessenssensanssensenns 31

Getting SEArted.....ccccvceiiciirnriciisnnicnsssnricsssniessssnsecssssssesssssssessssssssssssssssssssssssssnssssssss 32

LoZEING INT0 YIMIS ...ttt ettt ettt s bt et s bt et e e bt et e eb e et e eb e et e eaeeebeemeesbeentesbeeaesneenneas 32
Setting the SEtUP WIZAT.....c..ooiiiiiiiiiee ettt ettt b e et b et be et e sb e e e sbe e e ebeeneeeae 33
SYSTEIM SETINES. ... centeeteeieettett ettt ettt ettt et e st et e e st e sb e e bt sb e e bt sb e e bt sb e e bt ee s et e emeeebeemteeeeenbesseenaeentenbeennens 34
Setting the Primary Domain NAIMIE. ......cccueiieiirieiiiieii ettt sttt st ee e nee e 34
Editing the Login PasswWord...........cooiiiiiiiiiiiiieeee ettt 34
Configuring SNTP........ooie ettt ettt b et s b et b et bt et eaeeneeeee 35
Configuring the SMTP MailbOX......ccuiiiiiiiiiiiiiiereeee ettt s 36
SettiNg the INOGE. ..ottt ea ettt a e et e bt et e bt enaesbeenaeabeas 37
SEIVICE SEELIMES. .. euveeutetientietiett ettt ettt ettt et s bt et e eb et et e e bt e st e bt e et e sbeemeeebeemaeabeembesb e e b e ebeenbees e e bt enee st eneeseeeneenaes 54
Setting the RegIStration SEIVICE........coueriiiiirieietieierte ettt ettt ettt nae et e sae e 54
Setting the Traversal SETVICE.........coriiiiiiiiiiiriee et ettt et e e e ens 55
Setting the Interactive Media SEIVICE......cc.ueruirieriiiiriieie sttt ettt 56
ACHVALING @ LICEISE. c..ceutitieuiietiete ettt ettt ettt ettt et et et e eb e e bt s a e e bt s ate bt eseesbesstenbeestenbeensenbeentesbeentene 56
Importing the Device Certificate to the SeTVeT..........coiviiiiiiiriiieeeeeeeee e 56
Activating @ License ONIINE..........ccoiiiiiiiiiiiiiiieiee ettt ettt see e 57
Activating @ License OfflINe..........coouiiiiiiiiiiiiee et 57
Disassociating the LICEMSE. ...c.eeuiriiiiiiieii ettt ettt st s 58
CrEATING ACCOUNES....c..eitiiitetieiteettete et teteette st e et e st e et e sbeetesb e e st e ebeen b e es e et e eae e bt eaeeabeemeesbeeneesbeenaeestebeemtenseentenseeneenne 58
Creating MeEeting ROOIIS. .....couiiuiiiiiieieie ettt ettt et s b et s b et e bt et eb et eatenaeeseesbeeneesaes 60
MaANAGING CONTEIEIICES. ...uveuientirtietieitete ettt ettt ettt et e bt e st s b et e e bt et e es e et e ea e et e eaeenbeeneeeaeemtesaeeaesueensesaaenbesanans 62
The Checklist for the Configurations and the Common Features.............ccooeiierinieniniiniieiineecee e 62

SYStem SettiN@....cccererrrrriicssssrnrrrccssssssnssnccssssssssssessssssssssssssssssssssssssssssssssssssssssssssssss 03

BaSIC OPETALIONS. .....eviiiriiitietirtertiet ettt ettt ettt ettt et b et b e sttt bese et et et e e et ess et e st ebeeueebeebeebesbesaeebenbenaens 63
Introduction of the HOME Page.........ccoouiiiiiiiiie et 64
Changing the Display Language for the WebSite...........coceririivieriiniiiieiiiiiinerceeese e 65
Editing the Registered Email..........ccccooiiiiiiiiiiieeeeee e 65
Setting the SesSION TIMEOUL........ccciuiriririrtitetetet ettt sttt ettt ettt st sbe e e b e 65
Enabling Forced Https AUthentiCation..........cceeueeiiieuieriieieriieieee ettt 66
Adding a SUb AdMIN ACCOUNL.......ccueteiiiriiriinirerteeterte ettt ettt ettt sttt b ettt a st eneeneenes 66
Customizing the TREIME. .....cc.ciuiriiiiriiiicie ettt ettt s s eee 68
Setting the Password POLICY.....c.cccueiiiiiriiiniinierene ettt ettt s 74
LoggIng 0Ut Of YIMIS ...ttt ettt sttt st sttt ettt et enee 74

Setting the Web Service AdAIess.......c.coeriririiririeieieieieetecet ettt ettt et ebeebe st sae b b e 74

Setting the Log Service AdAIess.......c.coueueiiiiiriiiiiitieere sttt ettt st s ae et eaeeneeaens 75

Setting the TIME ZOME......c.cociiiriririietiniertenteetete sttt ettt ettt ettt st sttt et ettt e et e st eseeneebe e bt ebeebesbesae et ebenee 75

Importing the Trusted CA CertifiCate..........ecuiiririririnineritetenet ettt sttt ereen 76

Importing the HTTPS CertifiCate..........coccririiriririeiiicieieieteeet ettt sttt et ettt sae e e e b naens 77

Importing the TLS CertifICate.......c.coriririirtiriiieiiieetetete ettt ettt ettt ettt s sb b b naen 78

Configuring the POTt......co.couiriiiiiii ettt ettt b et sbe e bt e b aenaens 78

Setting the Data SPACE.......coerirtirieriiieieietetet ettt ettt ettt ae et e be et s bt bttt sae e be e et e e ene 79

Allocating the NUMDEr RESOUICE.........ccuirieiiieiiit ettt et eae st et eseenseeneenes 79

Setting the TP PIOPEILY......ccuioiiiiiiieiiieeee sttt ettt st sttt et et eb e ae st sbe b naea 81

Setting the Intelligent SECUTIILY StrAtEZY.......coerrerteriirieieieiirieteere sttt ettt ettt et sae st nre e 81

AddINg @ SECUIIEY GIOUP...evirtirtirtiriiteteteteteteitettet sttt ettt ettt et et eue et e e bt sat e bt besbe st et et et ense e eneeneeseeuenne 83

Deleting the ABNOIMAL TP.......cc.ooiiiiiii ettt ettt ettt et e st et e et e aesneensessaenesneans 83

ADPPLYING FOr The ACCESSKEY ...e.ueiitieieiiieie ettt ettt e et e et e eeeeseeseeneesseeneesseennens 84

Adding the User-Agent BIACKIIST.......c.cecueiriiiriiiiiicnieeectetetet et sttt 84

Adding the User-Agent Compatible LiSt.........cccocriririininiiniiieieieieenteesese sttt 85

Configuring the Email TempPIate..........cccoviriririniiiiiiiieieieeecettnerie ettt ettt 85

Setting SIP TIUnk TVR ...cooiiiiiii ettt ettt ettt a et st eb e st nes 86



| Contents | iv

Setting the AUAIO IVR ...c..iiiiieecee ettt ettt st sa e s et e ssaesbeesbesbeesbeesaensenseenseeseensenns 87
Setting IVR TANZUAZE.......cccveriieieiieeie ettt ettt et ettt estesbeesaesaeessesseessessaessessaesseessaseessesseessesssensesssensessees 88

MAaNAZINEG SEIVICES...uueiirviiirsrrissnrcssnicsssnesssnecsssnesssseessssecssssessssssssssassssssssssssssssscsssss O

Configuring the RedireCtion SEIVICE. .......eeouirtieiirieiiiieie ettt ettt et sb et e et st ente st e aeseeenbeeneens 88
Broadcasting Interactive CONTRIEINCE. .......ccueeiiriieiieiieii ettt ettt ettt ettt esbeesaesaeenbesenens 89
Configure the Broadcast Media SeIVICE........ccceiviiiiriiiiriiiereeteseete ettt 89
Enabling Broadcasting Interactive for Scheduled Conferences............coceveevenieninieniinieneicneeeeen 90
Enabling Broadcasting Interactive for VIMR.........cccooiiiiiiiiiiiiiieeeeeecee e 90
Yealink RECOTAING SEIVICE. ... coouiitiiiiitieiiiieteet ettt ettt sttt ettt et e bt e st et eat e bt et esaeentesaeenaesaeen 91
Enabling the RecOrding S@IVICE. ........couiiiiiiiiiiiieieteere ettt s 92
Managing the Recording SETNES.........ceoueiiiiiriiiiieieee ettt ettt 92
Enabling the Recording Privileges for User ACCOUNS.........cecuirieriirierieiienieiienieeiesieee e 96
Enabling the Recording Privileges for VIMRS........cocuiiiiiiiiiiiie et 97
Managing the Recording Files..........couiiiiiiiiiiiie e 98
Viewing the Recording LOZ.......coouiiuiiiiiiiiieeee ettt st st 100
Configuring the Media Bypass SEIVICE........cocuiiiiiiiiiieiieiesieee ettt sttt st st seeens 101
YEaliNK LIVE SEIVICE....ccuiiiiiiiiiiiiiiiiitieestertct ettt sttt sttt ettt e b e bbbt sae e aenens 101
ENablING LIVE SEIVICE. ....iouieiiiiiiiieiieitt ettt ettt ettt ettt et b et sae et sbe et sbeebesbe e beeneenteeas 102
Configuring YMS System RTMP LiVe......ccoooiiiiiiiiiiiiiieee ettt 103
Setting the RTMP Live for VIMRS.....c..oouiiiiiiiiiiieieeeeee ettt 103
ColIabOTAtION SEIVICE......cviuiiuiiuieiiiiiiiieit ettt ettt ettt ettt e ae bt s ae bbb e a et et ese e ss et eneeaeeneene 104
Setting the Collaboration SETVICE..........ceciiriiiirieiiiiee ettt st seee e 105
Managing Collaboration Files...........cooiiiiiiiiiiiiiieee et 105
Configuring the Third-Party RegiStration SeIVICE........ccoiiiiriiriiniieiiniieieeiec ettt 106
Configuring the GEK SEIVICE......co.iiiiiiiiiiieie ettt sttt ettt ettt ea e bt et e st e st e sbe e e e sbeeeesaeeaesneas 107
Setting the G SEIVICE.....euiiiiiiiiieiieee ettt et et s sae e be st enaesaeens 107
Enable GK Registration for ACCOUNLS.........cueiiiiiiieiiiiee ettt 109
H 323 GalEWAY ...ttt ettt h et e a et a e e bttt s h e et bt et e bt e bt et e bt ee e e bt e st e bt enteeae et eaee 109
SettiNG H.323 GAEWAY ... .eouiiiiiiieitieiieteete ettt ettt ettt b et b et e b es e sb e bt eaee et estenbeeseesbeeneenneas 109
H.323 Gateway EXaMPLe.......cccoouiiiiiiiiiiieeeee ettt sttt et 111
H.323 Gateway Example (Taking H.323 Gateway as an Endpoint)........c..ccoceverieniniinincnienenene. 112
SettiNg the TP Call....c..ooiiiiiiie ettt ettt ettt b et b et eb e bt e bt etesaeenaeeaeenees 113
Setting the TP Call SETVICE.......ooiiriiiieiiiieeeeee ettt ettt et 113
TP Call EXAMPIE....cuuiiciiiiiieeiieeiieite ettt ettt et e s te e taeesbe e taeesseeteesssaesseessseensaenssesnssanssesnseesssennseens 115
CAll ROULINE. .ottt ettt e h et e a e bt e et e s bt e st e e bt embeebeem b e ebeem b e ebe et e eaee bt eneesbeemeenees 116
Process of Call ROULINE......ccouiiuiiiiiiiieiiete ettt sttt bbbt be et et ene e 117
ReEUIAT EXPIESSIONS. ..c..ieutiitieiiitietieiiete ettt sttt ettt et e bt e et a e s bt et esbeen e e ebeenteseeenbesaeenbesaeenneas 118
Adding a Call Routing RUIE........c.cooiiiiiiiiiieeee ettt 120
Setting the Call Routing Rule for ReJeCting.........coeevieiiiiiiiiiiiiiieieee e 121
Add @ NUMDET FIeT.....oouiiiiiiiiiiiiiiiie ettt s 122

Managing ACCOUNTS......ccouvvrurrriccssssrsnrressssssssssssssssssssssssssssssssssssssssssssasssssssssssassssscs 123

User Account, Room System Account and Other ACCOUNES.........c.ccuererieierierieininenieeneneeteee e 123
Managing Accounts by Group (OPtional)..........ccceererieriirierieieiieininent ettt ettt ere e sre e 123
Parameters of User Account and Room System ACCOUNL.........ccccuririririnerinineneneteenteteeeeeeeieeeeie e 124
Add @ USET ACCOUNL.......eiuiiiiiiiriiitietieteitestet ettt ettt ettt ettt ettt sttt et ettt et e st eatebeebe e bt s bt steebenbesaesbennennens 126
Importing @ BatCh Of ACCOUNLS........eeiiiiiieieiieiee ettt sttt ettt e s et eeneesteeneesseeneesneenees 128
LIDAP ..ttt ettt a e a e h e bbbt et b e bttt ettt eneebe bt bt b 129

Configuring the LDAP ..ottt ettt ettt 129

Adding an LDAP ACCOUNL........cocuiiuieieiiieeeiieie ettt ettt ettt e sseeeesseensesseesesseesesseenseeneenseeneenes 132

Synchronizing LDAP ACCOUNES........cccoiririiieieieieieteieeteee sttt sttt ettt ettt et eae e s saenes 133



| Contents | v

Managing Meeting ROOIMS........ueievveeiiseiissnnicssnnissnecssnnecsssecssssecsssecssssecsssscssseessss 133

Entity Meeting Room and the Virtual Meeting ROOM..........cccoiiiiiiiiiiiiiiieeceteee e 134
Managing Meeting Rooms by Groups (Optional).........cccceeieriiieniiieniieieeee ettt 134
Adding Entity Meeting ROOIMIS. .......coiuiiiiiiiieiieiieieeest ettt sb et e e e st e et eaee e 135
AdAING @ VIMR ...ttt bt a ettt ettt et e et eb et e sbe e bt bt e bt sbe e neeneens 136
Discussion Mode and Training MOde.........ccoiiiiiiiiiiiiieieeee ettt 137
Sending Emails t0 VMR PartiCIPants.........ccccoieuiriiiiniire ettt st st 139

Managing ConferenCes........ccouvverriccsssssnsrrccssssssssnesssssssssssssssssssssssssssssssssssssssssss 139

CAll SEELINES. ... ettt ettt et b e bbbttt b ettt e et et e et et e bt e bt e bt sb et e b ettt ae e nnene 139
Setting the Video and Content ReSOIULION. ......c..coueieiiiiririiiriiinereseeeeeeeeeeeee e 140
Setting the Call Bandwidth............cccoiiiiiiiiiiiiiiiecc et 141
Configuring the Max Video Parties per CONference.........c.cccuevverirererinenenienienieieieeeeeeseeeneneens 141
Configuring the Max Audio-Only Parties per COnference.............ceceverveneevenienienieceereeeneneneseneneens 142
Setting the Time for Joining Conference Beforehand............ccoceveniiniiiiiniiniiiiiininininnncncecenn 142
Enabling AUto DiIaliNg........cceeiiiiiieieeiieieeieeeee ettt sttt sttt sttt n et ne et e e eeens 142
Enabling Audio Redialing..........ccoveiiiiieiiiieeceee ettt e 143
Enabling Mute Participants Upon ENtry..........ccooieiiiiiiiiiiiiee e 143
Setting the Audio Prompt When Participants Join or Leave Conferences...........coccocceeeenenenrcnnenennee 144
Displaying the NatiVe VIAO........ccuiiiiiiiiieiiieieieeeet ettt sttt s e te st eee et e sseeneesees 145
Setting the Last Participant Backstop TIMEOUL.........coceiriririiriirieniiieicieeceeeececeese e 145
Setting the Auto End Conference Without MoOderator............cceceeeriririnieneninenenenieieieeeeeeeeenens 145
Enabling Content ONLY........ccccooiriririiininenencteetetet ettt ettt sttt ettt ebe e sae e 145
Setting the Join with APP Awakened by BrowSer.......c.ccccccveviririiinininienininenciceceeeceeeeeeceienes 146
Enabling Receiving Ringtone ReCEIPt........ccvrieiiirieiiiieie et 146
Enabling External/Internal Network Access WebRTC Authentication..........c..coeeveeveveeeevencncnencnncns 147
Enabling the ROIL Call.....c.ccoooiiiiiiiiiiiiieneec ettt ettt ettt sb e 147
Setting the APp Push AddIess.........coueriiriiiiiiiiiiriieeeeen ettt s 148
Setting the QOS.......oi ittt ettt ettt ettt b et ettt nene 148
Setting the Default Layout........c.ccoioierieiiiiiieiiirienesese ettt ettt 148
Displaying the Participant INAIME. ..........ccerierierierieeiereeee et ee et e et steseesseseeestesseesseeneesseensenseens 150
Display PartiCipant STAtUS..........coceeiriririrerinitentet ettt sttt et 150
Displaying the Participant QUANTILY.........c.cceeieriierierieeieiere ettt e e eeesseeeeenes 151
Displaying the Audio-Only PartiCipant...........c.ccccecevirirenerinineneneieieeeteeeeeieeese et seeeenene 151

CoNtrolling CONTEIEICES. ....cvervititiieieieietetettet ettt sttt ettt et et ae et ebt bt e bt sbe st be s b e e s enteneennen 151

MOonitoring the CONTEIEIICE. .......cotruirirtirtirtirtitetetetet ettt ettt ettt et ea et sae bbbt sae e e ene 152
Going to the Conference Monitoring Page.........c.cccecuvviririniinininininieecceeeeeeeeeeeeeee e 152
Selecting an Audio OULPUL DEVICE........ccueiriririririiiiieereretete ettt 152
Adjusting the OUtput VOIUIMIE. ......c..ccueiiiiiiiiiiiriicicreeer sttt st 153
Changing the Display LanguUage...........ccccoeeeririniiniiniiieiiieteteesieete ettt see e 153
Configure the Video Images in Equal NXN......ccccoeiiiiiiiiiiiininiiinneneseeeeeeeteeeeeeeee e 153
Setting the VIdEo CaroUSEL..........coeriririiriiniiniiieieieieieteteiee ettt sttt eae e 154
Displaying a Participant in a Full Screen/Exiting the Full Screen..........ccooeveveiiiiiiininininnincnene 154
Scaling the VIdeo IMage.........cccceviriiriiriiniiiiiiictetetet ettt ettt e 154
Hiding/Showing the Conference VIde0..........cccociviriririnininiinicieicieieteeeieeeeeecee e 155
Switching Between the Video Window and the Content Window............ccocevevenencnenienieneinicncnnens 155
Displaying the Conference Monitoring Page in a Full Screen/Exiting the Full Screen....................... 155

DEleting CONETENCES. ......eeutiuieuiriiriiriietirterte sttt ettt ettt et s bt bttt et ettt et e st eseeateneeneebeebesuesaeenes 156

Viewing the Usage of Meeting ROOMIS........cc.couiiiiiiiiiiiiiiiiiersttesereeet ettt ettt s 156

Managing Conference StatiStiCS......cccccererrvvnrrcsssnniccssnnicsssnnrccsssercsssnssessssssncsssnnes 150
VIieWIng the MCU RESOUICTE........ccveriieieiiieiieiieteettete et e ste st estestessessaesseessesseessesseessesseessesssessesssessesssessesssensens 157



| Contents | vi

Viewing the Conference StAtiStICS........coiiirrierierieierteierteetesteeteseesesteesseeseesesseessesseessesseessesssessesssessesssesses 157
VIEWING the Call HISTOTY....ccieiieiiiiieitieieciieie sttt ettt ettt steesae e esbe e e s e ssbeseessesseessesseessesseensesssensenseas 158

Managing DeEVICES.....cuuiiirvricssreissnncssnnessssncsssnncsssessssnsssssncsssssssssssssssssssssssssssssssss 198

Prerequisites for the Devices Automatically Connected t0 YMS.....oooiiiiiiiiiiiiiiiiieeceeee e 158
DIEVICE SEATUS...c.viuteiteiieieieiete ettt ettt et ettt s b e et a et eae bt et s be et b e sae e nee 159
Managing Devices by Groups (OPtional).........cocoriiiiriiieniiiereeieeeee ettt st e e sieens 159
Pushing the COonfIZUIAtION. ......cc.eiiiiiiiiiiee ettt ettt st e et et sbe et s b et esbe et e sbe et e eneenee 160
PUSHING FIIMWATE. ...ttt ettt ettt b et b et e b et eeb e et e sbee bt eneenbesaeenaeenees 161
DiIaZNOSING DIBVICES. ...uieuientiiiietieiieete ettt ettt ettt ettt et e st et e e st e saeesee s bt entesbeeaesbeenbeabeenbesbeenbesneenseans 163
MaANAGING T4 DEVICES. ...ceuvieuieiieiietiete ettt ettt ettt ettt et st et et s bt et e s bt et e sb e e bt ebe e beebeenbeeseenteeneeeeenes 163

Integrating YMS with Other Servers....ccincceericcssscsnneniccssscnsessccssssssssseees 105

Communicating With the PSTN .....cccoiiiiiii ettt sttt 165
Setting the PSTN GateWay SEIVICE.......ccceviririeriiriinieieieieiteiteieeiesie sttt sttt sesseseesseseeneenesaeesesnean 165
PSTN EXAMPIE.....ciiiiiiiiieieiieieieet sttt ettt sttt et ettt et et eae e bt bt benbe e 166
Communicating with Skype for BUSINESS SEIVET........cccouiviiiiiiiiirininiinene sttt 167
Communicating with the Local STB SeIVET........ccccoceriririiininiineniiteteeeeeeteteeeese e 168
Communicating with Microsoft Office 365........cccviririnininiiiectcceee e 171
Communicating with Other Enterprise STB Servers........ccccoeviririenienieiieiiieininenceese e 174
Setting the SFB GatEWAY.......cceruirtirirtintientetetetetet ettt ettt st sttt ettt be e eae e be e 179
Setting the SfB Gateway Media SEIVICE.......ccccoeriirieiiiiiririniieere ettt ettt 183
Communicating with Another YMS or Third-Party PBX (Peer Trunk)........c.ccoceevevvenieneecinnieinenencninenennens 183
Setting the Peer TrunK SEIVICE.........coiviririiriirinieieictetetet ettt sttt eae s 183
Peer Trunk EXamPIe........c.oeoiieiieiieieit ettt ettt ettt st e e ese et e eneenseeneenneenes 185
Communicating with Another YMS or Third-Party PBX (Registration Trunk).........ccccoceveevevernvnvenicncnenne. 186
Configuring the REG TIunK SETVICE........cceviiriiieiiiiiriiienieieeesie sttt sae e e 186
Registration Trunk EXAMPIe.........coveiiiiiiiiiiiieieeieeee ettt s 188
Setting Alibaba Cloud RTIMP LiVE.......ccccoiiiriiriiiiiiiiiiieitnenttetesese sttt ettt st 189
Configuring the RTMP Media SEIVICE.........coceriririririinienienieieieteteteteeeieeie sttt seenene 190
Configuring the RTIMP LiVe.....cccccoiiiiiiiiiiinieteecceteeetetee ettt ettt 190
Setting the RTMP Live for VIMRS......ccoooiiiiiiiiiiiiinienesetetetee ettt 191
Enabling Conference Recording (Third-Party Recording Server).........cccceceeeeerenerinenenenienieneeeeeeeecenene 192

System MAaINtENANCE.....vvueeeeccssssssnrrecsssssssssscssssssssssssssssssssssssssssssssssssssssssasssssssssss 193

Making Backups and Restoring the SErVET...........ccovieiiiieiiiiiieiieieiieteie ettt ese e esne s 193
Setting the AULO BACKUP.......ooviiiiiieieiieieteest ettt sttt ettt e ebeennesaeesaesseennas 193
Creating a Backup Manually.........cccccoeceriiiiiiiiiiieieie ettt sttt sbeenaesseennas 194
Downloading @ BaCKUP.......ccveiiriiiiiiieie ettt ettt et st esessaebessaebasssebeessanseens 194
ReStOring the BaCKUD. ......cvoiiiiieiieieceeeceeee ettt sttt et ss e esa e b e eseesseesnesseennas 195

REDOOTING the SYSIEIM.....cciiiiieiieiicieie ettt ettt e e st e saesaeesbessaessesseesseessesseesseseessesseensesseensesseas 196

RESENG t0 the FACLOTY....viiiiiiiiieciieie ettt ettt ettt et beeaesae e b e steessesssessaesaesseessanseessenseensesseeneas 196

VIEWING OPETatiON LLOZS.....ccveiiiiiieiieiieiieieitieiesteetesteetesteestesteessesseessesseesseesaesseessessesssessesssessesssesseessessesnsessees 197

EXPOTting SYStEIM LLOZS....cuviiuieiieiieiieieriteierte et ete st et et et e st eteeteesbeestesseesaesseensesseessesssensesssensenssenseessenseenes 197

USINE TOOIS....uietieiieiteiese ettt ettt ettt et e ste e e e saeesaesaeesbessaesseessesseesseseesseeseesseassensesssesseassessesssensenssansenns 198
Pinging the NEtWOTIK.......cccveciiiiiiicieie ettt st e e e b e s te e b e steenbessaensesssenseenns 198
CaAPLULING PACKELS. .. .evieiietiiiieiieie ettt ettt et s et eeteesbe e st ebesseesseesaesaeessesseessessaessenseensenseansenns 198

TroubleShOOtiNG......cuiiiiivniiciisniensinniicnssniessssnsecsssnssecsssssscssssssssssssssssssssssssssssscsss 199
Users Do Not Receive EMAilS.......ccooiiiiiiiiiiiiiiiicciciceeccceese sttt ettt 199
Failing to Connect t0 SIMTP.....c..ooiiiiiiie ettt ettt sttt st e bt et e b emaenbeas 200
Users Fail to re@iSter an ACCOUNL......cueitiiiiitieieetieteet ettt ettt et st et bt e e sb e e e sb e e e sb e et e ese e teeatenaeeneesaeenees 200



| Contents | vii

Failing to Activate a LiCenSEe OMNIINE..........cceccveruereeriirieieeietieeesteetesseessesaeesaesseessesseessesseessesssessesseesenseensenns 201
Failing to Activate @ License OfflINe.........c.cciiiiiiiriiiriieieiieieetete ettt ste s e sse e s e sseenseens 201
Loading the Organizational Structure SIOWLY..........cccovvieriiiiiiniiiieiieieseei et sre e sre e e saesreens 202

The Configuration of Access WebRTC Authentication Is Invalid...........ccecevieiiiieciinieniinieiceiee e 202



| About This Guide | 8

About This Guide

The enterprise administrator can read this guide to operate and maintain YMS.

» Targeted Audiences

* Related Documents

*  Basic Concepts

» Icon Introduction

*  Summary of Changes

Targeted Audiences

This guide is mainly intended for the following audiences.

» The distributors
* The system administrator

Related Documents

You can download these documents from the Video Collaboration product line on Yealink Official website.

* Yealink Meeting Server User Guide: it introduces how to use YMS after you log in as a user.

* Yealink Meeting Server Web App User Guide for PC: it introduces how to use the browser on PC to join
conferences.

* Yealink Meeting Server Web App User Guide for Mobile: it introduces how to use the browser on the mobile
phone to join conferences.

*  YouTube Streaming Guide: it introduces how to stream the conference to YouTube by RTMP so the YouTube user
can watch the webcast of the conference.

* Yealink Meeting Server and Skype for Business Deployment Guide: it introduces how to deploy YMS and Skype
for Business server so YMS users can communicate with SfB users.

* Yealink SIP Trunk Deployment Guide: it introduces how to deploy SIP trunk in both CUCM/3CX/FreePBX and
YMS so the users of CUCM/3CX/FreePBX can communicate with YMS users.

* Yealink Federation Management Platform Guide: it introduces how to install and use Yealink federation
management platform. Besides, it presents how YMS synchronizes the data with the federation management
platform and manages the data.

Basic Concepts

This section introduces the basic concepts which you may encounter in this document.

Enterprise directory: it refers to the directory which includes user accounts, room system accounts, and third-party
devices.

Yealink VC devices: it refers to the devices that you can register them with YMS accounts and then use the features
provided by YMS, including PVT950/PVT980, VC880/VC800/VC500/VC200/VC400/VC120/VC200 video
conferencing system, SIP VP-T49G IP phone, VP59 IP phone, and VC Desktop & VC Mobile.

The interactive party: it refers to the participant who sends the audio or video in the broadcasting interactive
conference.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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The broadcasting party: it refers to the participant who only receives but does not send the audio or video in the
broadcasting interactive conference.

Content: it refers to the documents, the pictures or the videos shared by the moderator and the lecturer.

Node: A single YMS is one node, in either the cluster version or the stand-alone version.

Icon Introduction

The icons on YMS are described as below.

Table 1: Icon Introduction

Icon Description
O Recurrence conference
RTMP live

General meeting room

User account

Room system account

Other account

Video meeting room

Summary of Changes

Changes for Release 23, Guide Version 23.0.0.11
Changes for Release 22, Guide Version 22.0.0.10
Changes for Release 21, Guide Version 21.0.0.5

Changes for Release 23, Guide Version 23.0.0.11

The following sections are new for this version:

Making Backups for Recording Files

Adding Watermark for Recording Files

Managing Devices

Setting the Audio Prompt When Participants Join or Leave Conferences
Yealink Live Service

Major updates have occurred to the following sections:

Specifications

Managing Accounts

Displaying the Participant Name
Parameters of the Recording Template
Adding a Sub Admin Account

Adding a VMR



Configuring the RTMP Live

Changes for Release 22, Guide Version 22.0.0.10

The following sections are new for this version:

Setting the Collaboration Service
Managing Collaboration Files
Setting the Password Policy
Using Tools

Major updates have occurred to the following sections:

Setting the Video and Content Resolution

Parameters of the Recording Template

Managing the Recording Files

Deleting Recording Files

Managing the Sharing Link

Adding a VMR

Displaying a Participant in a Full Screen/Exiting the Full Screen

Changes for Release 21, Guide Version 21.0.0.5

The following sections are new for this version:

Loading the Organizational Structure Slowly
Displaying the Audio-Only Participant
Enabling Receiving Ringtone Receipt

Setting the Join with APP Awakened by Browser
Monitoring the Conference

Enabling the Recording Service

Managing the Recording Settings

Viewing the Recording Log

Resetting to the Factory

Major updates have occurred to the following sections:

Introduction of Yealink Meeting Server

Adding a Sub Admin Account
Adding a VMR

Customizing the Theme
Introduction of the Home Page
Setting the IP Call Service
Communicating with the PSTN
Setting the Peer Trunk Service
Configuring the REG Trunk Service
Setting the GK Service
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Yealink Meeting Server (YMS) is a virtualized and distributed multipoint conferencing platform. As a powerful all-in-
one meeting server, YMS brings together a host of key features and services: MCU, registrar server, directory server,
traversal server, meeting and device management server, SIP Trunk, WebRTC server, GK & H.460 server, Microsoft
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SfB (Lync) gateway, recording server, and collaboration server. It provides any number of users with their VMRs to
hold high definition conferences, share presentations, collaborate, and chat. Participants can use virtually any type of
communication tools to join the conference over audio or video. YMS connects people with crystal-clear audio, HD
video, content and web collaboration, bridging locations across any distance or device and providing users with an
enjoyable conferencing experience while cutting costs and improving efficiency.

»  Specifications

» Distributed Architecture

*  Browser Requirement

* Port Requirements of the Router
*  Resource Consumption

Specifications

The specifications are as below:

Features YMS3000 YMS2000 YMS1000

All-in-One MCU, Registrar Server, Traversal Server, Meeting and Device Management Server,
Enterprise Directory Server, SIP Trunk Server (Video & Audio), WebRTC Server,
GK& H.460 Server, SfB (Lync) Gateway, Recording Server, Collaboration Server

Conference 144 parties of 720P30 80 parties of 720P30 40 parties of 720P30

Capability 72 parties of 1080P30 40 parties of 1080P30 20 parties of
36 parties of 1080P60 20 parties of 1080P60 1080P30

10 parties of
1080P60

Broadcasting Up to 1,500 parties from External Server

Interactive

Conference

Additional Audio 40

Calls

Communication ITU-T H.323/H.239, IETF SIP/BFCP, RTMP, RDP, RTSP

Protocols

Resolution 4K, 1080P, 720P, 360P, 4CIF, CIF

Video Codecs H.265, H.264 High Profile, H.264, H.263+, H.263, VP8

Audio Codecs Yealink ARES, Opus, G.722.1C, G.722.1, G.722, G.711(WA), G.729, G.729A,
G.729AB, G.728, AAC-LC

Distributed Server Cluster Management & Multi-host Hot Standby

Architecture

Server Federation Server Federation Management & Multi-server Cascading

Expansion MCU Stack Technology, Cascading Video Conference

Flexible Layouts Equal NxN (N=2, 3, 4, 5, 6, 7), onePlusN (N=0, 4, 7, 9, 12, 16, 20), twoPlusN (N=8),
Overlay and Selected Speaker

Recording Supports 5-way full Recording, VOD(Video on Demand) and
HD(1080P30) recording with | Management
dual stream
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Features

YMS3000 YMS2000 YMS1000

Other Functions

RTMP Live, Audio IVR, Display Native Video and Content, Display audio parties,
Chat in Conference

Bandwidth
Dynamic Adaptive
Adjustment

Anti 30% video and70% audio packet loss, QoS

Security Protocols

TLS, SRTP, HTTPS, SSH, H.235, AES-256bit

Firewall Traversal

Ability to deploy conferencing nodes in a public DMZ: deploy privately-addressed
conferencing nodes behind NAT firewalls; allow external parties to connect directly
via a public address.

Multiple
Conferencing
Methods

P2P Call, Meet Now, Ad Hoc, Scheduled Conferencing, VMR

Multiple Conference
Modes

Training Mode, Discussion Mode and Lecturer View

Integration with
Yealink VC
Endpoints

Sync Conference Information, Conference Reminder, One-touch Conference Access,
Apply for Speaking

Conference Control

Invite/Remove, Lock/Unlock/End Conference, Conference Lobby, Conference
Monitoring, Mute/Unmute Video & Audio, Block/Unblock Audio, Change Roles,
Sharing Permission, Rename, Roll Call, Call Statistics, Conference Banner/Subtitle/
Agenda, FECC

Personal Layout

Voice Activated Speaker, Video Carousel, Customized Layout and Application
Parties

User Account

Organizational Structure and up to 100,000accounts

Enterprise Directory

Synchronize directory to the device

LDAP Synchronize directory from Microsoft AD Server
Third-party Device | SIP/H.323

Registration

Traversal Features | ICE/TURN/STUN/NAT/H.460

Web Management

Friendly Web UI and Setup wizard

Customization

Web & Logo, Email Template, Audio IVR and SIP Trunk IVR

System Status
Monitoring

Web-based real-time dashboard & data update on capacity and system information

Resource Statistics
Management

Graphic display and statistics & analysis of conferences, MCU resources and CDR

System Maintenance
Management

Remote Upgrade, Backup/Restore, Reboot/Factory Reset and Syslog, Network Ping,
Packet Capture, SNMP

System Security
Management

Blacklist, Whitelist and Intelligent Security Strategy

Device Remote
Management

Automatic Upgrade, Reboot, Factory Reset, Packets Capture, Export Logs and
Export Configuration File
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Distributed Architecture

From version 2.X or later, YMS distributed architecture provides the following features:

Load balance: ability to realize the load balance among the service nodes in the cluster. The same conferences will
select the same MCU server with priority to reduce consumption, and different conferences will select the MCU
server whose load is the smallest with priority.

Redundancy: with the feature of active-active high availability cluster and hot-standby failover, if one server does not work,
the whole service can still work without any interruption. Because when a service node cannot work, other service nodes in
the cluster will take over its service automatically within 20 seconds. It is seamless to the conference participants.

Scalability: YMS allows you to scale up your service nodes based on your demand and supports a large number of
concurrent videos.

G oo ousivess noce

Master, business node Master, business node

Benefits of YMS Distributed Architecture
Components of YMS Distributed Architecture
Handling the Signaling and the Media

Benefits of YMS Distributed Architecture

Centralized management of the nodes.

Ability to add nodes at any time from any location without service outage.

Ability to deploy dedicated edge servers for providing external services.

Independent services; ability to deploy the MCU service and the traversal service in the edge node.

Ability to expand your nodes and to upgrade your server seamlessly. Ability to select MCU addresses dynamically
(the same conference will select the same MCU server) to use the MCU resource optimally.

Ability to hold a broadcasting interactive conference, which contains at least 1000 participants in the conference
and allows you to toggle between the broadcasting parties and the interactive parties.

Allow you to customize the call routing.
Ability to be compatible with the H.323 endpoints with the built-in H.323 gateway and GK server.

Components of YMS Distributed Architecture

YMS consists of the master node and the business node. The master node is required and can be a business node if the
hardware performance and the network meet the requirements. The business node is not required, and you can scale it
up according to the hardware performance and the network demand.

Master node: it mainly provides the Web service, for example, the data center, the discovery service, and the business
data. Due to the service attributes, you cannot configure these services via the web interface. You need to configure
the master node when the first time you deploy it and you can only run the related command line to expand.
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Business node: those nodes mainly provide services, for example, SIP service, H.323 service, and MCU service. You
can configure and add business nodes via the web interface. You can also enable and disable these services via the
web interface. Especially for the MCU service that calls for higher hardware performance, you can add nodes.

You can deploy one or three master nodes. For one master node, when it does not work, the services are unavailable.
For three master nodes, when one server fails, the other two servers can still provide services. There is no limit to
the business node, and you can deploy as many as you need. For more information about the deployment, refer to
Installing Cluster YMS .

Handling the Signaling and the Media

The media and the signaling for each call in YMS may take different paths, mainly depending on the function and
capacity of the node. Take the cluster deployment of 1+3 as an example to introduce the rule of handling the media
and the signaling.

The incoming calls will be assigned to the corresponding nodes according to DNS, and the signaling will be sent
to these nodes.

YMS selects the MCU media service dynamically. The same conference will select the same MCU with priority,
and different conferences will select the MCU with the lowest load.

The signaling flow from the endpoints in the internal network will be sent to the master node and then the master
node will assign the media service dynamically.

The interaction process of the signaling flow between the endpoints in the internal and the external network: the
endpoints in the internal network->the master node->the edge node->the endpoints in the external network.

The interaction process of the media flow between the endpoints in the internal and the external network: the
master node->the business node (dynamic assignment)->the edge node->the endpoints in the external network.

Media Between node

> -— ==
Internal External
network network

Signaling ’

DMZ

o

Maser node

Ve

-
: _”

Business node

Edge node

W
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Browser Requirement

YMS supports the following browsers.

Table 2: Browser Requirement

Browser Requirement Version

Firefox 50 or later
Google Chrome 50 or later
360 8.1 or later
Internet Explorer 10 or later

Port Requirements of the Router

If you restrict the following ports, please open them. If you deploy YMS in the internal network, you need to map
the following ports to the public network on the router, to solve the interconnection problem between the private and
public networks.

» Port Requirements of the Internal Service
*  Port Requirements for the External Service
* Port Requirements for the External Service

Port Requirements of the Internal Service

Port requirements for the internal service: make sure that the following ports in every node of the cluster can
communicate with each other.

Port Protocol Description

8000-10000 UDP+TCP The port for the internal service.

27017 UDP+TCP The port for accessing the
database.

22 TCP Install or upgrade the server via
ssh.

Port Requirements for the External Service

Table 3: Port requirements for the external service (Some of the following ports are
configurable. You can edit the default port based on the actual demand.)

Module Port Protocol Description
Web port 443 TCP HTTPS port
444 TCP The port that can be accessed by Yealink devices
via HTTPS
80 TCP HTTP port

Rsyslog log service port | 514 UDP/TCP YMS uses this port for collating the device logs
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Module Port Protocol Description
H.323 port 1719 UDP RAS listening port of the GK.
1722 TCP H.225 listening port of the GK
20000-23999 | TCP GK Q.931/H.245
20000-29999 | UDP Media proxy port of GK
1720 TCP H.225 listening port of the Gateway
27000-29999 | TCP Gateway Q.931/H.245
Turnserver port 3478 UDP/TCP The listening port of the traversal service
3479 UDP/TCP Backup listening port
9688 TCP As long as the IP address exists, this port should
be mapped, because it might influence the
traversal service
40000-49999 | UDP/TCP Relay port

Port Requirements for the External Service

Table 4: Port requirements for the external service (Some of the following ports are
configurable. You can edit the default port based on the actual demand.)

Module Port Protocol Description
SIP port 5061 UDP/TCP/ Redirection service and registration service
TLS
5060 UDP/TCP IP call service
5062 TLS
5063 UDP/TCP Third-Party registration service
5065 UDP/TCP PSTN gateway service
5066 UDP/TCP Peer trunk service
5065 UDP/TCP REG trunk service
5067 UDP/TCP/ Skype for Business service
TLS
MCU service port 50000-54999 |UDP Interactive media service
63000-63999 |UDP Collaboration service
55000-59999 | UDP Broadcast media service
60000-60899 | UDP RTMP media service
61000-62999 | UDP SfB gateway media service
64000-64999 | UDP Media bypass service
IVR port 10000-10999 | UDP IVR
BFCP/FECC port 11000-12999 | UDP BFCP/FECC
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Module Port Protocol Description

The stack-signaling port | 13000-13199 | UDP Conference stack
of the conference

The stack-media port of | 13200-13399 | UDP Conference stack
the conference

Recording service port 65000-65499 |UDP Recording service
RTMP live service port 60900-60999 | UDP RTMP live service

Resource Consumption

The type of call (HD, SD, or others) affects the amount of resource required by the server to handle the call. The table
below lists the resource consumption in different call situations.

Table 5: Resource consumption

No} Situation HD 720p call Full HD 1080p call
1 |In a broadcasting interactive conference, | 1 2
when 23 broadcasting parties join the
conference
2 | Enable Alibaba Cloud RTMP live 2 (One HD 720p call and one SD |3 (One full HD 1080p call,
360p call) one HD 720p call, and one
SD 360p call)
3 [ Enable Yealink RTMP live 2 (One HD 720p call and one SD |3 (One full HD 1080p call,
360p call) one HD 720p call, and one
SD 360p call)
4 | Streaming by RTMP 1 2
5 | Enable recording 1 2
6 | Establish a call via the peer trunk (you Bypass disabled: 3; Bypass Bypass disabled: 6; Bypass
need to configure the peer trunk first and | enabled: 1 enabled: 2
then establish a call with the third-party
MCU)
7 | Establish a call via the registration trunk | Bypass disabled: 3; Bypass Bypass disabled: 6; Bypass
(you need to configure the registration enabled: 1 enabled: 2
trunk first and then establish a call with
the third-party MCU)
8 | Establish a SfB call 3 (Bypass not supported) 6 (Bypass not supported)
9 | YMS users join a SfB conference 3 (Bypass not supported) 6 (Bypass not supported)
10 | Lync users join a YMS conference 3 (Bypass not supported) 6 (Bypass not supported)
11 | Invite users to join the conference via IP | Bypass disabled: 3; Bypass Bypass disabled: 6; Bypass
call IVR/URL/IP) enabled: 1 enabled: 2
12| H.323 users join a YMS conference Bypass disabled: 3; Bypass Bypass disabled: 6; Bypass
enabled: 1 enabled: 2
13| H.323 users call SIP users or SIP users | Bypass disabled: 3; Bypass Bypass disabled: 6; Bypass
call H.323 users enabled: 1 enabled: 2
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Installing and Deploying YMS

» The Process of Installing and Deploying YMS
*  Good to Know about the Hardware

»  Checking the Version of CentOS

* Configuring the Node IP

»  Upgrading YMS 1.Xto YMS 2.X

» Installing YMS 2.X

»  Upgrading YMS 2.X

*  Uninstalling YMS 2.X

The Process of Installing and Deploying YMS

The following introduces the process of installing, deploying, and configuring YMS 2.X.

Upgrading Deploying Installing and | Installing and | Installing and | Reference

YMS 1.Xto |ex-factory deploying deploying deploying

YMS 2.X YMS 2.X YMS2Xon |YMS2Xon |[cluster YMS

aVM a third-party |2.X
server

Good to \ \ \ \ Good to
Know about Know about
the Hardware the Hardware
Making a \ Making a
Backup on Backup on
YMS 1.4 YMS 1.4
Uninstalling |V Uninstalling
YMS 1.X YMS 1.4
Checking the | \ \ \ Checking the
Version of Version of
CentOS CentOS
Configure the |V \ \ \ \ Configuring
Node IP the Node IP
Installing \ \ \ \ Installing
YMS 2.X YMS 2.X
Migrating the |V Migrating the
data on YMS Data on YMS
Activatinga |V \ \ \ \ Activating a
License License
The network |V \ \ \ \ Getting
of YMS 2.X Started
and the basic
configuration
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The Checklist | V J V V V The Checklist
for the for the
Configurations Configurations
and the and the
Common Common
Features Features

Good to Know about the Hardware

* Basic Requirements of the Hardware

* Calculating Method for the Concurrent Capacity
*  Recommended Hardware

*  Network Requirements

Basic Requirements of the Hardware
Before installing YMS, your hardware should meet the following requirements.

Table 6: Basic Requirements of the Hardware

Item Requirements
CPU E5-2600 V4 or later, with the clock speed more than 2.3GHz
RAM e 16G

* The memory frequency should be at least 2133MHz
* 2GB RAM for one core
*  Support multi-channel memory architecture

Network 1 Gbps NIC or switches

Disk At least 500G for every master node

* /home/mcudata: 300GB, depends on the size of the business
» /usr/local/apollo: 150GB, depends on the size of the business
» /Var/log/apollo: 50GB, depends on the size of the business

At least 200G for every business node

* /Home/mcudata: 50G, depends on the size of the business
» /Ust/local/apollo: 100GB, depends on the size of the business
* /Var/log/apollo: 50G, depends on the size of the business

Calculating Method for the Concurrent Capacity

* For the physical machine, you can refer to the following:
Concurrent capacity of 720p = total number of cores * clock speed * 1.2

Concurrent capacity of 1080p = total number of cores * clock speed * 0.6
* For the virtual machine, you can refer to the following:

Concurrent capacity of 720p = total number of Vcores * clock speed * 0.6

Concurrent capacity of 1080p = total number of Vcores * clock speed * 0.3
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Recommended Hardware

If you install YMS in VMware, you can refer to the following recommendations.

Concurrent Capacity
CPU Model Clock Speed Total\:::l:er of RAM (the video + the shared content + SRTP)
(720p30fps+1080p30fps+SRTP) | (1080p30fps+1080p30fps+SRTP)
|Xeon(R) Platinum 8163 CPU 2.5GHZ 12 24G 18 9
Intel(R) Xeon(R) CPU E5-2666 v3 | 2.9GHZ 10 20G 17 8
lIntel(R) Xeon(R) Gold 6149 CPU 3.1GHZ 10 20G 18 6
Xeon(R) Platinum 8163 CPU 2.5GHZ 24 48G 36 18
Intel(R) Xeon(R) CPU E5-2666 v3 |  2.9GHZ 20 40G 34 17
Intel(R) Xeon(R) Gold 6149 CPU 3.1GHZ 20 40G 37 18
lIntel(R) Xeon(R) CPU E5-2666 v3 | 2.9GHZ 32 64G 55 27
Intel(R) Xeon(R) Gold 6149 CPU 3.1GHZ 32 64G 59 29
Intel(R) Xeon(R) CPU E5-2666 v3 |  2.9GHZ 40 80G 69 34
Intel(R) Xeon(R) Gold 6149 CPU 3.1GHZ 40 80G 74 37
Intel(R) Xeon(R) Gold 6149 CPU 3.1GHZ 48 96G 89 44
Intel(R) Xeon(R) CPU E5-2666 v3 | 2.9GHZ 64 128G 111 55
Intel(R) Xeon(R) Gold 6149 CPU 3.1GHZ 64 128G 119 59
Intel(R) Xeon(R) Gold 6149 CPU 3.1GHZ 32 64G 59 29
Intel(R) Xeon(R) Gold 6149 CPU 3.1GHZ 32 64G 59 29
Intel(R) Xeon(R) CPU E5-2666 v3 | 2.9GHZ 40 80G 69 34
[Intel(R) Xeon(R) Gold 6149 CPU 3.1GHZ 40 80G 74 37
= Note:

+ Ifyou install YMS in VMware, you can refer to the following recommendations.

*  We recommend 300G Disk for formal deployment. For internal testing of YMS2.0, 100G is
acceptable.

* Other services cannot occupy the VCPU resource assigned to this YMS server in any case. Otherwise,
the concurrent calls cannot reach the number we provide.

* Recording consumes some hardware resources of the video call. One 720p recording consumes double
hardware resources of one 720P call.

*  One 1080p recording consumes quadruple hardware resources of one 720P call.

If you use Intel E5 to install CentOS and then install YMS 2.0, you can refer to the following recommendations.

Concurrent Capacity
CPU Model SC'I,::I; Tot:; 2:3‘5 ber Tﬂ:: El:rr:sber RAM (the video + the shared content + SRTP)
(720p30fps+1080p30fps+SRTP) (1080p30fps+1080p30fps+SRTP)
E5-2620 v3 | 2.4GHz 1 6 4*8G (2133MHz ) 17 8
E5-2620 v3 | 2.4GHz 2 12 8"8G (2133MHz ) 34 16
E5-2620 v4 | 2.1GHz 1 8 4*8G (2400MHz ) 20 10
E5-2620 v4 | 2.1GHz 2 16 8"8G (2400MHz ) 40 20
E5-2660 v3 | 2.6GHz 1 10 4*8G (2133MHz) 31 15
E5-2660 v3 | 2.6GHz 2 20 8"8G (2133MHz ) 62 31
E5-2680 v4 | 2.4GHz 1 14 4*8G (2400MHz ) 40 20
E5-2680 v4 | 2.4GHz 2 28 8"8G (2400MHz ) 80 40
E5-2695 v4 | 2.1GHZ 2 36 8"8G (2400MHz ) 92 46
E5-2699 V4 | 2.2GHz 2 44 8"8G (2400MHz ) 116 58

If you use Intel Silver & Gold to install CentOS and then install YMS 2.0, you can refer to the following
recommendations.

Concurrent Capacity
CPU Model Clock Speed Tota; 2:31 Pek Totafl zlumber RAM (the video + the shared content + SRTP)
| 2 s Calb ot (720p30fps+1080p30fps+SRTP) | (1080p30fps+1080p30fps+SRTP)
Intel Xeon Silver 4114 2.2GHz 1 10 6*8G ( 2400MHz ) 25 12
Intel Xeon Silver 4114 2.2GHz 2 20 12*8G ( 2400MHz ) 50 25
Intel Xeon Silver 4116 2.1GHz 1 12 6"8G ( 2400MHz ) 30 15
Intel Xeon Silver 4116 2.1GHz 2 24 12*8G ( 2400MHz ) 60 30
Intel Xeon Gold 6132 2.6GHz il 14 6"8G ( 2666MHz ) 40 20
Intel Xeon Gold 6132 2.6GHz 2 28 12*8G ( 2666MHz ) 80 40
Intel Xeon Gold 6152 2.1GHzZ 1 22 6*8G ( 2666MHz ) 50 25
Intel Xeon Gold 6152 2.1GHz 2 44 12*8G ( 2666MHz ) 100 50




Network Requirements

Table 7: Network Requirements
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Item Requirements
Bandwidth 1080P601fps (1920x1080) 4M
1080P60fps (1920x1080) the video 6M
1080P30fps (1920x1080) the
shared content
1080P301ps (1920x1080) 1.7Mb
1080P30fps (1920x1080) 3.4Mb
The video + the shared content
720P301ps (1280x720) 700Kb
720P301ps (1280x720) 1.5Mb
The video + the shared content
Delay The general delay of the video
conference should be less than
200ms
Jitter Less than 50ms
Packet loss Less than 1%

Checking the Version of CentOS

If the YMS cannot access the external network, we recommend that you use CentOS 7.5 or later. If it can access the
external network, you can use CentOS 7.0 or later.

»  Viewing the Version of CentOS
*  Upgrading CentOS Online

» Installing CentOS by Using a USB Flash Drive

Viewing the Version of CentOS

Procedure

Run the command cat /etc/redhat-release.

[root@localhost ~]# cat

Cent0S Linux release

Y-

Jetc/redhat-release
.1511 (Core)

Upgrading CentOS Online

Before you begin

The server can access the external network.
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Procedure

1. Run the command yum clean all to clear yum.

[root@localhost ~]# yum clean all
Sho#kiE{E: fastestmirror, langpacks

EEFEYH+IE: base extras updates
Cleaning up everything
list of fastest mirrors

2. Run the command yum update to update the yum package.
The whole upgrading process might take a long time. Please wait.

After upgrading, check the current version of CentOS.

Installing CentOS by Using a USB Flash Drive

About this task

If the server cannot access the public network, you can re-install the system by using a USB flash drive.

Procedure

1. Download the mirroring package, which you obtain from Yealink technical support engineers.
2. Create a Boot disk in the USB flash drive. You can find the method on the Internet.

3. Install the CentOS. You can find the method on the Internet.
After the installation, check the current version of CentOS.

Configuring the Node IP

We recommend you use the static IP address for the server. You can find the method on the Internet.

Upgrading YMS 1.Xto YMS 2.X

Directly upgrading YMS 1.X to YMS 2.X is not available. Therefore, you can update it according to this part. Note
that you should re-configure the corresponding information of the NIC.

= Note: For upgrading YMS 2.X to YMS 2.Y, see Upgrading YMS 2.X .

*  Making a Backup on YMS 1.4
*  Uninstalling YMS 1.4

» Installing YMS 2.X

» Migrating the Data on YMS

Making a Backup on YMS 1.4

» Saving the Data by Screenshot
»  Exporting All Call Statistics
*  Making a Backup for the System Data



Saving the Data by Screenshot
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From Version 2.X, the structure of YMS has changed. Therefore, the data migration is not available. You can save the
following configuration by taking screenshots.

Log into YMS 1.X, and do the following:

* Click System->Call Settings->Global settings, and take screenshots of the entire configuration.

Home  Quick settings

English - (@) Admin +

Yealink Meeting Server | YMS DEMO

= Call Settings

Global settings >
Call routing

L LDAP

= Gateway Configuration

2 H323
SIP trunk ACL
SIP trunk IVR
Skype for Business Server

= System Settings

Conference Nt
ontrol
Time/Time zone
¢
SMTP mailbox
Statist
Disk space
* = Security

Registration blacklist

Conference blacklist

Global settings

Video resolution

Ma video resolution 360P/30FPS

Max content sharing

resolution 720/5FPS

Call bandwidth

Call banchwidth : 512Kbps
Lt the bandwioth of media being received by Yealink Meeting Server from individual
partcipa

Layout

Display participant name : @)

Default layout Equal NxN ® oneplusN

Equal NeN ; 44

Max number of videos displayed in eaual NN layout
When the number of videos exceed the maximum, every 305 * :
* one video switches per cycle

all videos switch per cyde

* Click System->Call Settings->Call routing, and take screenshots of the entire configuration.

Home  Quicksettings

Yealink Meeting Server | Yealink Network Technology Co.,Ltd

= Call Settings

Status Global settings
Call routing »
8 08
= Gateway Configuration
H323
SIP trunk
SIP trunk ACL

SIP trunk IVR

Skype for Business Server

(] = System Settings

Network

Time/Time zone

SMIP mailbox
Statisti
Disk space
§ = Security

Registration blacklist

Conference blacklist

English - @ Admin =

Call routing

i Batch delete

= Name Priority Destination match Call target
t0_sib_client 1 888(d+)@ SFB.
to_sfb_mcu 2 As6B\d+@ SF8.
to_sfb_client1 3 yiod)@ SFB
shouji a A0S PSTN
to_sfb_client2 6 £88880d )@ SFB.
test 10 ~00d+)$ TN

Out location Enable Ope e
to_sfb o P
to_stb (') P
sty © s
to_stb Vi &

All 6records 50 |rows perpage page iv | ¢ ?

* Click System->Gateway Configuration->SIP trunk IVR, and take screenshots of the entire configuration.

Yealink Meeting Server | YMS DEMO

Home  Quicksettings  English - (D) Admin -

= Call Settings.

Status Global settings
Callrouting

P & o

— Gateway Canfiguration

4 H323
Meeting SIP trunk

o SIP trunk ACL

SIP trunk IVR >

Skype for Business Server
= System Settings

Network

TimeyTime zone

¢ia

SMTP mailbox.
Statistics

Disk space

= Security

jo

Registration blacklist

Conference blacklist

SIP Trunk IVR @

Receptionist Greeting Prompt Configuration

Configure greeting
prompt:

® Default Greeting (Current IVR lanuage: Portuguese)

Personal Greeting

() (Ea]

The uploaded personal greeting must be a wav file which cannot exceed 10MS.

& Select file

Menu Options

Enable first-level extension dialing

Key  Description Action Action Data
0 Extension dialing Extension dialing
1 Conference dialing Conference dialing




Exporting All Call Statistics

About this task
Log into YMS 1.X, and do the following:

Procedure

Click Statistics > Export.

Yealink Meeting Server | YMS DEMO
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@ Admin ~ A

Home  Quicksettings  English =

Statistics (2018/10/27 ~ 2018/11/27)
Status Nearly one month  Nearly 3months  Nearly half ayear  Nearly one year
y Total conferences Total duration
Conference details
2 53 27:26:08
unt
Type Conference times. Duration
a
a PP 15 (28.30%) 0055829
Meeting
Room
et Now 21 (3962%) oL3617
VMR
Scheduled 17 (32.08%) 245123
IO
Conference
ntral Record m pP2p Meet Now Scheduled
¢
Statistics it Type -
1 Wilson SU-Yealink's video conference Meet Now 62610
ﬁ 2 Salal's video conference Meet Now 54936
Systerr 3 Sala's video conference Meet Now 32611
a Wilson SU-Yealink's videoconferéncia Scheduled 86623

Making a Backup for the System Data

About this task
Log into YMS 1.X, and do the following:

E

Procedure

1. Click System > System Maintenance > Backup/Restore.

Ports details

Rank

=

Time.

2018/11/27 02:52:45 -
2018/11/27 01:05:31 -
2018/11/27 01:05:04 -

2018/11/26 15:44:50 -

02:52:52
01:05:32
01:05:29

16:30:00

Total ports Max concurrent ports
30 s
Concurrent ports Frequency
1 21,03%
2 2564%
3 7.69%
H 769%
Others. 17.95%
Duration Detail
00:00:07 View
00:00:01 View
00:00:25 View
00:45:10 View

Note: Make sure there are no ongoing conferences before making the backup.

2. Click lH on the right side of the created backup to download it to your computer.

Yealink Meeting Server | Yealink Network Technology Co.,Ltd

Disk space Backup/Restore
tatus )
oAy FiBatch delete
Registration blackiist ==

e s
t Couleeba et AutoBackup_20181127_120000tar.gz

1P cal blacklst AutoBackup 20181126 120000tar.g2

S Mantrencs AutoBackup_20181125_1200008ar.62

Room Device upgrade

Backup/Restore >

System upgrade

Backup_20181109_164627.tar.gz
Backup 20181108 152854 tar.gz
Backup_20181102 170837 tar.qz
RebootFactory reset Backup 20181017 094557 targz

= Licenses

Video port

1Y Broadcast port
Statistics Trusted CA Certificate
=systemLog

Server log

Device log

Uninstalling YMS 1.4

« If the server can access the external network

File size(MB)

85.14

85.14

85.13

85.19

.15

85.10

Home  Quick settings

English = (&) Admin -

f#]Create backup | tyUpload backup fle | [ Auto backup settings

Build time Operation

2018/11/27 00:00:00 (<3 )
2018/11/26 00:00:00 Ccw
2018/11/25 00:00:00 *C @
2018/11/09 16:46:26 fCca
2018/11/08 152853 AN |
2018/11/02 17:08:37 *Cco
2018/10/17 09:45:58 Ccaw

Al7records 50 rowsperpage page 1 | ¢ >

1. Use SecureCRT to go to the command interface of the root account via SSH.
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2. Run the following command to download the uninstalling script:

Curl -O address # the address of the uninstalling script (You can
contact Yealink technical support engineers to obtain) #

3. Run the following command to add an executive privilege to the uninstalling script:

chmod u+x apollo util.sh

4. Run the following command to execute the uninstalling script:

./apollo util.sh uninstall 11055011 no

5. Wait until the uninstallation is finished.
6. Run the following command to clear the remained process:

ps -ef | grep apollo | grep -v grep | awk ‘{print $2}’ | xargs -I{} kill
-9 {}

e If the server cannot access the external network

1. Manually download the uninstalling script to your PC. You can contact Yealink technical support engineers to
obtain the uninstalling script.

Use SecureCRT to go to the command interface of the root account via SSH.
Run the command cd /root to go to the directory (/root).
Run the command rz and upload the installed uninstalling script on the pop-up window.

RANE O

Run the following command to add an executive privilege to the uninstalling script:

chmod u+x apollo util.sh

6. Run the following command to execute the uninstalling script:

./apollo util.sh uninstall 11055011 no

7. Wait until the uninstallation is finished.
8. Run the following command to clear the remained process:

ps -ef | grep apollo | grep -v grep | awk ‘{print $2}’ | xargs -I{} kill
-9 {}

Installing YMS 2.X

Procedure

1. Run the command cd /usr/local to go to the directory (/usr/local).

2. Run the following command to delete the apollo_install folder:

rm -rf apollo install

3. Installing Stand-Alone YMS .

Migrating the Data on YMS

You can contact Yealink technical support engineer to migrate the data.



Installing YMS 2.X
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The YMS installation method includes the stand-alone installation and the cluster installation.

The differences between them are as below:

Type

Description

Installing Stand-Alone YMS

A single YMS but with all services.

Installing Cluster YMS

Multiple YMSs, including the following node types:

* Master node: it provides all the YMS services.

* Sub-master node: if you want to realize the disaster recovery for all
features, it must contain 2 sub-master nodes.

* Business node: you can assign the desired service, mainly the MCU

service, to each business node according to the enterprise deployment
need.

» [Installing Stand-Alone YMS
» Installing Cluster YMS
»  Expanding the Stand-Alone YMS

Installing Stand-Alone YMS
This part introduces how to install YMS 2.X.

* Downloading the Installation Package

»  Unzipping the Installation Package
*  Running the Installation Command

Downloading the Installation Package

¢ The server can access the external network

1. Run the following command to go to the directory (/ust/local):

cd /usr/local

2. Run the following command to download the installation package (change x.x.x.x to the version you want to

download):

wget address # replace address with the address you obtain from
Yealink technical support engineers) to download the installation

package#

« The server cannot access the external network

E ol

Manually download the installation package, which you obtain from Yealink technical support engineers.
Use SecureCRT to go to the command interface of the root account via SSH.

Run the command cd /usr/local to go to the directory (/ust/local).

Run the command rz and upload the Rom package on the pop-up window.
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Unzipping the Installation Package

Procedure

Run the following command:

cd /usr/local #go to the directory where the
installation package is in#

tar xzf YMS x.x.x.x.tar.gz # unzip the installation package
(change x.x.x.x to the version you want to install)#

cd apollo install # go to the installation directory#

tar xzf install.tar.gz # unzip the installation script#

Running the Installation Command

Procedure

1. Run the following command:

./install.sh

EE#H:
Tibtomcrypt.x86_64 0:1.17-26.e17 Tibtommath. x86_64 0:0.42.0-6.e17
sshpass.x86_64 0:1.06-2.e17

£

pefault profile /usr/local/apollo/data/install.conf does not exist.
please make a choice:
11! timeout 30 seconds, timeout default is [A].

[A]. Deploy allinone with default 127.0.0.1

[B]. create default profile and then exit to edit it

Please Input your choice:

2. Enter A to select the stand-alone installation.

If you do not select within 30 seconds, the system will select the stand-alone installation automatically. The
installation will be finished in about 10 minutes. Please wait.

Installing Cluster YMS

Here are two plans for installing cluster YMS:

Plan A: 1+N ( Ncanbe 1.2.3.4.5.6...... ) , | master node and N business nodes. It does not have the disaster
recovery feature, but it has multiple business nodes, with good service capability and low coupling.

Plan B: 3+N ( Ncanbe 1.2.3.4.5.6...... ) , | master node, 2 sub-master nodes, and N business nodes. It has the
disaster recovery feature (multi-machine backup feature).

Note that there is no 2+N plan, that is, 1 master node, 1 sub-master node and N business nodes. The reason is that the
sub-master node cannot be installed successfully, which makes it have the same effect as plan A.

Before you begin:

» The network among all the nodes can be accessed. All the nodes can access the external network.
*  YMS is not installed in all the nodes.

»  Downloading the Installation Package
»  Unzipping the Installation Package
*  Run the Installation Command

Downloading the Installation Package

* The server can access the external network
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1. Run the following command to go to the directory (/usr/local):

cd /usr/local

2. Run the following command to download the installation package (change x.x.x.x to the version you want to

download):

wget address # replace address with the address you obtain from
Yealink technical support engineers) to download the installation
package#

* The server cannot access the external network

1. Manually download the installation package, which you obtain from Yealink technical support engineers.
Use SecureCRT to go to the command interface of the root account via SSH.

Run the command cd /usr/local to go to the directory (/usr/local).

Run the command rz and upload the Rom package on the pop-up window.

Eal ol

Unzipping the Installation Package

Procedure

Run the following command:

cd /usr/local #go to the directory where the
installation package is in#

tar xzf YMS x.x.x.x.tar.gz # unzip the installation package
(change x.x.x.x to the version you want to install)#

cd apollo install # go to the installation directory#

tar xzf install.tar.gz # unzip the installation script#

Run the Installation Command

Procedure

1. Run the following command:

./install.sh

Exi: .
Tibtomcrypt.x86_64 0:1.17-26.e17 Tibtommath. x86_64 0:0.42.0-6.e17

sshpass.x86_64 0:1.06-2.el17
FE!

pefault profile /usr/local/apollo/data/install.conf does not exist.
please make a choice:
'1! timeout 30 seconds, timeout default is [A].

[a]. peploy allinone with default 127.0.0.1

[B]. create default profile and then exit to edit it

Please Input your choice:

2. Enter B to select the cluster installation.

3. Run the following command:

vi /usr/local/apollo/data/install.conf

4. Enter A to edit the configuration file.
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HDBPRIR AN B3 X 0 4 ;

X
+710.82.24.202 (1) 4 b
[gToba‘l] #Global variable configuration p

ansibl e_ssh_user = root #Thedefault rootauthority, used for logging into the backend server.
ansible_ssh_pass = Yealink@2018 #You can set the same backend login password for all nodes for unified specifying in this sentence.
# ansible_ssh_private_key_file= i\oneed configuration

manager-mast €r] #The IP address of the master node.
1p=10. 82. 24,202
# ansible_ssh_user=root #The backend login password of the root authority of the master node. The password is set in the global
configuration, so you do not need set the password again here.
[manager-slave-1]
1p=10. 82.24.203 #7he 1p address of the sub-master node

[manager-slave-2]
ip=10. 82.24.204

[business-1]
‘ip=10. 82.24.208 #ThelP address of the business node.

[business-2]
# ip=X.X.X.X

[business-3]
# ip=XxX.X.X.X
~- INSERT -- v

5. Press Esc to exit, and run the following command:

twWq #save the configuration file #
./install.sh #install the cluster YMS#

The installation starts and it takes about 30 minutes. After the installation is finished, use the IP address of any
master node to log into YMS.

Expanding the Stand-Alone YMS
For the stand-alone YMS, if you want to strengthen its MCU by making it become 1+N (N can be 1, 2, 3,4, 5, 6......).

That is one master node and N business nodes, and then you can expand your YMS.

Before you begin

» The network among all the nodes can be accessed. All the nodes can access the external network.
* YMS is not installed in all the nodes.

Procedure

1. Use SecureCRT to go to the command interface of the root account via SSH.

2. Run the following command.

vi /usr/local/apollo/data/install.conf

3. Enter A to edit the configuration file.



10.86.0.33 - EECRT -

Yin SEp SEV W0 fe@n BExs TRy #mm
WHPRHDB BA BmS XY @O

7 10.86.0.33

[global]

# ansible_ssh_user = root

# ansible_ssh_pass = J00XXXX

# ansible_ssh_private_key_file=

[manager-master ]

1p=10. 86.0. 33
nsible_ssh_user=root
nsible_ssh_pass = 123456

[manager-slave-1]
# ip=X.X.X.X

[manager-slave-2]
# ip=X.X.X.X

business-1]

1p=10. 86. 0. 55
ansible_ssh_user=root
ansible_ssh_pass = Yealink1105]]

[business-2]
-— INSERT --

]

ssh2: AES-256-CTR 21, 31 2447, 8051

V1100

)

dnl

i

m

4. Press Esc to exit, and run the following command.

. Wg
cd /usr/local/apollo install/
./install.sh

Results
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After the installation is finished, you can see multiple nodes in the Node Management page. You can set them as the
MCU business nodes to expand the MCU.

Upgrading YMS 2.X

When a new version is available, you can upgrade your YMS. You can contact Yealink technical support engineers to
get the latest software.

Upgrading YMS 2.X via the Command
Upgrading YMS 2.X via the Web Interface

Upgrading YMS 2.X via the Command

Procedure

1. Use SecureCRT to go to the command interface of the root account via SSH.

2. Run the following command to go to the directory (/usr/local):

cd /usr/local

3. Run the following command to delete the apollo_install folder under the directory (/ust/local):

rm -rf apollo install

4. Run the following command to upload the ROM package.

rz
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5. Run the following command to unzip the ROM package:
tar xzf YMS x.x.x.x.tar.gz

6. Run the following command to go to the installation directory:
cd apollo install

7. Run the following command to unzip the installation script:
tar xzf install.tar.gz

8. Run the following command to run the deployment script:

./install.sh

Upgrading YMS 2.X via the Web Interface

About this task

B Note: For YMS version 2.0 or later, you can update them seamlessly via the web page. If you access YMS
from the external network, we do not recommend you upgrade YMS2.X via the web interface. Upgrading
YMS 2.X via the Command is recommended.

Procedure

1. Click Maintenance > Upgrade.
2. Click Update, select the installation package, and update YMS.

System Upgrade

Current version : 24.0.0.3

Uninstalling YMS 2.X

About this task

5 Note: Generally, you do not need to uninstall YMS 2.X. If you need to uninstall YMS2.X, you should
contact Yealink technical support engineers first and then uninstall YMS.

Procedure

1. Use SecureCRT to go to the command interface of the root account via SSH.

2. Run the command /usr/local/apollo_install to go to the directory.
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3. Run the command apollo-uninstall to uninstall the script.
For the cluster deployment, you need to run the uninstalling command on every node.
4. Enter the password, which you obtain from Yealink technical support engineers.

[root@localhost apollo_install]# apollo-uninstall

Please Input Password:

Are you sure you want to uninstall Apollo Ws?([y/nl): y
DO you want to kggpAth&m_sﬂc_iata?([y,"n]): n

Getting Started

* Logging into YMS

o Setting the Setup Wizard

*  System Settings

» Service Settings

* Activating a License

* Creating Accounts

* Creating Meeting Rooms

*  Managing Conferences

»  The Checklist for the Configurations and the Common Features

Logging into YMS

Procedure

1. Enter the IP address or the domain name of YMS in the address bar to go to the Login page.

If you log in via HTTPS, the page might prompt that the access is insecure, you can Importing the HTTPS
Certificate to solve this problem.

2. Click Admin Login, enter the username and the password to log in.

By default, the username is admin and the password is v12345678. If it is the first time you log into YMS, you are
required to change the password.

Yealink Yealink Meeting Server Outlook plug-in download English Join From Browser

Admin Login
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Setting the Setup Wizard

To meet the necessary call and conference need, you can configure the server according to the setup wizard.

About this task
When you log in for the first time, the setup wizard will pop up automatically.

Procedure

1.

| Setup Wizard

If you close the setup wizard, you can click Setup Wizard at the top of the page to open it again.

Primary Domain

Primary domain is used for the authentication of account registration.
Please click System Setting > Common Setting > Network Association to set up.

Change Password

For information security, please change your admin password as soon as possible.
Please click Admin Account to set up.

Time/Time Zone

Please setup the correct server time to make sure all applications operate properly. Server acquires
date and time from NTP server by default. Date and time can also be configured manually.
Please click System Setting > Common Setting > Time to set up.

SMTP Mailbox

SMTP Mailbox is used to send system emails, such as conference schedule email, account info email,
etc.
Please click System Setting > Common Setting > SMTP Mailbox to set up.

Node Network

To ensure smooth network, please setup the basic server node information.
Please click System Setting > Node Management to set up.

Registration Service

Please setup reqistrar service to make sure system accounts can be reaistered properly on intranet

For more information, please refer to the Administrator's Guide.

® AN R WD

Don’t show me these options again.

Setting the Primary Domain Name .
Editing the Login Password .
Configuring SNTP .

Configuring the SMTP Mailbox .
Setting the Node .

Setting the Registration Service .

Setting the Traversal Service .
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9. Setting the Interactive Media Service .

10. Activating a License .

System Settings

» Setting the Primary Domain Name
» Editing the Login Password

* Configuring SNTP

»  Configuring the SMTP Mailbox

»  Setting the Node

Setting the Primary Domain Name

You can configure the domain name for the authentication or the access. When you register an account on a device,
the server address you enter in is this domain name.

Procedure

1. Click System Setting > Common Setting > Network Association.
2. Enter the domain name in the Primary domain field, and save it.

The default domain name is <your server [P>.xip.io and xip.io is an open domain name. By default, the domain
name is resolved as the IP address before xip.io. For example, 10.10.10.10.xip.io is resolved as 10.10.10.10 via
DNS.

Network Association  Time Data Space  SMTP Mailbox Number Resource Allocation

* Primary domain : 10.83.1.150.xip.io

Cluster ID : 14edad73cd324aad92372d63503521a4

Editing the Login Password

For the account security, we recommend that you change your password regularly.

Procedure

1. Click the account name in the top-right corner.
2. In the Password field, click Change.
3. Change the password and save it.
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Change Password X

1. Your password has to be 8 to 20 characters long.
2. Must contain at least one character from three of

O sl the folllowing categories: digits. letters, special
characters ('@#%%"8*).

* New password : ‘ ——

— —— — Password strength : Strong

* Confirm password : = =sessesses

Configuring SNTP
By default, YMS uses the SNTP server to obtain accurate system time.

About this task

B Note: Make sure the system time is correct. Otherwise, the services, for example, the conference service, will
be abnormal.

Procedure

1. Click System Setting > Common Setting > Time.
2. Configure the parameters.

Network Association Time Data Space ~ SMTP Mailbox Number Resource Allocation

Current server time : 2019-09-17 09:06:10 UTC+08:00

Time access : © SNTP Date & time configuration

Server domain :

pool.ntp.org
<+ Add
i18n.ntp.services.75859
Timezone : (UTC+08:00) Beijing. Chongqing, Hong Kong, Urumai

Auto adjust conference DST : Close
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Table 8: Time parameter

Parameter Description

Time access Select the desired method to obtain the system
time.
« SNTP

* Date & time configuration

Default: SNTP.

Server domain If you select SNTP, configure the SNTP server.

Note: the first server address is the primary server
by default, and its default value is pool.ntp.org.

Date & time If you select Date & time configuration,
configure the time and date manually.

Auto adjust conference DST Configure the type of DST.

* Enabled—YMS uses the corresponding DST
automatically according to the time zone
you set. When users schedule conferences in
countries using the DST, the DST is enabled
by default.

¢ Close—DST is disabled.
Default: disabled.

3. Save the configuration and the system reboots.

Configuring the SMTP Mailbox

You can use the SMTP mailbox to inform users about the related information, for example, the account information.

Procedure

1. Click System Setting > Common Setting > SMTP Mailbox.

2. Configure the parameters.
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Network Association Time Data Space SMTP Mailbox Number Resource Allocation

SMTP server : smtp.yealinkops.com

Mailbox : yms@yealinkops.com
Username : yms@yealinkops.com
Password : | wessesee

Port : 465 (Only1~65535)

This server requires a secure connection

SSL

Test Mailbox Setting Cancel Reset

3. Click Test Mailbox Setting to test whether the configuration is correct.

If the mailbox connection is successful, the prompt “Operation Successful” is popped up.

Test Mailbox Setting .

Test mailbox :

test@yealink.com

Cancel

4. Save the configuration.

Related information
Failing to Connect to SMTP

Setting the Node

For YMS 2.X, you need to set the node first and then configure the service. In different network environments, the
node configuration varies. Before you configure the node, check the network environment first. In this part, we
introduce six configuration methods about the common network environment.

For the stand-alone YMS, you need to configure one node. However, for the cluster YMS, you need to configure
several nodes. In this part, we take the stand-alone configuration as an example.

Go to the page of Node Management:



1.
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Click System Setting > Node Management.

For the cluster version, you can see the information of several nodes.

2. . S| : : .
Click L on the right of the desired node to edit the node.

= Note: Note that you cannot disable the node casually. Otherwise, you can only control the server by
connecting a display to the server rather than controlling the server via the web interface.

For NAT deployment, you need to configure the address port mapping first.

Go to the page of Address Port Mapping:

1.
2.

Click System Setting > Address Port Mapping.
Add an address port mapping.

Internal Deployment with One-IP NIC

External Deployment with One-IP NIC

External Deployment with One-IP NIC (with NAT)

Internal and External Deployment with Dual-IP NIC (with NAT)
Internal and External Deployment with Dual NIC

Internal and External Deployment with Dual NIC (with NAT)

Internal Deployment with One-IP NIC

If you register YMS accounts, place point-to-point calls or join video conferences only in the internal network, you
can deploy YMS by this method. You only need to configure the internal NIC on YMS to finish the deployment.

Internal address:
10.82.24.254

3T P

Router
W ~33- Internal address:
Yealink Meeting Server Switch - @w 10.82.24.30
temal Sg:it;.ess (AN Internal address:
10.82.24.202 -\ 10.82.24.31

Internal address:
10.82.24.32

Go to the page of Node Management, and check the following configuration:

Network



Edit Node

Enabled :

*Node name :

ao

[ Default(10.82.24.202)

The node name should be identifiable.

ens192

Single NIC

Single IP address

*  Gateway
Enabled :
* Node name :
ens192
« DNS
Enabled :

* Node name :

ens192

* Routing Rules

Save Cancel

Network and Routing Configuration

Enabled  Network status : Connected

Selected 0
Name IPv4 Address Subnet Mask
10.82.24.202 10.82.24.202 255.255.255.0

ao

Default(10.82.24.202)

B

Public IP

S Cancel

=+ Add

Enabled Operation

Network and Routing Configuration

Enabled Network status : Connected

| Network DNS Routing Rules

*IPv4 default 10.82.24.254
gateway :

*IPv4 gateway 0

priority :

Save

aD

Default(10.82.24.202)

Save ‘ Cancel ‘

The higher the value, the lower the priority.

Network and Routing Configuration

Enabled Network status : Connected

| Network Gateway .:i. Routing Rules ‘

Preferred DNS : 10.100.1.10

Alternate DNS : 192.168.1.22
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Enabled
+Node name : Default(10.82.24.202)
Network and Routing Configuration
eréisn Enabled  Network status : Connected
This routing rule is generated automatically and you cannot edit or delete it.
Destination network address ~ Gateway Source IP Priority Enabled Operation
10.82.24.0/24 — 10.82.24.202 0 fone) 2
169.254.0.0/16 = Default 1002 aD ]
default 10.82.24.254 Default 0 [one) o
The default routing rule One-IP NIC, and you can set it as the default one

External Deployment with One-IP NIC

If you register YMS accounts, place point-to-point calls or join video conferences only in the external network, you
can deploy YMS by this method. You only need to configure the external NIC on YMS to finish the deployment.

%QW—— 3333 [

The Internet

Yealink Meeting Server

Public address (WAN
port):
183.251.103.229

External users

Go to the page of Node Management, and check the following configuration:
* Network

Enabled :

* Node name : Default(183.251.103.229)

The node name should be identifiable

m Cancel

Network and Routing Configuration

ens192 Enabled  Network status : Connected
Single NIC
Selected 0 + Add
Enable this
Name IPv4 Address Subnet Mask Public IP Enabled Operation
Single IP address el 183.251.103.229 255.255.255.0 [one) [

*  Gateway



Enabled :

* Node name :

ens192

DNS
Enabled :

* Node name :

ens192

Routing Rules

Enabled :

* Node name :

ens192

ao

| Default(183.251.103.229)
==
Network and Routing Configuration

Enabled Network status : Connected

Routing Rules

* [Pv4 default 10.215.103.254
gateway :

* IPv4 gateway 0

priority :

The higher the value, the lower the priority.

Save

ao

Default(183.251.103.229)

Save | Cancel ‘

Network and Routing Configuration

Enabled Network status : Connected

| Network

Gateway .:i. Routing Rules ‘

Preferred DNS :

10.100.1.10

Alternate DNS : 192.168.1.22

Default(183.251.103.229)
Network and Routing Configuration

Enabled  Network status : Connected

Routing Rules @

This routing rule is generated automatically and you cannot edit or delete it.
Destination network addr

| Network Gateway DNs

- Gateway Source IP Priority Enabled

183.251.103.0/24 e 183.251.103.229 0 m

169.254.0.0/16 — Default 1002 m
lefault 183.251.103.254 Default 0 m

The default routing rule One-IP NIC, and you can set it as the default one.

Operation
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External Deployment with One-IP NIC (with NAT)

To secure YMS and the internal network, you can deploy YMS in the internal network and map the address by static
NAT on the router and YMS. Therefore, users in the external network can access YMS.

The server has only one NIC and is only deployed with one IP, providing the external service rather than the internal

service.

Switch Router Public address :
“ 124.72.94.3
Yealink Meeting Server
Internal address: The Internet
Internal address (WAN 10.86.0.222
port): /
10.86.0.220
- £ 4

External users

Go to the page of Node Management, and check the following configuration:
* Open the external service port in Port Requirements of the Router .
* Network

Enabled :

* Node name : Default(10.86.0.220)

should be identifiable.

The node name s

Network and Routing Configuration

ens192 @ Enabled  Network status : Connected

Selected 0
Enable this
Name 1Pv4 Address Subnet Mask Public IP Enabled Operation
10.86.0.220 10.86.0.220 255.255.255.0 ao G

Single IP address

*  Gateway



Enabled :

* Node name :

ens192

DNS

Enabled :

* Node name :

ao
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\ Default(10.86.0.220)

BN

Network and Routing Configuration

Enabled Network status : Connected

*1Pv4 default | 10.86.0.254

gateway : -

*IPv4 gateway ‘ 0

priority : 5 )
The higher the value, the lower the priority.

ao

| Default(10.86.0.220)

=

Network and Routing Configuration

ens192

*  Routing Rules

Enabled :

* Node name :

ens192

Enabled Network status : Connected

‘ Network ‘ Gateway .:!-Routing Rules &/

Preferred DNS : ‘ 10.100.1.10

Alternate DNS : ‘ 192.168.1.22

ao

Default(10.86.0.220)

Network and Routing Configuration

Enabled  Network status : Connected

This routing rule is generated automatically and you cannot edit or delete it.

Destination network addr
L o Gateway Source IP Priority Enabled
10.86.0.0/24 — 10.86.0.220 0 D
169.254.0.0/16 —— Default 1002 ON@
—— default 10.86.0.254 Default 0 ON@

The default routing rule One-IP NIC, and you can set it as the default one.

<+ Add

Operation
=
®

=
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Go to the page of Address Port Mapping, and check the following configuration:
* Address Port Mapping

Map the node 10.86.0.220 to the public network 124.72.94.3. Configure the port according to the business
demand. The address port mapping should be the same as the mapping on the router.

Add Configuration

* Enable : @

*Name : NAT deployment 1

* Public IP : 124.72.94.3

* Public Port : S00 65499
* Internal IP : 10.86.0.220

* Internal Port : 500 65499

Internal and External Deployment with Dual-IP NIC (with NAT)

To secure YMS and the internal network, you can deploy YMS in the internal network and map the address by static
NAT on the router and YMS. Therefore, users in the external network can access YMS.

Switch Router Public address :
E— S Py
Yealink Meeting Server — The Internat /
Internal address (WAN 10.86.0.222 %
port): /
10.86.0.220
10.86.0.221

Y& 4 8

External users

Go to the page of Node Management, and check the following configuration:

* Open the external service port in Port Requirements of the Router .



Network

Gateway

DNS

Enabled : [on @)

* Node name : Default(10.86.0.220/221)

The node name should be identifiable.

Save Cancel

Network and Routing Configuration

Enabled  Network status : Connected

ens192
s coovay | ons[reuing s
Selected 0
] Name IPv4 Address Subnet Mask
10.86.0.220 10.86.0.220 255.255.255.0
O 10.86.0.221 10.86.0.221 255.255.255.0
Dual IP address
We recommend that you use the same network segment
Enabled : @
* Node name : Default(10.86.0.220/221)

Save | Cancel ‘

For the externally-facing
node; enable this
Public IP

ao

Enabled

aD
ao

Network and Routing Configuration

Enabled Network status : Connected

ens192
‘ Network DNS Routing Rules
* IPv4 default 10.86.0.254
gateway :
* IPv4 gateway | o
priority : ) o
The higher the value, the lower the priority.
Enabled : @

Default(10.86.0.220/221)

Save ‘ Cancel |

* Node name :

Network and Routing Configuration

ens192 Enabled Network status : Connected

‘ Network

Preferred DNS : 10.100.1.10

192.168.1.22

Alternate DNS :

Gateway .:i. Routing Rules
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Operation
E

@



¢ Routing Rules

Enabled :

* Node name :

ens192

The routing rule for
the internal network

The default routing rule

ao

Default(10.86.0.220/221)
o
Network and Routing Configuration

Enabled  Network status : Connected

Network Gateway DNS Routing Rules @

This routing rule is generated automatically and you cannot edit or delete it.
Destination network addr o :
s Gateway Source IP Priority Enabled Operation
169.254.0.0/16 - Default 1002 a @
10.86.0.0/24 - 10.86.0.221 0 aD &
192.168.0.0/16 10.86.0.254 10.86.0.221 0 an =

Specify those NICs to provide services of internal network.

172.16.0.0112 10.86.0.254 10.86.0.221 0 [one) 14
10.0.0.0/8 10.86.0.254 10.86.0.221 0 ao =
default 10.86.0.254 10.86.0.220 0 a &

Specify this NIC to provide services of external network.

Go to the page of Address Port Mapping, and check the following configuration:

¢ Address Port Mapping
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Map the node 10.86.0.220 to the public network 124.72.94.3. Configure the port according to the business
demand. The address port mapping should be the same as the mapping on the router.

Add Configuration

* Enable : @

* Name : NAT deployment 1

* Public IP : 124.72.94.3

* Public Port : 500 65499

* Internal IP : 10.86.0.220 Enable the externally-facing node
500 65499

* Internal Port :

Save Cancel
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Internal and External Deployment with Dual NIC

If you register YMS accounts, place point-to-point calls or join video conferences in both the internal network and the
external network, you can deploy YMS by this method. You need to configure the external and the internal NICs on
YMS.

IS

The Internet

A
/© E_ External users
7

=

Public address (WAN port): 183.251.103.229

“ Yealink Meeting Server

Internal address (LAN port): 10.86.0.201 /h. ~5
~—""d i
"Q’ Internal address : 10.86.0.30

R v |

—

Internal address : 10.86.0.31

-é Internal address : 10.86.0.32

Internal users

Switch

Go to the page of Node Management, and check the following configuration:

* Network

Configuration of the internal NIC

Enabled :

* Node name : | buainig

The node name should be identifiable

m Cancel

Network and Routing Configuration

ens192 Enabled Network status : Connected
ens195
Dual NIC Selected 0 + Add
Name IPv4 Address Subnet Mask Public IP Enabled Operation
10.86.0.201 10.86.0.201 255.255.255.0 [Ed}

Configuration of the external NIC

Enabled :

* Node name : Dual-NIC

The node name should be identifiable.

Save Cancel
Network and Routing Configuration
ens192 Enabled  Network status : Connected
Goowsy | ons [ Routing s
ens195
Selected 0 For the externally-facing + Add

Dual NIC node, enable this

Name IPv4 Address Subnet Mask Public IP Enabled Operation

183.251.103.229 183.251.103.229 255.255.255.0 aD E

*  Gateway



DNS
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Configuration of the internal NIC

Enabled : @

* Node name : Dual-NIC
=
Network and Routing Configuration

ens192 Enabled  Network status : Connected

Network DNS Routing Rules

Sk * Py default 10.86.0.254
gateway : .
* IPv4 gateway 3 Set a higher value than the one in the external NIC
priority :

The higher the value, the lower the priority.

Save

Configuration of the external NIC

Enabled : @

* Node name : Dual-NIC

BN

Network and Routing Configuration

ens192 Enabled  Network status : Connected

Dual NIC *1Pv4 default 183.251.103.254
gateway :
*1Pv4 gateway 0 Setitas 0 to make it have higher priority than the internal NIC
priority :

The higher the value, the lower the priority.

Save



Configuration of the internal NIC

Enabled : m

* Node name : Dual-NIC

- I

Network and Routing Configuration

ens192 Enabled Network status : Connected

ige ‘ Network
ens

Gateway .:I- Routing Rules

Dual NIC

Preferred DNS :

Alternate DNS :

Configuration of the external NIC

Enabled : m

* Node name : Dual-NIC

10.100.1.10

192.168.1.22

Save ‘ Cancel ‘

Network and Routing Configuration

ens192 Enabled  Network status : Connected
ens195 ‘ Network Gateway DNS
Dual NIC

Alternate DNS :

Routing Rules

Preferred DNS :

192.168.0.1
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Configuration of the internal NIC

Enabled : 0
* Node name : Dual-NIC
Network and Routing Configuration
ens192 Enabled  Network status : Connected
ens195
Dual NIC This routing rule is generated automatically and you cannot edit or delete it.
Destination network addr .
o Gateway Source IP Priority Enabled Operation
169.254.0.0/16 —— Default 1002 aD G
10.86.0.0/24 —— 10.86.0.201 0 a &
192.168.0.0/16 10.86.0.254 10.86.0.201 0 amn &
The routing rule for Specify those NICs to provide services of internal network.
the internal network 172.16.0.012 10i86.0:254 10.86.0.201 0 [ove] 14
10.0.0.0/8 10.86.0.254 10.86.0.201 0 [one) &
r— default 10.86.0.254 Default 0 2]
The default routing rule Disable it or delete this rule.

Configuration of the external NIC

Enabled :
*Node name : Dual-NIC
Network and Routing Configuration
ensl92 Enabled  Network status : Connected
ensl195
Dual NIC This routing rule is generated automatically and you cannot edit or delete it
Destination network addr . .
- Gateway Source IP Priority Enabled Operation
183.251.103.0/24 = 183.251.103.229 0 ao |4}
169.254.0.0/16 — Default 1002 [one) &
efault 183.251.103.254 Default 0 [one) &
The default routing rule One IP address and you can set it as the default one

Internal and External Deployment with Dual NIC (with NAT)

To secure YMS and the internal network, you can deploy YMS in the internal network and map the address by static
NAT on the router and YMS. Therefore, users in the external network can access YMS. You need to configure the
external and the internal NICs on YMS.

Public address:
218.107.197.142

Internal address (WAN port): Switch X\
(AN o) Internal address : ~N
10.81.62.15
C The Internet
Yealink Meeting Server \‘}W Internal address:
=&F> 10822430 \X
Internal address (LAN port): Ny
1082.24.149 @ Internal address : C
E 10822431 \‘}?
- -
Switch
Internal address :
10.82.24.32 @

External users
Internal users



Go to the page of Node Management, and check the following configuration:

¢ Open the external service port in Port Requirements of the Router .

¢ Network

*  Gateway

Configuration of the internal NIC

Enabled : @

* Node name : [ Dual-NIg

The node name should be identifiable.

Save Cancel

Network and Routing Configuration

ens192 Enabled  Network status : Connected
camwny | o5 [rouing s
ens195
Dual NIC Selected 0
Name IPv4 Address Subnet Mask
10.82.24.149 10.82.24.149 255.255.255.0

Configuration of the external NIC
Enabled : a

* Node name : Dual-NIC

The node name should be identifiable.

Network and Routing Configuration

ens192 Enabled  Network status : Connected
ens195
Selected 0
Dual NIC
Name IPv4 Address Subnet Mask
10.81.62.14 10.81.62.14 255.255.255.0

Configuration of the internal NIC

Enabled : m

* Node name : Dual-NIC

Save Cancel

Public IP Enabled

ao

For the externally-facing
node, enable this

Public IP Enabled

a @

Network and Routing Configuration

ens192 Enabled  Network status : Connected

ahel% Network DNS Routing Rules

CEIBIE * IPv4 default 10.82.24.254
gateway :
*IPv4 gateway 3 Set a higher value than the one in the external NIC
priority :

The higher the value, the lower the priority.

=+ Add

Operation

=

+ Add

Operation

E
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Configuration of the external NIC

Enabled : @

* Node name : Dual-NIC

BN

Network and Routing Configuration

ens192 Enabled Network status : Connected
I o ‘ Network DNS Routing Rules
S ne *1PvA default 10.81.62.254
gateway :
* IPv4 gateway 0 Setitas 0 to make it have higher priority than the internal NIC
priority :

The higher the value, the lower the priority.

Save

Configuration of the internal NIC

Enabled : @

* Node name : Dual-NIC
=
Network and Routing Configuration

ens192 Enabled Network status : Connected

ige ‘ Network Gateway -:H. Routing Rules
ens

Dual NIC

Preferred DNS : 10.100.1.10

Alternate DNS : 192.168.1.22



Configuration of the external NIC

Enabled : m

* Node name : Dual-NIC

Save ‘ Cancel ‘

Network and Routing Configuration

ens192 Enabled  Network status : Connected
DualiNIC Preferred DNS : 192.168.0.1

Alternate DNS :

* Routing Rules

Configuration of the internal NIC

Enabled : [on @)

* Node name : Dual-NIC

Network and Routing Configuration
) Enabled  Network status : Connected
ens195
BualNIG; This routing rule is generated automatically and you cannot edit or delete it.
Destination network addr L -
. Gateway Source IP Priority Enabled Operation
169.254.0.0/16 —_ Default 1002 &
10.86.0.0/24 —— 10.82.24.149 0 aD &
192.168.0.0/16 10.86.0.254 10.82.24.149 0 an &
The routing rule for Specify those NICs to provide services of internal network.
the internal network | ()  172.16.0.0/12 10.86.0.254 10.82.24.149 0 14
10.0.0.0/8 10.86.0.254 10.82.24.149 0 aD Ei
default 10.86.0.254 Default 0 &

Disable it or delete this rule.

Configuration of the external NIC

Enabled : m

* Node name : Dual-NIC

Save ‘ Cancel ‘

Network and Routing Configuration

ensl192 Enabled  Network status : Connected

| Network ‘ Gateway DNS Routing Rules @
Iensl%

This routing rule is generated automatically and you cannot edit or delete it.

Dual NIC
Destination network addr
| = Gateway Source IP Priority Enabled
10.81.62.0/24 —— 10.81.62.14 0
169.254.0.0/16 —— Default 1002
efault 10.81.62.254 Default 0 aD
The default routing rule One IP address and you can set it as the default one.

Go to the page of Address Port Mapping, and check the following configuration:

=+ Add

Operation
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* Address Port Mapping

Map the node 10.81.62.14 to the public network 218.107.197.142. Configure the port according to the business
demand. The address port mapping should be the same as the mapping on the router.

Add Configuration

* Enable : @

* Name : NAT deployment 3

*Public IP : 218.107.197.142

* Public Port : 500 65499
*Internal IP : 10.81.62.14 Enable the externally-facing node
*Internal Port : 500 65499

Service Settings

o Setting the Registration Service
o Setting the Traversal Service
o Setting the Interactive Media Service

Setting the Registration Service

You need to configure the registration service for the user in the internal and the external network to register YMS
accounts. When you are registering an endpoint with an account, the address of the proxy server directs to the address
of this node.

About this task
If you want to connect YMS and the LDAP server to synchronize the accounts on YMS with the accounts on LDAP,
you need to configure the LDAP first (Configuring the LDAP).

= Note: If the node NIC is configured with the internal and the external network IP, you need to configure the
registration service for the internal and the external network respectively.

Procedure

1. Click Service > SIP Service > Registration Service.

2. Add a registration service.



3. Set the parameters.

Add

Enabled : @

* Name : ‘ Registratior|

* Node : Default(10.83.1.152)

Service address
*Network

10.83.1.152 (Enabled)

+ Add

4. Optional: Configure the security policy.
For adding a security group, seeddding a Security Group

Enable security policy m
Mode : © Whitelist Blacklist
Security Group

Please select the security group

test

=+ Add Security Group

5. Save the configuration.

Setting the Traversal Service

*TLS Port

5061 X
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If you want to make P2P calls, join conferences or do other call related operations, you should enable the traversal

service first.

About this task

» Ifyou use the cluster version and all nodes are deployed in the internal network, you must add the traversal service

on the master node.

» Ifyou use the cluster version and you want to allow the user in the internal and the external network to register
accounts and join conferences, you must add the traversal service on the business node which is mapped to the
internal and the external network. Adding the traversal service on the node only mapped to the internal network is

not allowed. Otherwise, the traversal service might be abnormal.

Procedure

1. Click Service > Traversal Service.
2. Add a traversal service.

3. Configure the parameter and save it.
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* Enabled : @

* Name : traversal service

* Node : Default(10.83.1.150)

* Listener(UDP & TCP) : 3478

* Spare listener(UDP & TCP) : 3479

* Relay port range : 40000 49999

Setting the Interactive Media Service

If you want to join the conferences or do other conference related operations, you should enable the interactive media
service first.

Procedure

1. Click Service > MCU Service > Interactive Media Service.
2. Add an interactive media service.

3. Set the parameter and save it.

* Enabled : @

¥ Name : Interactive Media Service

* Node : Default(10.83.1.152)

* External media port : 50000 54999
* All lacal networks : 10.83.1.152

Activating a License

You can activate the license to make sure that the video conference service works normally.
Follow the steps to activate the license: 1. Import the device certificate. 2. Activate the license online or offline.

» Importing the Device Certificate to the Server
* Activating a License Online

* Activating a License Offline

» Disassociating the License

Importing the Device Certificate to the Server
You need to import a device certificate which is uniquely associated with the server to generate a device ID.

Before you begin
You provide the enterprise name, the distributor and the country for Yealink. Yealink will generate a device certificate
according to the information you provide.
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Procedure
1. Click System Setting > License.
2. Click Select File and select the device certificate.

Note: One device certificate for one YMS, that is, if you have imported the device certificate to one
YMS, you cannot import this certificate to another YMS.

3. Click OK.

I;:V.

Results
If the association between the device ID and the server succeeds, the page will display as below:

License @ Unbind License [l O Refresh [l + Offline Activation License

Activating a License Online
If the server can access the public network, you can activate the license online.

Before you begin

» If Importing the Device Certificate to the Server is finished, the hardware information will be sent to Yealink
License server automatically.

* You provide the device ID, the license type, the number of concurrent calls and the validity for Yealink. Yealink
will generate the authentication based on the above information.

Procedure

Click System Setting > License > Refresh.

Results
After Yealink authorizes the license, you can see the license in the list.

What to do next
If the authorization expires, you can apply for a new one from Yealink and then refresh the page.
Related information

Failing to Activate a License Online

Activating a License Offline
If the server cannot access the public network, you can activate the license offline.

About this task

» Importing the Device Certificate to the Server is finished.
* You provide the device ID, the license type, the number of concurrent calls and the validity for Yealink. Yealink
will generate the authentication based on the above information.

Procedure

1. Click System Setting > License > Offline Activation License.

2. Click Export, and send the exported REQ file to Yealink. Yealink will generate the authentication after importing
the REQ file. Yealink will generate the LIC authentication file and send it to you.

3. Click the area with the dotted box to upload the authorization file obtained from Yealink.
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Offline Activation License

Send the exported license application document to your supplier

H

Drag the file here, or click to upload

Only .lic format file up to 1MB is available.

=] Note: The authentication file is unique, that is, different YMSs correspond to different authentication
files. You cannot activate your server by importing the authentication files of other YMSs.

Results
The license is displayed in the list.

What to do next
If the authorization expires, you can apply for a new one from Yealink and import the new one.
Related information

Failing to Activate a License Offline

Disassociating the License
If you accidentally import the wrong device license, you can disassociate the license from the server.

Procedure

1. Click System Setting > License > Unbind License.
2. Click OK.

Results

If you disassociate the license from the server, the License page will return to the state of importing the device
certificate. If you re-import the device certificate you apply for before, the related licenses will be imported too. If the
device certificate is lost, you can see Activating a License to activate it again.

Creating Accounts

The accounts can be divided into user accounts, room system accounts, other accounts, and LDAP accounts. This part
mainly introduces how to create user accounts. For more information, refer to Managing Accounts .

Procedure

1. Click Account > User Account.

2. Add an account or import a batch of accounts.

¢ Add an account



Basic Settings Advanced Option
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Account info : © Manual Obtain from AD server
* Name : test
* Account : 8956
Password :
— e = Password strength : Strong
A random password will be generated if not filled

Group : 15024 x

Mailbox :

The mailbox is used to receive messages from system

Authority : A: All contacts are visible

Enable schedule
Enable Schedule Virtual Meeting Room (Cannot be

opened at the same time with Schedule)

Enable Meet Now

* Import a batch of accounts

Import

| Instructions : please download templates and import data as required. b Download Template

Drag the file here, or click to upload

=3

3. Save the configuration.
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Creating Meeting Rooms

The meeting rooms include entity meeting rooms and virtual meeting rooms (VMR). This part mainly introduces how
to create meeting rooms. For more information, refer to Managing Meeting Rooms .

About this task

Meeting room

Entity meeting Virtual meeting
room room
General Video meeting Discussion o

[ Operated by the administrator
Operated by the user

Procedure

1. Click Meeting Room > Entity Meeting Room/Virtual Meeting Room.
2. Add an entity meeting room or a VMR.

* Adding Entity Meeting Rooms

Add Meeting Room

“Type: @ Common Video

*Name : meeting room

* Group : AAA

* Adding a VMR
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Add Meeting Room

Basic Settings Advanced Option

Common Setting

* Name : VMR
* Alias : alalaa
* Mode : © Discussion Training
* Conference ID : 59462

Require Password  (Password is suggested for
conference sercurity)

* Password : 865341
*Group: | 15024
* Organizer : [::1050(1050}::'
Moderator : ‘ + Add ‘
Favorites : ‘ + Add ‘

3. Save the configuration.
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You can control and monitor the conferences. For more information, refer to Managing Conferences .

About this task

Procedure

Manage

conferences

Control
conferences

The conference can be controlled by both the user
and the administrator. We mainly introduce it in the

user guide.

Click Conference > Conference Control.

Conference Control

[UEETRERN Scheduled (1) | VMR (71)

Subject = Type Mode

Monitor

conferences

Adjustthe [§ ,Setect

l the audio
MOUE device

%2 Monitor the conference

Duration Opergtion
68:32:29 E &

Conference ID Password Organizer Start Time

Mary’s conference VMR Discussion 88888 —— Admin 2019/10/18 20:32

Total 1 | 10/page <

Display the
Conference
Monitoring
Page eitherina
Full Screen or
not

Control the conference

> Goto| 1 Pages

The Checklist for the Configurations and the Common Features

You can check the configuration according to this checklist.

Table 9: Checklist for the configurations

No.

Item

Step

Result

Activate a license

Apply for it from Yealink technical
support engineers.

Account

Create accounts or import a batch of
accounts

Meeting room

Create entity meeting rooms and VMRs

Set the registration service

Add a registration service

Set the traversal service

Add a traversal service
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No. Item Step Result
6 Set the interactive media | Add an interactive media service
service

7 Registration Use the SIP account to register in

8 P2P call Make P2P calls between SIP accounts

9 Join conferences Call the VMR ID to join the conference

10 Initiate Meet Now conferences

11 Join the conference via a browser
(WebRTC)

12 Go to the user interface Schedule entity meeting rooms

13 Schedule video conferences

14 Control the conferences Invite participants to join the conference
via the Conference Control page

15 Share the content

System Setting

* Basic Operations
o Setting the Web Service Address
» Setting the Log Service Address

o Setting the Time Zone

» Importing the Trusted CA Certificate
» Importing the HTTPS Certificate

» Importing the TLS Certificate

»  Configuring the Port

» Setting the Data Space

* Allocating the Number Resource

» Setting the IP Property

o Setting the Intelligent Security Strategy

* Adding a Security Group

* Deleting the Abnormal IP

*  Applying for the Accesskey

*  Adding the User-Agent Blacklist

* Adding the User-Agent Compatible List
» Configuring the Email Template

o Setting SIP Trunk IVR

o Setting the Audio IVR

o Setting IVR language

Basic Operations

This chapter provides basic operations for the enterprise administrator to use YMS.



» Introduction of the Home Page

*  Changing the Display Language for the Website
» FEditing the Registered Email

o Setting the Session Timeout

» Enabling Forced Https Authentication

*  Adding a Sub Admin Account

*  Customizing the Theme

o Setting the Password Policy

» Logging out of YMS

Introduction of the Home Page
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The layout of the Home page is helpful for you to familiarize yourself with various operation interfaces and system
notifications. YMS supports the management with different privileges. The system administrator account has the
highest operation privilege on YMS. Accounts with different privileges will see different Home pages. Here is the

Home page viewed by the system administrator account.

Yealink Yealink Meeting Server | v¢ MEN) NETWORK TECHNOLOGY CO, LTD.

B System time : 2019-05-29 13:45:59 UTC+08:00 ® Running time : 114:34:57

]|

Overview License m
L Port capacity : 100
Online Users Ongoing Conferences
0%
System Information  Default(10.83.1.150) m
cpu CPU  intelR) Xeon(R) CPU E5-2620 v4 @ 2.10GHz
Memory
Network
Table 10:
Numbdescription
1 Go to the Home page quickly.
2 Go to the Setup Wizard.
3 Join the conference by browser. For more information, refer to Yealink Web App User Guide.
4 The navigation bar.
5

accounts.
* Go to the corresponding module quickly.

» View the number of the online users, the ongoing conferences, and the online room system

6 * Click Check to go to the Licenses page.

* View the related port information, including the capacity, the validity, and the usage.

7 View the system information of the corresponding node.

the detail information.
* View the information about the software version.

* View the server CPU, the memory, the network, and the disk space. You can click Check to view
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Changing the Display Language for the Website

Seven languages are available on YMS.

Procedure

In the top-right corner, select the desired language from the drop-down menu of Language.

Yealink Yealink Meeting Server | 15024 Setup Wizard  English A @ admin O Bt Join From Browser

& System time : 2019-09-25 19:53:35 UTC+08:00 Running time : 09:49:44 gtk

English

Overview License © Check
pc-20d
(TR Broadcast Port | Re¢ pyccku  VOD Port LivePort | RTSP port
1 1 2 Port capacity : 111 Portugués
Online Users Ongoing Conferences Valid until : 2019,
Espariol
O Used : 1 o)
Polski 1 A)

Available : 110
Jsed
BA:E

Online Room Systems

Editing the Registered Email

You can edit the registered email. This email is used to receive emails about resetting passwords and system alarms.

About this task
The registered email is admin@yealink.com by default.

Procedure

1. Click the account name in the top-right corner.

2. In the Mailbox field, click Change, enter the new email address and save it.

Change Mailbox

*Mailbox : | admin@yealink.com

“ Caneel

Setting the Session Timeout
By default, YMS interface session will time out after 30-minute inactivity. After that, you need to log into YMS

again.
Procedure

1. Click System Setting > Customization > Web and Conference.
2. In the Session timeout ficld, click Change, enter the desired value, and save it.
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Web Portal

Backgroud image : Email header logo :

I
+

Enterprise name : 15024  Change

Platform name : Yealink Meeting Server

Display copyright :
Display Outlook plug-in download : m
Outlook plug-in download address :  https://download.yealinkops.com/outlook/yealink outlook plugin.exe Change

Session timeout : 60 mins  Change |

Enable forced Https authentication : m

Enabling Forced Https Authentication

For the security reason, you can enable this feature so HTTP requests will compulsorily become HTTPS requests. For
example, the HTTP request of the website access, WebRTC, webcast or others.
Procedure

1. Click System Setting > Customization > Web and Conference.
2. Turn on Enable forced Https authentication.

Web Portal

Backgroud image Email header logo

Enterprise name : 15024 Change

Platform name : Yealink Meeting Server ~ Change
Display copyright :
Display Outlook plug-in download : @

Outlook plug-in download address :  https://download.yealinkops.com/outlook/yealink_outlook_plugin.exe Ch:

Session timeout : 60 mins  Change

| Enable forced Https authentication : m |

Adding a Sub Admin Account

For the system security, you can add different sub admin accounts, and assign the desired module or permission to
them.

About this task
There are five types of the sub admin account: the conference manager, the conference operator, the operation
manager, the enterprise administrator, and the customization. You can add up to 100 sub admin accounts.
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The enterprise administrator can manage the user accounts and VMRs created by himself. Also, he can manage the
sub-groups, the accounts, and VMRs under the root group.

* The privilege of User Account

Yealink Yealink Meeting Server | 15024

User Account

2 Account

Organization
User Account

Search

B Meeting Room

v 15024

» suhh

tianjy

heww

gaowh

»EE

SE-Test

Basic Settings

Account :

Account info :

*Name :

* Password :

Mailbox :

* The privilege of VMR

Basic Settings

Common Setting

1502.4

English @) enterpriseadmin (O Exit Join From Browser
Selected 10
AD Account

Name Account Status ¥ Group GKREG  Device  Oper
5001 5001 Offline cyw Yes Details

5000 5000 —_ Offline cyw Yes Details

6688 Offline HJB Yes Details

test2-hky 1999 —— Offline 15024 Yes Details

test-hky 1996 Offline 1502.4 test2 Yes Details

Manual
ssssesee Reset

The mailbox is used to receive messages from system

* Name :

* Alias :

40000

cyw Contact Yealink technical support engineers to enable Alias.

* Conference ID :

40000

* QOrganizer :

Default layout :

Require Password
conference sercurity)

(Password is suggested for

| Mrx£9998(9998)
b & b §
b & b 8
onePlusN © Equal NxN

= Note: For the enterprise administrator, you need to contact Yealink technical support engineers to enable it.
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Procedure

1. Click System Setting > Sub Admin Account.
2. Add a sub admin account.

Add Sub Admin Account

* Username : conference_manager_1

Password : v12345678

Role : o Conference manager Conference operator Operation manager
Enterprise administrator Customization

Level : o Read-write Read-only

Manageable modules : Conference Account Meeting Room Statistics

m cancel

O Tip: The password of the sub admin account is v12345678 by default.

Customizing the Theme

According to the enterprise need, you can customize the following parameters, for example, the enterprise logo, the
background image of WebRTC, and the display image of the video conference.

About this task
The parameters are described as below:

Table 11: Parameters of the Logo

Parameter Effect

Portal logo B Ly ——

Tab logo

Yealink Meeting X

Not secure | 10.200.11=

M Rinns B GooaleT

= Note: A free conversion tool is available on the Internet.
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Table 12: Parameters of the Web Portal

Parameter Effect

Background T —
image

User Login

Email header
logo

Yealink

Hello,

You have been invited to join this video conference.

Subject: Mike' s video conference

Time: 2018-11-12 11:30 ~ 2018-11-12 12:00 (UTC+08:00)

Enterprise name
Yealink Yealink Meeting Server ' 7e 1

Platform name B
Yealink Yealink Meeting Server | 7est 1

DiSplay Yealink Yealink Meeting Server
copyright

User Login

Display
Outlook plug-in plug-in download English v Join With Browser
download
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Table 13: Parameters of the WebRTC Portal

Parameter

Effect

Enable WebRTC

Allow or refuse the user to join the conference via browser.

Background image
for WebRTC
home screen

Yealink

Welcome

LAUNCH APP.

Background image

Yealink

download address

of WebRTC end
page
Thanks for attending!
Extension The address for downloading Yealink content sharing plugin that you can see when you

use Google Chrome to visit Yealink Web App, and share content with the remote.

Display PC soft-
client download

Yealink

Thanks for attending!

RECONNECT

To make a better video experience,
please try VC APP.

Windows

Specify the address for downloading Yealink VC Desktop for Windows.

Mac

Specify the address for downloading Yealink VC Desktop for Mac.




Table 14: Parameters of the Video Conference
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Parameter

Effect

Audio call image

License limited image

, FBEMFENIEEEE

ed, all only

No video data image
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Parameter

Effect

Camera OFF image

BIRHKEXH
FF

Welcome screen image

Welcome to Yealink

The sole video call party
image
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Parameter Effect

Conference lobby image

BIERTFEFIRTE

L old

Waiting for the lecturer
image

Waiting image

Procedure

1. Click System Setting > Customization > Web and Conference.

2. Configure the enterprise logo, the background image of the web portal, the background image of WebRTC, and
the display image of the video conference.
If the device negotiates with the server to use the resolution of 360P, 720P, and 1080P, the ratio of length to width
of the video image is 16:9; if they negotiate to use the resolution of CIF and 4CIF, it is 4:3.
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Setting the Password Policy

You can set the maximum password age. When it is reached, the system will automatically remind users to change
their passwords.

Procedure
Click Account > Password.

Password

Max valid period : Max valid period | &0 } day(s)

Logging out of YMS

Procedure

Click Exit in the top-right corner to return to the Login page.

Yealink Yealink Meeting Server | 15024 SetupWizard  English @ admin | O Bit Join From Browser

& System time : 2019-09-18 08:56:32 UTC+08:00  ® Running time : 10:48:49

overview License =3

Setting the Web Service Address

In the cluster deployment, to make endpoints obtain the Web service address (for example, when the device accesses
contacts or downloads firmware), you can set the service URL for the internal and the external network respectively,
and then the server will send the corresponding address to the device according to the network where the device
locates.

About this task

= Note: This feature will not affect your access to YMS. If the device fails to access contacts, check the IP
address and the port number.

Procedure

1. Click System Setting > Common Setting > Network Association.

2. Add a web service address.

WEB service address :

Service network : Service URL :
Internal network hitps://10.86.0.203 X
External network https://124.72.94.30 X

== Add service address

If the domain name is resolved to both the internal network and the external network, you can select All

The address in the internal service URL is the address of the master node, and the address in the external service
URL is the mapped address of the public network.
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If you have mapped port 80/443, the URL should be added to the mapped port.

3. Save the configuration.

Setting the Log Service Address

In the cluster deployment, to make endpoints obtain the address of the log server, you can set the log URL server for
the internal and the external network respectively, and the server will send the corresponding address to the device
according to the network where the device locates.

About this task
If you do not configure the log service address, the address is the same as the Web service address.

= Note: If there is no device log being collected, check the IP address and the port number.

Procedure

1. Click System Setting > Common Setting > Network Association.

2. Add alog service address.

Log service address :

Service network : Transmission type : IP address :
Internal network UbP 10.3.3.2 X
External network UbrP 100.1.1.1 X

=+ Add service address

If the domain name is resolved to both the internal network and the external network, you can select All

The IP address of the internal network is the address of the master node, and the IP address of the external
network is the mapped address of the public network.

3. Save the configuration.

Setting the Time Zone

The time zone you set is the default time zone used by the user when they schedule conferences.

About this task

The time displayed in the YMS web interface is your local time (except for the current time of the server), for
example, the operation log, the system log, and the recording log. This time is obtained from the time zone configured
on the computer which you use to access the web interface.

Procedure

1. Click System Setting > Common Setting > Time.
2. Select the corresponding time zone.



Network Association Time Data Space SMTP Mailbox Number Resource Allocation

Current server time : 2019-09-18 09:56:40 UTC+08:00

Time access : © SNTP Date & time configuration

Server domain :

pool.ntp.org

=+ Add
NTP server :
Timezone : (UTC+08:00) Beijing, Chongging, Hong Kong, Urumagi
Auto adjust conference DST : Close

3. Save the configuration and the system reboots.
The current server time changes in real time.

Importing the Trusted CA Certificate
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When YMS sends the request of TLS connection to devices, the server needs to verify whether the device is reliable
according to the CA certificate. There are 105 built-in CA certificates in YMS. If devices require their self-signed

certificates, you need to import the custom CA certificates.

About this task

Scenario: when Configuring the SMTP Mailbox , if you select the secure connection, the role of the SMTP needs

verifying.

Procedure

1. Click System Setting > Certificate > Trusted CA Certificate > Import.
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Import Trusted CA Certificate

Name : 20190730145624_all.crt

Certificate : it; Upload
Only .crt,.cer,.pem format file up to 10MB is available

=] 20190730145624 _all.crt

2. Click Upload and select the desired file.

Importing the HTTPS Certificate

When you access YMS by HTTPS, the browser might prompt that it is insecure. To solve this problem, you can
import the certificate trusted by the browser.

Before you begin
You have obtained the device certificate issued by CA and the certificate can match the server address.

Procedure
1. Click System Setting > Certificate > HTTPS Certificate > Import.

Import HTTPS Certificate

Name : [ 20190730145624_all.pem

Certificate :
Only .pem format file up to 10MB is available

[£) 20190730145624_all.pem

2. Click Upload and select the desired file.



Importing the TLS Certificate
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When the device sends a request of TLS connection to YMS, the device will verify whether YMS is reliable

according to the TLS certificate sent by YMS.

About this task

Scenario: when Setting the SFB Gateway , you need to import the TLS certificate and then the StB server will verify

YMS.

Procedure

1. Click System Setting > Certificate > TLS Certificate > Import.

Name :

Certificate :

Import TLS Certificate

20190730145624_all.pem

ty Upload

() 20190730145624_all.pem

2. Click Upload and select the desired file.

Configuring the Port

Cancel

When the default port range fails to satisfy the actual demand, you can set the IVR port, the BEFECP/FECC port, the
stack signaling port, and the stack media port.

About this task

To avoid the port conflict, the gap between the maximum port and the minimum port should not be less than 200. For

example, you set 10000 as the minimum I'VR port, and the maximum IVR port should not be less than 10199.

Procedure

1. Click System Setting > Common Setting > Network Association.

2. Configure the port parameters.

*IVR port :
* BFCP/FECC port :
* Stack signalling port :

* Stack media port :

10000

11000

13000

13200

10999

12999

13199

13399



3. Save the configuration.

Setting the Data Space
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You can manually allocate the space quota for the Syslog, the Device log, the Backup space, the Device firmware,

and the Collaboration file.

Before you begin

The space quota should be an integer value, and the space quota of each part should not be less than its default space

quota.

Procedure

1. Click System Setting > Common Setting > Data Space.

2. Enter the desired quota in the corresponding field.

Network Association Time Data Space SMTP Mailbox Number Resource Allocation

Capacity Allocation

Syslog Total | 50 GB  Details v

Prartition : /home  (Storage space : 218.67GB available, total 440 GB )

Device log Total |5 GB

Prartition : /home  (Storage space : 218.67GB available, total 440 GB )

Backup space Total |5 GB

Prartition : / (Storage space : 7.07GB available, total 49 GB )

Device firmware ~ Total | 5 GB

Prartition : / (Storage space : 7.07GB available, total 49 GB )

Collaboration file  Total | 20 GB

Prartition : / (Storage space : 7.07GB available, total 49 GB )

3. Save the configuration.

Allocating the Number Resource

Usage
— 36.39%
31.81GB available, total 50 GB
System will auto clear data when more than 80% disk space are used

64.3%
1.78GB available, total 5 GB

em will auto clear data when more than 80% disk space are used
0.2%

ilable, total 5 GB
will send email to inform when more than 80% disk space are used

— 37.06%
3.15GB available, total 5 GB
System will send email to inform when more than 80% disk space are used

0%
20.00GB available, total 20 GB
System will send email to inform when more than 80% disk space are used

You can customize the range of the account number or the conference ID to meet the enterprise need.

About this task

Edit the allocated number resource with caution, because it may cause the allocated number unavailable to use.

Procedure

1. Click System Setting > Common Setting > Number Resource Allocation.

2. Add a number resource.

3. Configure the parameters.



* Number type :

* Origin section :

* Rear section :
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Add

All conference

20000

89999

Description :

Table 15: Parameters of the number resource

Parameter

Description

Number type

Specify the type of the number.
The supported types are as follows:

Note: if you set All conference and Meet Now, the system will use the Meet Now
with priority. This can also be applied to Scheduled conference and VMR.

System account: it contains the user accounts and the room system accounts.
All conference: it contains the conference IDs of scheduled conferences, Meet
Now conferences and VMRs.

Meet Now
Scheduled conference
VMR

4. Save the configuration.
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Setting the IP Property

If there are multiple operators to choose for the external address, you can set the IP property, making the traversal
server, the MCU server and the registration server use the same operator. Therefore, users can have a better
conference experience.

About this task

E Note: If there is only one external address or you use the same operator for the external address, you do not
need to configure IP Property.

Procedure

1. Click System Setting > Address Port Mapping > IP Property.
2. Add an IP property.
3. Set the parameters.

“IP Address : 1.1.11
* Operator : China Telecom
Table 16:
Parameter Description
IP address Specify the IP address for the external network.
Operator Select the operator type.

Note: If it is an operator other than China Telecom, China Unicom, China
Mobile and Education Network (China Netcom), choose BGP.

4. Save the configuration.

Setting the Intelligent Security Strategy

You can configure the security strategy, for example, the strategy for identifying or blocking the attacking IP.

About this task

= Note: If you want to unblock the abnormal IP in advance, refer to Deleting the Abnormal IP .

Procedure

1. Click System Setting > Security > Intelligent Security Strategy.

2. Set the parameters.
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SIP Signalling

* Attack detection cycle : 25
* Max frequency of IP call or auth 10
failure :

* Suspected attack banned duration : 10
* Max suspected attacks frequency 3

within 24 hours :

* Long term banned duration : 7

* Max concurrent IP call per node : 30

Table 17: Intelligent Security Strategy

Parameter

Description

Attack detection cycle Specify the cycle for detecting an attack.

Default: 25 seconds.

Max frequency of IP call or auth | It instructs YMS to block any source IP address, which fails

failure several times to place calls to YMS or log into YMS during the
attack detection cycle.
Default: 10 times.
Suspected attack banned Specify the duration of blocking the suspected attack.
duration

Default: 10 minutes.

Max suspected attacks frequency | It instructs YMS to block any source IP address where the
within 24 hours suspected attacks come from, within 24 hours.

Default: 3 times.

Long term banned duration Specify the banned duration.

Default: 7 days.

Max concurrent IP call per node | Specify the maximum concurrent calls to YMS placed by one IP

from one node. When the number of concurrent IP calls exceeds
the maximum number on a single node, the IP will be blocked.

Default: 30.

3. In the Whitelist field, select the desired security group or Adding a Security Group , and devices in this group will
not be affected by the security strategy.

4. Save the configuration.
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Adding a Security Group

You can add security groups, which are applied to the whitelist and the blacklist of various services, to secure the
server.

About this task

The service includes the following:

Setting the Registration Service

Configuring the Third-Party Registration Service
Setting the IP Call Service

Communicating with the PSTN

Setting the Peer Trunk Service

Setting the SFB Gateway

Procedure

1. Click System Setting > Security > Security Group.
2. Add a security group.
3. Configure the parameters.

* Name : test
Description :
A
Content
*Type *IP Address : Description

Single IP 10.3.3.1 ) X

Section IP 172.16.01 172.16.0.20 y X

+ Add

4. Save the configuration.

Deleting the Abnormal IP

The duration of blocking the abnormal IP depends on the attack result, but you can also manually delete the abnormal
IP address.

About this task
For the reason of abnormal IP, refer to Setting the Intelligent Security Strategy .

Procedure

1. Click System Setting > Security > Abnormal IP.
2. Select the desired device and click Delete.

3. Click OK.
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Applying for the Accesskey

YMS allows third parties to call the API to integrate with their systems. Before calling the API, you need to apply for
the AccessKey for the authentication. For more information, refer to API for Yealink Meeting Server.

Procedure

1. Click System Setting > Security > Accesskey.
2. Click Apply, then AccessKey ID and AccessKey Secret will be generated automatically.

Adding the User-Agent Blacklist

If you know the User-Agent of an attack and you want to forbid devices of this type to call into YMS or to register
YMS accounts, you can add them into the blacklist.

Procedure

1. Click System Setting > Security > User-Agent Blacklist.
2. Add a blacklist.

3. Configure the parameters.

Add
Enabled : @)
* Regular expression : AT49

Description : ‘

Table 18:
Parameter Description
Enabled Enable or disable this blacklist.

Default: enabled.

Regular Expressions | Specify the Perl Compatible Regular Expressions (PCRE).

Note: For example, if you set the regular expression as ~T49, all User-Agent
of the endpoints whose model types start with T49 cannot call into YMS.

Description Add a description for this list.

4. Click OK.
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Adding the User-Agent Compatible List

To be compatible with Yealink OEM devices in the old version and to allow these devices to call into YMS or to
register YMS accounts, you can add them to the compatible list.

About this task

Note: The type of the device in the new version is distinguished by Client-Info head filed, and no
configuration is required.

]

Procedure

1. Click System Setting > Security > User-Agent Compatible List.
2. Add a compatible list.
3. Set the parameters.

Add
Enabled : @D
* Regular expression : Apolycom

Description :

Table 19:

Parameter Description

Enabled Enable or disable this compatible list.
Default: enabled.

Regular Expressions Specify the Perl Compatible Regular Expressions (PCRE).
Note: For example, if you set the PCRE as “polycom, all User-Agent
devices whose model types start with polycom can call into YMS.

Description Add a description for this list.

4. Click OK.

Configuring the Email Template

You can customize the email template for different uses. For administrators, they receive emails about the system
alarm, SMTP mailbox testing or others. For users, they receive emails about the information of conferences that they
are invited or create, the notification that the recording is finished or others.

About this task
You cannot modify the string that starts with $ in the Subject and Content. Otherwise, you might fail to send the
email.



Procedure

1. Click System Setting > Customization > Email Template.

2. Configure the parameters.

Web and Conference Email Template

Email type : © For administrator

Mailbox Settings Test

Scene Testing mailbox connected successful

Text language [k ve English

Subject Mailbox setting test

Content

Hello ,

Mailbox setting test

3. Save the configuration.

Setting SIP Trunk IVR
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You can customize SIP Trunk IVR so the user can join conferences or place P2P calls according to the voice prompt.

About this task

Dial main_ivr@server domain name to go to the SIP trunk IVR.

Procedure

1. Click System Setting > Customization > SIP Trunk IVR.

2. Configure the receptionist greetings, and do one of the following:

» Select Default Greeting. The language depends on the IVR language, refer to Setting IVR language .

Receptionist greeting
prompt configuration :

» Select Personal Greeting.

Click Upload to upload the desired file.

Configure a feature for each key.

Email Template  SIP Trunk IVR

© Default Greeting

Personal Greeting



Web and Conference  Email Template  SIP TrunkIVR  Audio IVR
Receptionist greeting Default Greeting
prompt configuration :
© Personal Greeting
1t Upload
he uploaded personal greeting must be a .wav file up tp 10MB.
Menu Options : Enable first-level extension dialing
Key Description Operation Action Data
0 conference 88288 Transfer to conference 88888
1 exit 2572 Transfer to extension 2572
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+ If you want to dial the extension directly without pressing the key, select the Enable first-level extension
dialing check box.

3. Save the configuration.

Setting the Audio IVR

You can customize the audio IVR so the user can join conferences according to the voice prompt.

About this task
Dial conference_ivr@server domain name to go to the audio IVR.

Procedure

1. Click System Setting > Customization > Audio IVR.

2. Configure the voice prompt and do one of the following:

Web and Conference Email Template  SIP Trunk IVR  Audio IVR
Conference reminder © Default Greeting
tone configuration :
Personal Greeting
The uploaded personal greeting must be a .wav file up tp 10MB.

* Select Default Greeting. The language depends on the IVR language, refer to Setting IVR language .
» Select Personal Greeting.

Click Upload to upload the desired file.

3. Save the configuration.
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Setting IVR language

You can set the voice prompt language for the IVR service.

Procedure

1. Click Call Configuration > Call Control Policy.
2. Inthe Audio IVR language field, select a language, and save it.

Audio IVR language - ‘ RO |

Join conference

beforehand : English
Pycckuin

Auto dialing : Portugués
Espariol
Polski

Managing Services

» Configuring the Redirection Service

* Broadcasting Interactive Conference

»  Yealink Recording Service

» Configuring the Media Bypass Service
»  Yealink Live Service

» Collaboration Service

* Configuring the Third-Party Registration Service
* Configuring the GK Service

*  H.323 Gateway

o Setting the IP Call

* Call Routing

Configuring the Redirection Service

If you use the cluster version, when there are multiple registration services, you only need to configure the redirection
service. When you are registering an endpoint with an account, the address of the proxy server directs to the

address of the redirection server. When the IP of the registration server is changed, you do not need to change the
configuration on the endpoint.

Before you begin
Setting the Registration Service is enabled on several nodes.

Procedure

1. Click Service > SIP Service > Redirect Service.
2. Add a redirection service.
3. Configure the parameter and save it.
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We recommend that you select the node without any enabled registration services; otherwise, the page prompts for
the port conflict.

Enabled : @
* Name : redirect
*Node : Default(10.83.1.151)

Service address

*Network TLS Port
10.83.1.151 (Enabled> 5062 X
+ Add

Broadcasting Interactive Conference

The broadcasting interactive conference can contain hundreds or thousands of participants or venues, which is
suitable for large training. It is also applicable to different administrative areas. There are interactive parties and
broadcasting parties. The broadcasting parties only receive the audio, the video and the content, which meet the
demand of some venues.

You can follow the steps below to enable the broadcasting interactive conference.
1. Configure the Broadcast Media Service
2.Setting the Interactive Media Service

3. For scheduled conferences, refer to Enabling Broadcasting Interactive for Scheduled Conferences to enable
Broadcasting Interactive in the Global Setting and users can enable it when they schedule training mode
conferences. For more information, refer to Yealink Meeting Server User Guide.

4. For VMR, refer to Enabling Broadcasting Interactive for VMR to enable Broadcasting Interactive.

» Configure the Broadcast Media Service

Enabling Broadcasting Interactive for Scheduled Conferences

Enabling Broadcasting Interactive for VMR

Configure the Broadcast Media Service

Procedure

1. Click Service > MCU Service > Broadcast Media Service.
2. Add a broadcast media service.

3. Configure the parameter and save it.
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Yealink Yealink Meeting Server | 15024 SetupWizard  English @admin O Bt Join From Browser

MCU Service

" Interactive Media iAdd
¥ Conference Service
* Enabled
L Account v Collaboration service ao
cast Media * Name Broadcasting sevice
RTMP Media Service — Default(10.83.1.150)
$18 Gateway Media
Sk * External media port 55000 55999
Media Bypass Service
* Alllocal networks : 10831150 (10831149

RTSP gateway service

Advanced Option A

* Broadcast party multiplier 4 One progess supports 23 broadcasting parties

m i)

Related tasks
Enabling Broadcasting Interactive for Scheduled Conferences

Enabling Broadcasting Interactive for Scheduled Conferences

If you disable the feature of Broadcasting Interactive, this configuration is invisible to users when they schedule
conferences.

Before you begin

* You have enabled the broadcast license, refer to Activating a License .
» Setting the Interactive Media Service and Configure the Broadcast Media Service are finished.

Procedure

1. Click Call Configuration > Call Control Policy.
2. Enable Broadcasting interactive and save it.
Yealink Yealink Meeting Server | 15024 SetupWizard  English @ admin O Bt Join From Browser

Call Control Policy

Join with APP awakened by ao
browser

Receiving ringtone receipt:

7_ External network access
ke Statistics WebRTC authentication :
B Media files mana.

Intranet access WebRTC
authentication

& call Configuration

Call Control Policy Roll callseting fon @)
Video Di
App push address hitps:/ios.push.yealinkvc.com:8443
Number Filter
Broadcasting interactive : (o~ @]
Call Routing

Related tasks
Configure the Broadcast Media Service

Enabling Broadcasting Interactive for VMR
This feature is only applicable to the training mode VMR.

Procedure
Click Meeting Room > Virtual Meeting Room and do one of the following:
+ Ifyou want to add a VMR, click Add Meeting Room.
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In the Permission setting field, enable Broadcasting interactive, and save it.

If you want to edit a VMR, click

In the Permission setting ficld, enable Broadcasting interactive, and save it.

Yealink Yealink Meeting Server | 15024 Setup Wizard  English @admin O Bt Join From Browser

Organization Content only
Search
e Enable live caption privilege : a
> EnvyiliVMR
» mertestl Roll call setting :
> Lzall
Lock the meeting automatically
» szh
Virtual Meeting Room
» Group-1
v Broadcasting interactive : ao
I statistics v yw
B Mediafil 49000 RTMP live :
50000
6666 Join by IP Call : ao
darwin
Join with browser ao
des
des2
gzt = Delete. Cancel

Yealink Recording Service

Yealink recording service can allow you to record conferences, play recorded videos on demand, and manage
recorded files. Users can record multiple concurrent conferences at the same time. You can follow the steps below to
record conferences and manage the recording files.

1. Enabling the Recording Service .

2. Customize the recording parameters, for example, Recording Template , Displaying the Recording Icon during
Recording , and Adding Watermark for Recording Files . For more information, refer to Managing the Recording
Settings .

3. Enable recording privileges for user accounts, refer to Enabling the Recording Privileges for User Accounts .

4. For scheduled conferences, when users schedule conferences, users can set the recording privilege. For more
information, refer to Yealink Meeting Server User Guide.

5. For VMR, users can see Enabling the Recording Privileges for VMRs to set the recording privilege.

6. The conference moderator goes to the Conference Control page, and start recording the conference. For more
information, refer to Yealink Meeting Server User Guide. If you enable the feature of Auto recording in step 4 or 5,
you can skip this step.

7. Manage the generated recording files, for example, Managing the Recording Files , Managing the Sharing Link ,
and Making Backups for Recording Files . For more information, refer to Managing the Recording Files .

» Enabling the Recording Service

*  Managing the Recording Settings

»  FEnabling the Recording Privileges for User Accounts
» Enabling the Recording Privileges for VMRs

*  Managing the Recording Files

» Viewing the Recording Log
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Enabling the Recording Service
If you want to use the recording service of YMS, you need to set the recording service.

Before you begin

* Activating a License is finished.
» The disk space of the home directory of the node used by this service should not be less than 50G.

Procedure

1. Click Service > Recording Service > Add.

2. Set the parameter and save it.

* Enabled : @

* Name : 152

* Node : Default(10.83.1.152)

* External media port : 64600 65099
* All local networks : 10.83.1.152

Managing the Recording Settings

YMS allows you to record the video, the audio, and the shared contents generated in a conference and to save them in
the recording server, which you can configure the recording space (see Setting the Data Space ).

*  Recording Template
» Displaying the Recording Icon during Recording
» Adding Watermark for Recording Files

Recording Template

After you successfully configure the recording server, the server will automatically generate a default recording
template. When you enable recording privileges for users, you can use the default recording template, or you can use
the custom one.

B Note: The conference organizer will use the recording template to record conferences.

* Parameters of the Recording Template

* Adding the Recording Template and Applying it to Users
o Selecting Recording Templates for Accounts

*  Managing Recording Templates

Parameters of the Recording Template
Before adding or editing the recording template, you need to familiarize yourself with the parameters of the recording
template.

Table 20: Parameters of the Recording Template

Parameter Description

Template name The name of this template.
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Parameter Description

Video resolution Set the maximum video resolution for the recording file.

Default: 720P/30FPS.

Audio and video code rate Set the maximum bandwidth for the recording file.

Default: 2 Mbps. If you set the Video resolution as 360P and the Audio
and video code rate as 4M, you can only record a video of 360P even
though the bandwidth is 4M.

Layout Configure the layout of the recording file. If no participants share
content, the video layout of the recorded video is displayed in 1+N
format with the voice-activated feature enabled. The current speaker

is displayed in the large video image and up to 1+N participants are
displayed in live thumbnails which will be switched automatically. If a
participant is sharing content, the video layout of the recorded video is
displayed in 1+4 format with the content as the large video image. Up to
1+4 participants are displayed in live thumbnails which will be switched
automatically. The maximum number of N is 20.

Default: 1+4.

Recording File If you select the video, when you finish the recording, video files and
images will be generated.

If you and select the audio, when you finish the recording, audio-only
files will be generated.

If you select both the video and the audio, when you finish the recording,
audio files, video files, and the images will be generated.

Speech-to-text If you enable this feature, when you finish the recording, a text (the
conference summary) will be generated. You can contact Yealink
technical support engineer to subscribe to this service.

Generate multiple files with If you enable this feature, when you finish the recording, video files with
different resolutions different resolutions will be generated. Users can select any video file.

If the resolution in the recording template is set to 1080P, recording files
with the resolution of 1080P and 720P are generated.

If the resolution in the recording template is set to 720P, recording files
with the resolution of 720P and 360P are generated.

Display time stamp in the video |If you enable this configuration, a timestamp with the format as xxxx-
file XX-XX XX:XX:XX, will be displayed in the top-right corner of the generated
recording files, for example, 2019-07-22 17:40:04.

File format MP4 and AVI are available.

Adding the Recording Template and Applying it to Users

Procedure

1. Click Media file management > Recording Setting.
2. Click Add Template.
3. Set the parameter and save it.



* Template name

Video resolution

Audio and video code rate

Layout

Recording file:

Speech-to-text

Generate multiple files with
different resolutions

Display time stamp in the
video file

File format:

test

T20P/30FPS

2 Mbps

1+N

& video Audio

mp4
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4. You can select users who can use this template. You can also do it later. Refer to Managing Recording Templates
or Selecting Recording Templates for Accounts .

Selecting Recording Templates for Accounts

For newly added accounts:

1. Click Account > User Account/Room System Account > Add Account/Add.
2. In the tab of Advanced Options, set the recording space, and select the recording template.

Basic Settings

Recording space :

Advanced Option

Recording template

© Unlimited

BRIEAR

For the existing accounts, do one of the following:

Click Account > User Account/Room System Account.

1.

On the right of the desired account, click
2. In the tab of Advanced Options, set the recording space, and select the recording template.

Click Media file management > Recording usage.

1.
On the right of the desired account, click o
2. Set the recording space, select the recording template, and save it.

Customization



| Managing Services | 95

Recording Setting

Recording @
permission :
Recording Space: Unlimited
© Customization 6 G
Recording BRIVEIR
template :

m Can:e'

Managing Recording Templates
You can edit the parameters of recording templates, select users for different templates, and delete templates.

Procedure
1. Click Media file management > Recording Setting.

2. Click *** on the right of the default template and do one of the following.

2107test

Modify configurations
View application object

Delete

* Click Modify configurations and edit the parameters.
* Click View application object and select the desired users.
* Click Delete to delete the template.

3. Save the configuration.

Displaying the Recording Icon during Recording
During the recording, if you want to display the recording icon and the recording duration in the MCU image, you can
enable Show recording icon.

Procedure

1. Click Media file management > Recording Setting.
2. Enable Show recording icon.
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Adding Watermark for Recording Files

If you enable Add watermark to recording file, you can see a watermark in the top-right corner of the generated
recording file.

Procedure

1. Click Media file management > Recording Setting.

2. Enable Add watermark to recording file, set the parameter, and save it.

¢ Default watermark

° Default watermark (Yealink logo+Name of recorder+Account) Customization

Preview:

e Customization

Default watermark (Yealink logo+Name of recorder+Account) o Customization

Watermark Company Watermark Top right
text: position:

Watermark

image:

Click to upload image

Preview:

Enabling the Recording Privileges for User Accounts

If you disable the recording privilege for a user, the configuration of Auto recording is invisible to him when he
schedules conferences. Besides, the user can not record the conference when he controls the conference.

* For newly added accounts:

1. Click Account > User Account/Room System Account > Add Account/Add.
2. In the tabs of Basic Settings and Advanced Option, set the recording parameters.
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Enable schedule

Enable Schedule Virtual Meeting Room (Cannot be
opened at the same time with Schedule
Enable Meet Now

Enable call authority (Only the contacts visible can be

called

Enable Recording ( The user will be allowed to record

during the meeting

Enable live caption privilege (If enabled, conferences

started by this user will support live caption

* For the existing accounts, do one of the following:
* Click Account > User Account/Room System Account.

1. .
On the right of the desired account, click [4 .

2. In the tabs of Basic Settings and Advanced Option, set the recording parameters.
* Click Media file management > Recording usage.

1.
On the right of the desired account, click 0
2. Set the parameter and save it.

Recording Setting

Recording m
permission :
Recording Space: Unlimited
© Customization 6 G

Recording SRR

template :

Enabling the Recording Privileges for VMRs

Procedure
Click Meeting Room > Virtual Meeting Room and do one of the following:
+ Ifyou want to add a VMR, click Add Meeting Room.

In the tabs of Basic Settings and Advanced Option, set the recording parameters.

If you want to edit a VMR, click [4 .
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In the tabs of Basic Settings and Advanced Option, set the recording parameters.

Join by IP Call : ao
Join with browser : @

Auto recording : @

Basic Settings Advanced Option

Video port resource reservation

* Recording Privilege: @ Moderator Moderator & Guests

Managing the Recording Files

*  Managing the Recording Files

*  Making Backups for Recording Files
*  Managing the Sharing Link

* Viewing the Usage

Managing the Recording Files

You can view, edit, and share the recording files created by any user account or room system account.

Procedure

1. Click Media file management > File Management > Recordings.

2. Click the corresponding recording file, and do one of the following:

nk Meeting Server | 15024 English @) admin () Signout | Join From Browser|
& Share URL Delete

Conference file Conference info

20000-3:4¢720(2019-09-19
J~ 14:46:25)-1.mp3

Al files ~ 20000-31£720(2019-(

p  00:00/ 15:25

File size  7.05M File owner 1300 Views 1 Download Times 0

» Play the recording file.

Click E" on the right side of Remarks and add your remark.
* Click Share URL in the top-right corner, and share the link with others or set the link authority.
* Click Delete in the top-right corner, and delete the recording according to the prompts.

Click Conference file, and click 1 on the right side of the desired file to download it.

Note: The type of the recording file depends on the parameter you set for the recording template used
by the user.

L=

* Click Conference info, and view the conference subject, ID, the start time, the location, and the participants.

Related tasks
Managing the Sharing Link



Disabling the Sharing Link

Making Backups for Recording Files

Before you begin
The FTP server is available.

Procedure

1. Click Media file management > FTP Backup.

2. Add the FTP server.
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If you do not configure the path or leave it blank, the recording files will be stored in the root directory of the FTP

SCrver.

*FTP server
name:

*1P -

* port :
Username :
Password :

Path:

3.
Click O .

FTP Backup

Selected 0

FTP server name <

Backup-1

Select all pages

Add FTP server

Backup-1

10.82.24.132

21

test

Backup
Select backup time | B 2019-08-21 2019-08-21

range:

Delete local files when backing up

m Gancel

Operation

.IZ]E

< 1 Goto| 1 Pages



Managing the Sharing Link

Procedure

1. Click Media file management > File Management > URL Share MGMT.

2. Do one of the following:

Recordings  Collaboration file ~ URL Share MGMT

Selected 0
File Name file type
20000-13£720(2019-09-...  Recordings
40000(2019-09-11 11:03: Recordings
720p30(2019-09-26 09:1.. Recordings
20000-11£720(2019-09 Recordings
Click [T to share the link.
L]
Click to edit the link parameter.
L]
Click to cancel the sharing.
Related tasks

Managing the Recording Files

Viewing the Usage

Sharing time

2019/09/30 18:50

2019/09/30 10:35

2019/09/26 09:19

2019/09/20 15:18

Require password

File owner

1300

M£9998

1300

1300
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Operation

6 = &]

You can view the usage of the recording space of user accounts or room system accounts, and the number of the

recording files and the shared links.

Procedure

Click Media file management > Recording usage.

Recording Usage

Organization Selected 0

Search
Usename

1502.4
mary

monica
3502
3503
3504
3501

3505

Viewing the Recording Log

Account

2222

3502

3503

3504

3501

3505

Capacity used (MB)

0

401

Capacity available (MB)

Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited

Unlimited

Number of recor

dings

0

3

0

shared recording
s Operation

0

1

You can view the recording file name, the file size, the time the file is generated and the file owner via the recording

log.

Procedure

Click Maintenance > Operation Log > Recording log.



Operation Log System Log Recording log

20190801 - 2019-00-30

Recording File Name
20000-318720
20000-318720
20000332720

20000332720

Configuring the Media Bypass Service

File size (MB)
0.77
0.72
0.71

0.07

Create time

2019/09/30 19:09

2019/09/30 19:09

2019/09/30 19:08

2019/09/30 19:07
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hiExport Log IR
File owner
1300
1300
1300

1300

(7] Tip: You can also click Export Log in the top right corner to download the log to your computer.

If you enable this feature, it can not only reduce the usage of ports but also improve the media experience and allow
more concurrency since the media does not require the secondary encoding and decoding. If you want to know the
port consumption in different situations, see Resource Consumption .

Before you begin

If you want to use this service, you also need to enable the media Bypass feature for the corresponding services.

Configuring the Third-Party Registration Service

Setting the IP Call Service

Setting the Peer Trunk Service
Configuring the REG Trunk Service
H#unique 208

Procedure

1. Click Service > MCU Service > Media Bypass Service.

2. Add a media bypass service.

3. Set the parameter and save it.

The default number of ports is 500. The media bypass service should provide 18 ports for each call. If your
environment can support 150 calls, the media bypass service should provide 2700 ports (150*18=2700).

* Enabled : @

*Name : 151

*Node : Defauit(10.83.1.151)
* External media port : 58000

* All local networks : 10.83.1.151

Yealink Live Service

60499

Some activities, for example, lectures or training, have large audiences but limited interaction between the lecturers
and the audience. Moreover, the cost is high, and it takes many video port resources if held by the general video
conferences. In this situation, the audience who do not need to join the activity can choose to watch the webcast.
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Yealink Live service provides the webcast service and ports, which allows the user to watch the webcast of the
conference. You can following the steps below:

1. Enabling Live Service

2.Configuring YMS System RTMP Live

3. For scheduled conferences, when users schedule conferences, enable RTMP live. For more information, refer to
Yealink Meeting Server User Guide.

4. For VMR, refer to Setting the RTMP Live for VMRs , enable RTMP live.

5. The conference moderator goes to the Conference Control page, and starts the webcast. For more information, refer
to Yealink Meeting Server User Guide.

If you want to use the RTMP Live service, make sure that the network is available and check the following:

The server can access the external network.
If your company restricts the Internet access, make sure that the server has the video privilege.

Enabling Live Service
Configuring YMS System RTMP Live
Setting the RTMP Live for VMRs

Enabling Live Service

Procedure

1. Click Service > Live Service > Add.

2. Configure the parameters.

Add live service

* Enabled : @

* Name : inter-live

* Node : Default(10.83.1.150)

* External media port : 60900 60999
* All local networks : 10.83.1.150
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Configuring YMS System RTMP Live

Before you begin

* Activating a License .
* Enabling Live Service .

Procedure

1. Click Call Configuration > Call Control Policy.
2. Enable System RTMP live.

System RTMP live: m

Organizer Logo :

\J

Use default

Reset Cancel

Setting the RTMP Live for VMRs

Procedure

Click Meeting Room > Virtual Meeting Room and do one of the following:

RTMP live - (oN @]
Definition : HD(720P)
Layout : 1+N
Details :

» Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting field, set the parameters.

—
If you want to edit a VMR, click [4 .

In the Permission setting ficld, set the parameters.

Table 21: RTMP live parameters

Parameter Description

RTMP Live Enable or disable the RTMP live. If it is enabled, the users can watch the
webcast of the conference.

Default: disabled.




| Managing Services | 104

Parameter Description

Definition It refers to the video resolution that the MCU sends to a live streaming platform.
The supported video resolution is as below:

- 1080P(1080P)
- HD(720P)

Default: 720P.

Layout Configure the video layout displayed in the webcast.
The supported layouts are as below:

* 1+N: the video layout of the webcast is displayed in 1+N format with the
voice-activated feature enabled. If no participants share content, the current
speaker is displayed in a large video image. Otherwise, the shared content is
displayed in the large video image. Up to 1+N participants are displayed in
a single row of live thumbnails at the bottom, that is, the video images in the
row are switched automatically.

* Picture in picture: the video layout of the webcast is displayed in Picture
in picture format. If no participants share content, the current speaker is
displayed in a large video image. Otherwise, the shared content is displayed
in the large video image and the video image of the current speaker is
reduced to a thumbnail at the bottom-right corner.

* Selected speaker: the video layout of the webcast is displayed in Selected
speaker format. If no participants share content, the current speaker is
displayed in a large video image. Otherwise, the shared content is displayed
in the large video image.

Event details It refers to the text displayed on the Live page.

Collaboration Service

YMS collaboration service provides the following:

Allow you to use the whiteboard collaboration and make notes

Allow you to forward the collaboration data or combine the collaboration data with others.

Allow you to store, share, and download the collaboration file.

The collaboration privilege: For discussion mode conferences, all participants can initiate/receive/edit/delete the
whiteboard collaboration and the content notes. They can also save the whiteboard collaboration on their devices
or share the whiteboard collaboration with others. For training mode conferences, only moderators and lecturers
can initiate whiteboard collaboration and content notes. Others are the same as the discussion mode conference.
Storing the collaboration data in a cache: for participants who join halfway through the conference, they can also
get the complete collaboration data. If you close the whiteboard collaboration during a conference and you resume
it later, the previous collaboration data will not be deleted. If participants initiate whiteboard collaboration at the
same time, the whiteboard collaboration is the same. If you end the conference or the content, the collaboration
data will be removed.

For third-party devices that do not support the collaboration feature, they can only receive the collaboration data.
If you join the conference via WebRTC, you can only receive the collaboration data and the content note, but you
cannot initiate them.

For the audience who see the webcast of the conference, they can also see the whiteboard collaboration and the
content notes.

If you record the conference, the whiteboard collaboration and the content notes will be recorded too.



o Setting the Collaboration Service
*  Managing Collaboration Files

Setting the Collaboration Service
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If you want to use the collaboration feature of the endpoint, you need to enable the collaboration service.

About this task

The devices that support the collaboration feature are VC880&VC800&VC500&VC200 video conferencing system

in version X.41.0.10 or later.

Procedure

1. Click Service > MCU Service > Collaboration service > Add.

2. Add a collaboration service.

3. Configure the corresponding parameters.

* Enabled : @
* Name : ‘ collaboratior|
* Node : Default(10.83.1.151)

* External media port : 63000

* All local networks : 10.83.1.151

4. Save the configuration.

Managing Collaboration Files
Before you begin:Setting the Collaboration Service

*  Managing Collaboration Files
*  Managing the Sharing Link

Managing Collaboration Files

After you use the supported device to initiate the whiteboard collaboration or make notes on the shared contents,
those files will be stored under the collaboration files in YMS. You can view, edit and share the collaboration files

created by any user account or room system account.

Procedure

1. Click Media file management > File Management > Collaboration file.

2. Click the corresponding collaboration file.

3. ahE . .
Click in the top-right corner of the file.

4. Do one of the following:



Recordings Collaboration file URL Share MGMT

Organization
Total 15

Search

1502.4
Share URL
Admin
Download
Room Systems
Delete
Contacts

151£720(20000)-20190810 8888(8888)-20190911 21... 8888(8888)-20190911 21... 8888(8888)-20190911 21...

* Click Share URL, and share the link with others and set the link parameter.
* Click Delete to delete the collaboration file.
* Click Download to download the collaboration file.

Managing the Sharing Link
Procedure

1. Click Media file management > File Management > URL Share MGMT.

2.
Do one of the following: click @ on the right side of the desired link.

Recordings Collaboration file URL Share MGMT

Selected 0
File Name file type Sharing time Require password File owner

mary(2888) 90813 14 Collaboration file 2019/08/21 17:43 mary

1116#54(2019-08-13 15 Recordings 2019/08/13 15:25 —— 8747

Click rD to copy the link.

Click to edit the link parameter.

Click to cancel the sharing.

Configuring the Third-Party Registration Service
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Operation

[E e 2

To solve the compatibility problem with the third-party devices, you can configure the third-party REG service. If
there is an abnormal situation when all third-party devices are registered in a server, you only need to fix the server.

About this task
Using TLS to register third-party devices in a server is not supported.

Procedure

1. Click Service > SIP Service > Third Party REG Service.
2. Add a third-party registration service.

3. Configure the basic parameters.
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Enabled : @
*Name : ‘ third-party REG
*Node : Default(10.83.1.151)

Service address

*Network UDP/TCP Port
10.83.1.151 (Enabled> 5060 X
=+ Add
Support video @

Support content sharing @

4. Enable Media Bypass to improve the server performance and to support a larger number of participants in the
conference. Note that the third-party devices have lower compatibility.

If Support video is enabled, Media Bypass is recommended to be enabled.

If Media Bypass is enabled, Media bypass service should be enabled too. For more information, refer to
Configuring the Media Bypass Service .

5. Optional: Configure the security policy.
For adding a security group, seeddding a Security Group

Enable security policy @

Allow the device in the security group to register in.
Mode : Whitelist @ Blacklist

Refuse the device in the security group to register in.
Security Group

Please select the security group

test X

=+ Add Security Group

Configuring the GK Service

You can register H.323 devices on YMS via GK service. Therefore, the H.323 devices can call each other, join
conferences, and communicate with the SIP devices.

o Setting the GK Service
* FEnable GK Registration for Accounts

Setting the GK Service

Procedure

1. Click Service > H.323 Service > Embedded GK Server.
2. Add a GK service.

3. Configure the parameter.



* Enabled :

* Name :

* Node :

Registration Service

*GKID :

* TTL timeout duration :

* IRR timeout duration :

* RAS broadcast port(UDP) :

* RAS port(UDP) :

* H.225 listener(TCP) :

*Q.931/H.245(TCP) :

* Media forwarding
port(UDP) :

Conference Gateway

REG Status

*H.225 listener :

*Q.931/H.245(TCP) :
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GK

Default(10.83.1.150)

600

120

1718

1719

1722

20000

23999

20000

29999

Registered

1721

26999

Table 22: Basic Parameters

Parameter

Description

H.235
encryption

The supported types are as follows:

Optional-—negotiate with the remote party about whether or not H.235
encryption can be used in H.323 calls.

Compulsory—H.235 encryption has to be used in H.323 calls.
Disable—H.235 encryption is disabled in H.323 calls.

Default: Optional.

H.239

Enable or disable the H.239.

Default: enabled. When the H.323 devices call into YMS to join in video
conferences via H.323, H.239 is used to receive and share content.

Conference
media ByPass

Enable it to improve the server performance and to support a larger number
of participants in the conference. Note that the third-party devices have lower
compatibility.

Note: it is disabled by default.

If Conference media ByPass is enabled, media bypass service should be enabled
too. For more information, see Configuring the Media Bypass Service .

4. Save the configuration.




| Managing Services | 109

Enable GK Registration for Accounts

Procedure
Click Account > User Account/Room System Account, and do one of the following:
» Ifyou want to add an account, click Add Account/ Add.
Set the parameter.

. . . # GKIER
If you want to edit an added account, click , or select the account and click .

Set the parameter.

GK REG - Support H.323 registration

Enable GK authentication

H.323 Gateway

To make the call between H.323 devices more convenient, Setting H.323 Gateway and Adding a Call Routing Rule
should be finished. You can also take H.323 gateway as an endpoint, and register it on a third-party GK server for
communication.

» Setting H.323 Gateway
*  H.323 Gateway Example
*  H.323 Gateway Example (Taking H.323 Gateway as an Endpoint)

Setting H.323 Gateway

Procedure

1. Click Service > H.323 Service > H.323 Gateway .
2. Add an H.323 gateway.

3. Set the parameters.
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* Enabled : @
* Name : H.323 GW
* Node : Default(10.83.1.150)
REG Status Unregistered
Username :
GK address :
* GK authentication : m
* GK auth name : 2244

* GK auth password ;| e

* H.225 listener(TCP) : 1720

* Q.931/H.245(TCP) : 27000 29999

Table 23: Basic Parameters

Parameter Description

H.235 encryption The supported types are as follows:

» Optional-—negotiate with the remote party about whether or not H.235
encryption can be used in H.323 calls.

* Compulsory—H.235 encryption has to be used in H.323 calls.
» Disable—H.235 encryption is disabled in H.323 calls.

Default: Optional.

H.239 Enable or disable H.239.

Default: enabled. When the H.323 devices join YMS video conferences via
H.323, H.239 is used to receive and share content.

H.460 Enable the H.460 protocol to support firewall traversal for H.323 signaling or
not.

Conference media Enable it to improve the server performance and to support a larger number

ByPass of participants in the conference. Note that the third-party devices have lower
compatibility.

Note: it is disabled by default.

If Conference media ByPass is enabled, media bypass service should be
enabled too. For more information, see Configuring the Media Bypass Service

4. Click Advance Option, and configure the outgoing call rule.



Outgoing Rule :

Priority : Incoming regex match :
1 200(d{4})
+ Add

Priority : Outgoing regex match :
1 3501
+ Add

5. Configure the incoming call rule.

Incoming Rule :

Priority : Incoming regex match :
1 AMA(d{4})
+ Add

Priority : Outgoing regex match :
1 23701
+ Add

Incoming regex replace
string :

Outgoing regex replace
string :

95588

Incoming regex replace
string :

$1@10.86.0.33 xip.io

Outgoing regex replace
string :

96886

X—
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H.323 account 3501 registered in
YMS (10.86.0.33.xip.io) can dial
003701 to call the H.323 account
3701 registered in YMS
(10.86.0.201.xip.i0).

Make the caller ID as 95588
rather than 3501.

H.323 account 3701 registered in
YMS (10.86.0.201.xip.io) can dial
113501 to call the H.323 account
3501 registered in YMS
(10.86.0.33.xip.i0 ).

Make caller ID as 96866
rather than 3701.

6. If you take H.323 gateway as an endpoint and register it on the third-party GK server, configure the GW call rule.
The H.323 account on the GK server can directly call the conference ID to join the conference, but the conference

ID should match the GW call rule.

GW call rule
Regular expression

410

=+ Add

7. Save the configuration.

@

Media Service is correct.

Related concepts

Common Regular Expressions and Replacement Strings

H.323 Gateway Example

YMS
10.86.0.33.xip.io

Callee: 3702@10.86.0.201.xip.io

Call routing

Outgoing rule

Dial 003702 to invite 3702

Call 003701 to the conference

H.323 endpoint
3501

» Situation

Callee: 3701@10.86.0.201.xip.io

If H.323 account 2558 registered in

YMS (10.83.1.221.xip.io) wants to join

in the conference 41001 held in YMS

(10.83.1.62.xip.io), the following

conditions should be met:

1. Conference ID 41001 should
match the GW call rule set in YMS
(10.83.1.62.xip.i0).

2. An H.323 account of YMS
(10.83.1.221.xip.io) is registered in
YMS (10.83.1.62.xip.io).

Note: Ifthe H.323 accounts fail to join conferences by IP call, make sure that Setting the Interactive

H.323 endpoint
3702

YMS

10.86.0.201 xip.io

Incoming rule

H.323 endpoint
3701

e H.323 account 3501 can dial 003701 to call another YMS H.323 account 3701. You can make the caller ID

displayed as 8888 rather than 3701.
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» In aconference, you can dial 003702 to call YMS account 3702 to join the conference. You can make the
caller ID displayed as 8888 rather than 3701.

* The configurations are as below:

* Enable the H.323 gateway service on both servers
+ Set the outgoing call rule and the call routing on server 10.86.0.33.xip.io

Qutgoing Rule :

Priority : Incoming regex match : Incoming regex replace
string :
1 AQ0(\c{4}) $1@10.86.0.201 xip.io X
=+ Add
test 1 A00(cli4)) H.323 GW / aa aD [E]

» Set the incoming call rule on server 10.86.0.201.xip.io

Incoming Rule :

Priority : Incoming regex match : Incoming regex replace
string :
=+ Add
Priority : Outgoing regex match : Outgoing regex replace
string :
1 + 8888@10.86.0.201.xip.io b4
+ Add

H.323 Gateway Example (Taking H.323 Gateway as an Endpoint)
YMS (GK) YMS
10.83.1.221.xip.io 10.83.1.62.xip.io
f VMR ID 41001
—

Call4

«— -y

GW call rule 410

H.323 endpoint
2558

» Situation
e H.323 account 2558 can dial 41001 to call the conference 41001 held in another YMS.
* The configurations are as below:

» Set the GK Service on server 10.83.1.221 xip.io
» Enable the H.323 gateway service on server 10.83.1.62.xip.io
» Set the GK authentication and the GW call rule on server 10.83.1.62.xip.io
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Username : 2224
GK address : 10.83.1.221
* GK authentication : @
* GK auth name : 2224

* GK auth password : | seeeeeeee

GW call rule
Regular expression

410 X

+ Add

Setting the IP Call

For convenience, you can set the rules for the incoming and outgoing IP calls, and you need Setting the IP Call
Service and Adding a Call Routing Rule .

» Setting the IP Call Service
» [P Call Example

Setting the IP Call Service

About this task

= Note: If you want to make IP calls on your VCD/VCM, you need to sign out your YMS account first.

Procedure

1. Click Service > SIP Service > IP Call Service.
2. Add an IP call service.

3. Set the parameters.



Enabled :

* Name :

* Node :

* Qutgoing protocol :

Service address

Support video
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ao

IP call

Default(10.83.1.150)

UDP
*Network UDP/TCP Port TLS Port
10.83.1.150 (Enabl 5080 5062 X
+ Add

4. Enable Replace the calling domain with the local IP, and when you invite participants to join the conference by
IP call, the devices of the invited participants will display the server IP address as the caller ID.

It is enabled by default.

5. Enable Media Bypass to improve the server performance and to support a larger number of participants in the
conference. Note that the third-party devices have lower compatibility.

If Support video is enabled, Media Bypass is recommended to be enabled.

If Media Bypass is enabled, Media bypass service should be enabled too. For more information, refer to
Configuring the Media Bypass Service .

6. Optional: Configure the security policy.

For adding a security group, seeddding a Security Group

Enable security policy
Mode :

Security Group

7. Configure the outgoing call rule.

ao

Allow the IP address in this group to call into.
© Whitelist Blacklist
Refuse the IP address in this group to call into.
Please select the security group

test X

+ Add Security Group
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SIP account 3802 can dial
10086 to call 10.81.43.7.

Outgoing Rule : Priority : Incoming regex match : Incoming regex replace . .

string : Account 8888 registered in
YMS (10.86.0.33.xip.io) can
dial conf_55555 to call the
1 Aconf_(\d{5))@ $1@10.86.0.201 xip.io X conference 55555 held in

YMS (10.86.0.201.xip.io).

1 10086 10.81.437

+ Add
Priority : Outgoing regex match : Outgoing regex replace
string : Make the caller ID
1 3802 o5588@1086033xpi0 | —  displayed in the remote
call or conference as
1 + 95500@10.86.0 201 xip.i | X 95588 rather than 3802.
+ Add

Make the caller ID displayed in
the conference 55555 as 95599
rather than
3802@10.86.0.33.xip.io.

8. Configure the incoming call rule.

Incoming call rule
Callee regex replace

Priority : Callee regex match : - A user (1081437) can dial
22222**123456@10.86.0.220 to call

2 N(AENEH@ $1@10.86.0.220.xip.io X = the conference
+ Add 22222**123456@10.86.0.220.xip.io.

Caller regex replace

Priority : Caller regex match :
string :
| 1081437 10086 X Make the caller ID displayed
in a conference as 10086
+as rather than 10.81.43.7.

9. Save the configuration.

Related concepts
Common Regular Expressions and Replacement Strings

IP Call Example

YMS YMS
10.86.0.33.xip.io

10.86.0.201.xip.io

99 VMR ID 55555

©10.86.0.201.xip.io

Routing rule

Outgoing rule

Caller: 95588
Callee: 10:81.43.7

3802 —_—e
10.81.43.7

» Situation

+ Call a number and transfer it to an endpoint, for example, SIP account 3802 can dial 10086 to call 10.81.43.7
via the automatical IP call. You can make the caller ID displayed as 95588 rather than 3802.

» Dial conf conference ID to join the conference held in another server, for example, account 3802 registered in
YMS (IP address 10.86.0.33) can dial conf 55555 to call the conference (VMR ID 55555) in YMS (IP address
10.86.0.201). You can make the caller ID displayed in the VMR as 95599 rather than 3802@10.86.0.33 xip.io.

* The configurations are as below:

* Enable the IP call services on both servers



» Set the outgoing call rule and the call routing on server 10.86.0.33.xip.io

Outgoing call rule

Callee regex replace
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Priority : Callee regex match :
string :
1 ~10086 10.81.437 X
1 “conf_(\d{5H@ $1@10.86.0.201.xip.io X
=+ Add
Caller regex replace
Priority : Caller regex match :
string :
1 ~3802 95588@10.86.0.30.xip.io X
1 + 95599@10.86.0.201 xip i X
+ Add
Call Routing
Selected 0
Name Priority Destination match Call Target/Out Location Enabled Operation
Ftrunk 1 A555(\d+)@ er Trunk / 335 Trunk =
" 1 A030 nk aD
dd 1 710086 15 aD
P call 2 2 Aconf [one)
zhibo 3 ~10086 =t aD &
Select all pages Total 5 10/page < 1 Goto| 1 Pages.
+ set the incoming call rule on server 10.86.0.201 .xip.io
Incoming call rule
Callee regex replace
Priority : Callee regex match :
string :
2 + conference_ivr@10.86.0.. X
1 M\dish@ $1@10 .86 0201 xip.io X
+ Add

Call Routing

Call routing rule is used for routing the incoming calls to YMS and the outgoing calls made by YMS to a destination.
For the incoming calls from a gateway, you need to configure the inbound rule and the number translation rule
to match this gateway. Likewise, you need to configure the outbound rule and the number translation rule for the

outgoing calls to match the desired gateway.

If you use the following gateway for the incoming/outgoing calls, you need to configure the corresponding number

translation rule.
Setting the IP Call Service
Communicating with the PSTN

Setting the Peer Trunk Service



Configuring the REG Trunk Service
Setting the SFB Gateway
H.323 Gateway

* Process of Call Routing

* Regular Expressions

* Adding a Call Routing Rule

» Setting the Call Routing Rule for Rejecting
» Add a Number Filter

Process of Call Routing

Familiar yourself with the following terms:
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Call routing rule: it applies to the outgoing calls and matches the outgoing-number translation rule of the gateway.

Incoming-number translation rule: it matches the incoming calls when the calls are routed through the gateway.

Outgoing-number translation rule: it matches the outgoing calls when the calls are routed through the gateway.

YMS receives an
incoming call request

Is the call directed
Direct the call to IVR Service Yes

to IVR?
No
Does the target
match the incoming Is the call from
Mo Yes
call rule of the Gateway
gateway?
Yes No
Translate the sourceftarget by the
incoming call rule of the gateway
Does the target
Direct the call to IVR/Conference Servi ¥ =D
ice s IVR/Conference
Service?
No
Does the target

match Call Routing?

No

Does the target
match the
conference Yes
number segment?

Direct the call to Conference Service Yes

No

Is the device

Direct th Il to the registered dei A
e cal regi woe a5 registared?

Does the

match the outgoing
call rule of the

Yealink Conference
dails out to a new
participant

Is the target

RTMP? Yes

Does the target
match Call Routing?

Yes

Mo

Is the target
SIB/H.3237 Yes

Is the device

registered? Yes

Mo

target

Yes

Direct the call to RTMP address

Direct the call to the IP address

Direct the call to the registered deivee

Translate the sourceftarget by outgoing call rule of the
gateway and direct the call to new target
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Regular Expressions
Regular expressions can be used for configuring the call routing rules and the number translation rules.

*  Metacharacters
*  Common Regular Expressions and Replacement Strings

Metacharacters

Table 24: Metacharacters in regular expressions

Characters Description

A Matches the starting position of a line.

$ Matches the ending position of a line.

* Matches zero or more times of the preceding character or expression.
+ Matches one or more times of the preceding character or expression.
? Matches zero or one time of the preceding character or expression.

| Matches either the expression before or the expression after the choice operator.

{n} Matches n times of the preceding character or expression.

{n,} Matches at least n times of the preceding character or expression.

{n,m} Matches n to m times of the preceding character or expression.

[xyz] Matches any character specified in the brackets.

[*xyz] Matches anything except the character specified in the brackets.

[a-Z] Matches the characters within the range specified in the brackets.

[ra-z] Matches anything except the characters within the range specified in the brackets.
\d Matches a digit character.

\D Matches a non-digit character.

Common Regular Expressions and Replacement Strings

Table 25: Common Regular Expressions and Replacement Strings

PCRE Description
+ Matches any character except for \n.
~(1\d{10})$ Matches the 11-digit number which starts with 1.

For example, 12345678912

0(\d+)$ Matches the number with 2 or more digits which starts with
0.

For example, 02, 0157
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PCRE Description

"(13[0-9]14[5[7]{15[0]1]2[3[5|6|7|8[91[18[0[1{2| | Matches 11-digit mobile phone number, the first 3 digits

3/516/7|8]9D\d{8}$ includes the following types, and the last 8 digits can be any
digits:

+ Start with 13 and the third number is any digit from 0 to
9

e Start with 14 and the third number is 5/7
e Start with 15 and the third number is 0/1/2/3/5/6/7/8/9
e Start with 18 and the third number is 0/1/2/3/5/6/7/8/9

For example, 13012345678, 14512345678, 15987654321 or
18243218765

~(\d{3,4}-)2\d{7,8}$ Matches the following number format:

o XXX-XXXXXXX, 10-digit

o XXX-XXXXXXXX, 11-digit

o XXXX-XXXXXXX, 11-digit

o XXXX-XXXXXXXX, 12-digit

o XXXXXXX, 7-digit

o XXXXXXXX, 8-digit

For example, XXXX-XXXXXXX represents 07311234567
or other 7-digit number

\d{3}-\d{8}\d{4}-\d{7} Matches the following number format:

o XXX-XXXXXXXX, 11-digit

o XXXX-XXXXXXX, 11-digit

For example, XXX-XXXXXXXX represents 012-12345678

or other 11-digit number, XXXX-XXXXXXX represents
0123-1234567 or other 11-digit number

(d{11})|((\d{3,4})-)2(\d{7,8})(-(\d{1,4}))? Matches the following number format:

+ 11-digit mobile phone number
+  XXXXXXXX, 8-digit number
«  XXXXXXX, 7-digit number

o XXX/XXXX-XXXXXXX/XXXXXXXX, 4 formats in
total

o XXX/XXXX-XXXXXXX/XXXXXXXX-X/XX/XXX/
XXXX, 16 formats in total

o XXXXXXX/XXXXXXXX-X/XX/XXX/XXXX, 8
formats in total

For example, XXXX-XXXXXXX represents 0731-8784888
or other 11-digit number
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Table 26: Regex replace string

PCRE Description

$1@s2 Matches the content in the first and the second parentheses of the regular expression.

For example, the regular expression is avmecu\.(\d{1,10})@(xiamen.yealinksfb\.com), and the
regex replace string is (\d{1,10}@(xiamen.yealinksfb\.com).

Adding a Call Routing Rule

Procedure

1. Click Call Configuration > Call Routing.
2. Add a call routing rule.
3. Configure the parameters of the call routing rules.

Table 27: Parameters of the Call Routing Rule

Parameter Description

Enabled Enable or disable the call routing rule.

Default: enabled.

Name Specify the name of the call routing rule.

Priority The priority of the call routing rule. The smaller the number is, the higher
the priority is.

When you place a call, the server will look up the first appropriate call
routing rule according to the priority in ascending order.

Destination regex match | g,ccify the desired regular expressions or the number field to match the
target call number.

E Note: This configuration should be the same as the incoming
regex match of the outgoing call rule you set in each service.

If the match succeeds, the server will use this call routing rule.

4. Optional: If you want to restrict the number you call, enable Caller filtering policy, and configure the parameters.
Add a filtering policy, see Add a Number Filter

* Caller filtering policy : @

* Mode : Whitelist @) Blacklist
* Filter :
Select filter
test X

=+ Add =+ Add Filter

5. Configure the parameter of the outgoing location.
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Table 28:
Parameter Description
Call target Specify the call target.
* Reject
« IPCall

¢ Federation service
¢ Peer Trunk

+ PSTN

« SfB

* Register Trunk
+ H.323GW

Outgoing location | Specify the gateway used to place the call.

If the call number matches this call routing rule, it is called via this gateway.

6. Save the configuration.

Related tasks
Add a Number Filter

Setting the Call Routing Rule for Rejecting

You can add the call routing rules for rejecting the outgoing calls, that is, when the number you call matches the
regular expression set in the call routing rule, your call will be rejected.

Procedure

1. Click Call Configuration > Call Routing.
2. Add a call routing rule.
3. Set the parameters.

Routing Information

* Enabled : @
* Name : Rejection
* Priority : 10

Rule Settings

* Destination regex AMd{10p@
match :
“Call target : *Outgoing location :
Reject X
+ Add

4. To restrict the number you call, enable Caller filtering policy, and set the parameters.

For example, if you want to reject the call to the YMS account whose number is not from 5555 to 9999, you can
put the number from 5555 to 9999 into the blacklist. Otherwise, you can put the number into the whitelist.

Add a filter, refer toAdd a Number Filter



* Caller filtering policy : m

* Made : © Whitelist Blacklist

* Filter :
Select filter

test

=+ Add =+ Add Filter

5. In the Call target field, select Reject.

* Qutgoing location :
*Call target :

Reject

=+ Add

6. Save the configuration.

Add a Number Filter

Procedure
1. Click Call Configuration > Number Filter > Add.

2. Set the parameters.

Enabled : m
* Name : IP call
Description :

3. Click Add and set the number filter.

Add

“Type : @) Extension section

*Origin 8000
extension :

* Rear extension : 8999

Description :

4. Save the configuration.

*Outgoing location :

Regular expression
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Related concepts

Common Regular Expressions and Replacement Strings

Related tasks
Adding a Call Routing Rule

Managing Accounts
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You can manage the user accounts, the room system accounts and other accounts by group, and you can add, edit, and

delete the above accounts.

»  User Account, Room System Account and Other Accounts

*  Managing Accounts by Group (Optional)

*  Parameters of User Account and Room System Account

e Add a User Account

» Importing a Batch of Accounts

* LDAP

User Account, Room System Account and Other Accounts

The differences among user accounts, room system accounts and other accounts are as follows.

Type

Description

Note

User Account

It can be used to log into YMS and register in Yealink
video conferencing devices. You can register the same
user account on five devices at most at the same time.

Room aystem account

The account is used to associate with the device in the
video meeting room. You can register the same room

system account on five devices at most at the same time.

They are called as YMS
accounts.

Other account

The devices you add by entering the IP address or URL.
You can invite these devices during a conference. Those
devices do not have YMS accounts.

No limit.

Related concepts

Parameters of User Account and Room System Account

Related tasks
Add a User Account

Importing a Batch of Accounts

Managing Accounts by Group (Optional)

If you want to manage user accounts, room system accounts, and other accounts by group, you can customize the
group according to the enterprise organization.

accounts, and other accounts of your group and your subordinate groups.

* Adding a Group

= Note: The organization root is the enterprise name by default. You can manage user accounts, room system

1. Click Account > User Account/Room System Account/Other Account > Add Group.



Add Group

* Group name : | Test-g|

* Upper group : | 1502.4

* Adjusting the Group

1. Click Account > User Account/Room System Account/Other Account.

1502.4 (2]
ﬁit?d 10 || s Adjust Grouping 2, Modify Authority # GKREG & Email T Delete

Name Account AD Account Status Group
2359
9 Adjust Grouping
5001
5000 *Group @ | Test-8 x

m Cancel

« Editing/Deleting the Group

1. Click Account > User Account/Room System Account/Other Account.

oty Import ¥ Export +h Add Group =+ Add Account

Test-8

B Note: If a group has subordinated groups, you cannot delete this group.

Parameters of User Account and Room System Account

Device

Details

Details

Details
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Operation
4]
4]

#

Sync contacts

You need to know the account parameters before adding accounts.

Table 29: Introduction of the corresponding parameters

Parameter Description

Common parameters

AD Account

If you select Obtain from AD server, specify the AD account, which you use to
obtain the AD account name and account number.

You can get the AD account from the AD server administrator.
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Parameter Description
Authority The authorities owned by this account.

The available authorities are as below:

* A: this account can see all user accounts, room system accounts, VMRs
(synced to the directory) and other accounts.

* B: this user account/room system account can see only the user accounts/the
room system accounts in his group and the groups with the same level as his
group.

If the user is in the root node, the range that he can see is the same as A.

» C: this user account/room system account can see only the user accounts/
room system accounts in his group.

* D: this account can only see himself.

* Custom: you can customize the visible range for this account.

Enable schedule Allow or refuse this account to schedule meeting rooms and conferences.

Default: enabled.

Enable Meet Now Allow or refuse this account to create Meet Now conferences.

Default: enabled.

Enable call authority

If you enable this feature, this account can only call the contacts, which are
visible to him.

Default: disabled.

Enable live caption
privilege

If you enable this feature, the live caption is available on the video image of the
conference scheduled by this account. You need to contact Yealink technical
support engineers to enable this feature.

Default: disabled. The voice transfer server should support this feature. For more
information about it, contact Yealink technical support engineers.

The parameters only own

ed by the user accounts

Enable Schedule Virtual
Meeting Room

If you enable this configuration and this account is the moderator of a VMR, this
account can only schedule VMRs via Outlook. If you enable this configuration,
but this account is not the moderator of a VMR, this account has no privilege to
schedule VMRs via Outlook.

Note: only when you contact Yealink technical support engineers to enable this
feature can you see this configuration.

Related concepts

User Account, Room System Account and Other Accounts

Related tasks

Add a User Account
Importing a Batch of Accounts
Configuring the LDAP
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Add a User Account

About this task
= Note: For adding an AD Account, refer to LDAP .

Procedure

1. Click Account > User Account/Room System Account/Other Account.
2. Add an account.

Add Account

Basic Settings Advanced Option

Account info : © Manual Obtain from AD server
* Name : pineapple
* Account : 8546
Password :

— — — P assword strength : Strong
A random password will be generated if not filled
User account
Group : 15024 x

Mailbox : test@yealink.com

The mailbox is used to receive messages from system

Authority : A: All contacts are visible

Enable schedule

Enable Schedule Virtual Meeting Room (Cannot be
opened at the same time with Schedule
Enable Meet Now

Enable call authority (Only the contacts visible can be



Basic Settings Advanced Option

Account info :
— * Name :

* Account :

Password :

Room system account

Group :

Mailbox :

Authority :

© Manual Obtain from AD server

meeting room 8

8546

ssssssssns

e e e Password strength : Strong
A random password will be generated if not filled

785 x

test@yealink.com

The mailbox is used to receive messages from system

A: All contacts are visible

- |

Enable schedule

Enable Meet Now

[} Enable call authority (Only the contacts visible can be
called)

Enable Recording ( The user will be allowed to record

during the meeting )
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Add Account

*Name : T58

* Number : H.323 10.86.0.32

Room system account
Group : 1502.4 X

Mailbox : test@yealink.com

3. Ifyou enter the email addresses when adding accounts, click Send mail, and the account information will be sent
to the users.

= Note: If you do not, you need to inform the corresponding users of the initial passwords, and remind them
to change the passwords promptly.
Related concepts
User Account, Room System Account and Other Accounts
Parameters of User Account and Room System Account
Related tasks
Configuring the LDAP

Importing a Batch of Accounts

You can import a template to add a batch of accounts. Before that, you need to download the template first.

About this task
= Note: For adding an AD Account, refer to LDAP .

Procedure

Click Account > User Account/Room System Account/Other Account > Import.
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Import

Instructions : please download templates and import data as required. s Download Template Download the template and edit the parameters in the template

(2]

Drag the file here, or click to upload

cancel

Related concepts

User Account, Room System Account and Other Accounts
Parameters of User Account and Room System Account
Related tasks

Configuring the LDAP

LDAP

You can connect YMS to the LDAP server that supports LDAPv3. Therefore, when the devices register in YMS via
SIP/H.323, the devices can obtain LDAP contacts. Microsoft Active Directory is supported.

YMS not only allows you to add an LDAP account but also allows you to synchronize accounts on YMS with the
accounts on LDAP server. The accounts registered on YMS can see the synchronized LDAP accounts in their contact
list, which allows them to place P2P calls with their contacts or invite their contacts to join conferences.

» Configuring the LDAP
* Adding an LDAP Account
»  Synchronizing LDAP Accounts

Configuring the LDAP
About this task

Procedure

1. Click Account > LDAP.

2. Configure the parameters.



LDAP

Enable :

* Server address :

* Port :

* Base DN :

* Username :

* Password :

* Name Property :

* Number Property :

* AD account Property :

ao
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\ 10.200.108.65

389

OU=1{ZE%-F F DC=Idap,DC=yealink DC=cn

LDAP\Administrator

name

telephoneNumber

sAMAccountName

Table 30: LDAP parameters

Parameter

Description

Enable

Enable or disable the LDAP.
Default: disabled.

Server address

Specify the domain name or the IP address of the LDAP server.

Port

Specify the port of the LDAP server.
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Parameter Description
Base DN Set the root path for YMS to obtain the LDAP accounts.
For example, OU=test yms,DC=Idap,DC=yealink,DC=cn
Obtaining method: the image below is the directory of AD server. If
YMS wants to obtain the user information under this contents, right
click test yms->Attribute->Attribute Editor,, view the attribute value
OU=test_yms,DC=Ildap,DC=yealink, DC=cn, and fill this value in the Base ND
field on YMS.
: hetive Directory FHPHNFERM, [winf005. 1dap. yealink. cn]
H O ErnEE
| F3 1dap. yealink. en
| Builtin
| Computers
2| Demain Controllers
o] FAE
| ForeignSecurityPrincipals
| LosthndFound
| Managed Serwice Accounts
| Program Data
| System
ERER
| DEErE
2| yealink
5 EE-RR
; HTDS Chiotas
Username

Specify the username used to log into the LDAP server.
Note: The username is provided by the AD server administrator.

For example, the “chensheng” account in the test yms contents. The user in the
test_yms directory is acceptable. The username is chensheng@ldap.yealink.cn.

| System 5 tramgy -
el B
SEETI _a_) tianjunyach AP
:Z yealink 2, tianjunyaos AR
o | CE-RP _a_) tianjunyacd AR
| WTDS Guotas %, tianjunyae3 =)=
_a_) tianjunyae? AR
_3_) testxingai AR
2 guoj S
52, FAE 2
_a_) chenshengl3 AR
?, chensheng0? =)=
chensheng ::) =]
L Faiyt MR
2 7113 AR
2 12348 =)=
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Parameter Description

Password Specify the password used to log into the LDAP server.
Note: The password is provided by the LDAP server administrator.
For example, the LDAP username is chensheng@ldap.yealink.cn

Enter the password of this username.

Name Property | Set the name property of the returned LDAP account.

For example, name or cn. When the name property is name and when you create
a YMS account by obtaining from the AD server, the name of YMS account
corresponds to the value of name of the corresponding AD account.

Number Set the number property of the returned LDAP account.
Property )
For example, telephoneNumber, mobile, or ipPhone. When the number property

is telephoneNumber and when you create a YMS account by obtaining from the
AD server, the number of YMS account corresponds to the value of number of
the corresponding AD account. Additionally, the value of telephoneNumber in
the AD account should be within the number range of the system account (refer
to Allocating the Number Resource ) and cannot be empty. If it does not meet this
condition, there will be an error when creating a YMS account by obtaining from
the AD server.

AD account Set the account property of the returned LDAP account.
Property
For example, sAMAccountName
Mailbox Set the property name of the mailbox in the LDAP server.
Property
For example, mail or email.
Web portal If users often use the LDAP account to log into YMS, you can enable this feature.
login with AD is [ If you enable it, users will go to the AD Login when they access the Login page.
preferred Otherwise, they will go to the User Login by default.

3. Click Connection Test.
If the configuration is correct, the prompt “Connection successful” will pop up.
4. Click Save.
Related concepts
Parameters of User Account and Room System Account
Related tasks
Add a User Account
Importing a Batch of Accounts

Adding an LDAP Account

Before you begin
Configuring the LDAP

Procedure

1. Click Account > User Account/Room System Account.

2. Add the account and save the configuration.



| Managing Meeting Rooms | 133

The account number should be within the number field (see Allocating the Number Resource ). Otherwise, the
page prompts that the account is invalid.

Account info : Manual I_o Obtain from AD serverl
AD Account 1523 Enter an AD account. Obtain
Name : 1523

The name and account will be
filled in automatically.

Account : 1523

Synchronizing LDAP Accounts

Before you begin

»  Configuring the LDAP
* You need to contact Yealink technical support engineers to subscribe to this feature.

Procedure

1. Click Account > User Account.

2. Click Sync contacts.

TR s | +rosrccom

Test-8 [4
Selected 0

Name Account AD Account Status Group GK REG Device Operation

3505 3505 —_ Offline 35XX No Details =

Results
If you succeed in synchronizing accounts, you can see the LDAP accounts in the User Account list. Those LDAP
accounts meet the condition you set in the OU parameter.

B Note: The account number should be within the number field (see Allocating the Number Resource ).
Otherwise, the page prompts that the synchronization fails.

Managing I\/Ieeting Rooms

You can add meeting rooms, manage the meeting rooms by group, invite participants to join the VMRS via emails, or
others.

»  Entity Meeting Room and the Virtual Meeting Room
*  Managing Meeting Rooms by Groups (Optional)

* Adding Entity Meeting Rooms

*  Adding a VMR

* Discussion Mode and Training Mode

» Sending Emails to VMR Participants



Entity Meeting Room and the Virtual Meeting Room
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The meeting room includes the entity meeting room and the virtual meeting room(VMR).

Table 31: Entity Meeting Room and the Virtual Meeting Room

Meeting room Definition Classification
Entity meeting The entity meeting rooms can be used to schedule General meeting room
room OA conferences. . . .
Without video conferencing
devices deployed in the meeting
room.
Video meeting room
With video conferencing devices
deployed in the meeting room.
VMR Users can join VMRs at any time to have video No
conferences, and they can also schedule VMRS via
Outlook.

For more information about scheduling meeting rooms, refer to Yealink Meeting Server User Guide.

Related tasks
Adding Entity Meeting Rooms
Adding a VMR

Managing Meeting Rooms by Groups (Optional)

According to the meeting room locations, you can customize the organization relationship to manage meeting rooms
by groups. The organization root is the enterprise name by default. You can manage meeting rooms in your group and

the subordinate groups.

* Adding a Group

1. Click Meeting Room > Entity Meeting Room/Virtual Meeting Room > Add Group.

Add Group
* Group name :  Group-test

* Upper group :  1502.4

* Adjusting the Group

1. Click Meeting Room > Entity Meeting Room/Virtual Meeting Room .


http://support.yealink.com/documentFront/forwardToDocumentDetailPage?documentId=167
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Group-test [4 @ e

Gcled 1 || s Adjust Grouping ||| & Delete

Name 9 Device Operation
Adjust Groupin ' .
11 J ping . e
Select all pages *Group 1 AAA < 1 Goto| 1 Pages

“ Caneel

+ Editing/Deleting the Group
1. Click Meeting Room > Entity Meeting Room/Virtual Meeting Room .

+h Add Group + Add Meeting Room

Group-test [4 [

= Note: If a group has subordinated groups, you cannot delete this group.

Adding Entity Meeting Rooms

You can add entity meeting rooms for users to schedule conferences.

Before you begin

If you want to add a video meeting room, you need to add a room system account/other account first, see 4dd a User
Account .

Procedure

1. Click Meeting Room > Entity Meeting Room.
2. Add a meeting room.

Add Meeting Room

*Type : Common @ Video
* Name : Video meeting room-second floor
* Group : Group-test
* Account bound : Room System Ac: 584623

If you select Video, select an account to bind with.

Related concepts
Entity Meeting Room and the Virtual Meeting Room



Adding a VMR
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You can add a VMR so users can call into the VMR to join the video conference at any time.

Procedure

1. Click Meeting Room > Virtual Meeting Room.

2. Add a meeting room.
Add Meeting Room

Basic Set Advanced Option

Common Setting

*Name :

* Alias :

*Mode :

* Conference ID :

* Password :

* Group :

* Organizer :

Moderator :

Favorites :

Sync contacts :

* Max video parties :

* Max audio-only parties :

VMR-MARY
MARY
© Discussion

Training

84652

Require Pa?‘sword Password is
334604
1502.4

( mary(2222) )
+ Add

+ Acd

Basic Settings  Advanced Option

Video port resource reservation:

* Recording Privilege:

© Moderator

Permission setting A

Max video resolution

Max content resolution :

Max call bandwidth :

Default layout

Display native video :

Content only :

Enable live caption privilege :

Mute participants upon entry :

Lock the meeting automatically:

RTMP live :

Join by IP Call :

Join with browser :

Auto recording :

Auto redialing :

Moderator & Guests

Cancel

720P/30FPS
1080P/30FPS
2Mbps
3 8 5 3
B S 3
onePlusN © Equal NxN

ao
ao

B 8
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Table 32: Introduction of the corresponding parameters

Parameter Description

Alias The call rules based on the alias will be generated after you create the VMR.
Prerequisite: Setting the IP Call and Setting H.323 Gateway are finished.

For example, if the alias of the VMR is test and the meeting room ID is
88888, the call rules will be generated automatically in the IP call service and
gateway service. Users can directly dial test@domain name to call into 88888.

En-at)le live caption | [ yoy enable this feature, the live caption is available on this VMR. You can
privilege contact Yealink technical support engineer to subscribe to this service.

Note: it is disabled by default. The voice transfer server should support this
feature. For more information about it, contact Yealink technical support

engineers.
Join by IP Call If it is enabled, the user can join the conference by IP call.
Join with browser If it is enabled, the user can join the conference by Yealink Web app.

Related concepts
Discussion Mode and Training Mode
Entity Meeting Room and the Virtual Meeting Room

Discussion Mode and Training Mode

The conference modes of VMR includes the discussion mode and the training mode.

Table 33: Discussion Mode and Training Mode

Difference Discussion Mode Training Mode

You can set any participants in the

. enterprise directory as moderators.
You can set any participants

Moderator in the enterprise directory as | Moderator | If the broadcasting interactive

moderators. feature is enabled, the moderators
are the interactive parties by
default.
Participant It refgr.s to the participants Moderators can set any rpoderators
Role who join the VMR but are not | Lecturer | or guests as lecturers during the
set as moderators. conference.

It refers to the participants who
Guest join the VMR but are not set as

moderators.
Guest

If the broadcasting interactive
feature is enabled, the guests are the
broadcasting parties by default.
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Difference Discussion Mode Training Mode

Moderators can configure the layout in the
training mode conference, they can also allow/
reject the participant application for speaking,
make the roll call, export the roll call result,
and switch the roles between lecturers and
moderators/guests.

Moderators can configure the layout
during the discussion mode conferences or
Meet Now conferences.

Moderators can edit conferences and delete conferences, and during the conference, they can
Feature also send messages, call participants, call participants from the call history, invite participants,
Privilege invite the third parties, invite participants by email, share the conference information, search
for participants, hang up participants, move the participants into the lobby, allow/reject the
participants to join the conference, mute/unmute participants, turn on/off the camera, block/
unblock the voice, enable/disable RTMP Live, switch the roles between the moderators and
guests, control the far-end camera, lock or unlock conferences, record the conference, pause/
end the recording, view the conference recording, manage the recording files, disable the link,
and end the conference.

Other participants can only view the conference details.

* The moderators can view all participants by
default. You can set the default layout, refer to
Setting the Default Layout .

If the broadcasting interactive feature

is enabled, the moderators can view all
interactive parties by default.

Moderators and guests can view all » For guests, the video images of all lecturers
participants. You can set the default are displayed in equal parts by default. If
layout, refer to Setting the Default Layout there is no lecturer, all guests can view the
reminder of waiting for the lecturer.

Layout

If the broadcasting interactive feature is
enabled, the broadcasting parties will see
that the video images of all lecturers are
displayed in equal parts by default. If there
are no lecturers, all broadcasting parties can
view the reminder of waiting for the lecturer.

All guests and moderators are muted by default.
Moderators can speak after unmuting themselves.
Guests can speak only when the moderators allow
their application for speaking.

Speaking

Rule Free speaking.

All moderators and guests can share Only moderators and lecturers can share content.

Contents
content by default. Guests cannot share content.

Related tasks
Adding a VMR
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Sending Emails to VMR Participants

If you want to create a one-off conference in the VMR, you can inform the corresponding participants by email.

Procedure

Click Meeting Room > Virtual Meeting Room.

Organization = = 1502.4
Search Selected 0
1502.4 Name Conference ID Password Group Mode Create Time
» heww wilson 23333 —_—— 1502.4 Discussion 2019/09/25

r BEE
= Virtual Meeting Room Email

b test

, i, N =2
» test@yealink.com d n 050(tianjy Othew — -

> Envyihsviy To C Y Organization

+Add “
> mertestl Search
* Subject Wilsom's conference 15024
Contacts
* Time 2019-09-26 14:30 to 2019-09-26 15:00 xpand Timezone

Room Systems
* Description Others

Hello,
You have been invited to join this video conference.
Subject: wilson

Conference ID: 23333

Join Video Conference

1) Join with browser, please access https://10.83.1.150/meeting/join/#/login?t=0syQmoC/Da8=

m Canee!

=] Note: If the account you select does not associate with a mailbox, you fail to send emails to them.

Managing Conferences

You can manage the call settings, monitor conferences, control conferences, delete conferences, and view the usage of
meeting rooms. The video conferences include scheduled conferences, Meet Now conferences and VMRs.

* Call Settings

* Controlling Conferences

*  Monitoring the Conference

* Deleting Conferences

» Viewing the Usage of Meeting Rooms

Call Settings

You can set the Call Control Policy and the Video Display Policy to improve the conference experience.

» Setting the Video and Content Resolution

» Setting the Call Bandwidth

» Configuring the Max Video Parties per Conference

»  Configuring the Max Audio-Only Parties per Conference
o Setting the Time for Joining Conference Beforehand



Enabling Auto Dialing

Enabling Audio Redialing

Enabling Mute Participants upon Entry

Setting the Audio Prompt When Participants Join or Leave Conferences
Displaying the Native Video

Setting the Last Participant Backstop Timeout

Setting the Auto End Conference Without Moderator

Enabling Content Only

Setting the Join with APP Awakened by Browser

Enabling Receiving Ringtone Receipt

Enabling External/Internal Network Access WebRTC Authentication
Enabling the Roll Call

Setting the App Push Address

Setting the QoS

Setting the Default Layout

Displaying the Participant Name

Display Participant Status

Displaying the Participant Quantity

Displaying the Audio-Only Participant

Setting the Video and Content Resolution
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Due to the limitation of the enterprise bandwidth, you can set the maximum video resolution and the maximum
content sharing resolution for a better video quality.

Global Setting:

1. Click Call Configuration > Call Control Policy.
2. Set the content and the video resolution and save it.

Max video resolution : 720P/30FPS

4K/30FPS
Max content resolution :

1080P/60FPS
Max call bandwidth : 1080P/30FPS

720P/60FPS
Max video parties per 720P/30FPS
conference :

360P/30FPS
Max content resolution : [ 1080P/30FPS

1080P/30FPS
Max call bandwidth :

1080P/15FPS
Max video parties per 1080P/SFPS
conference : 720P/30FPS
720P/15FPS
Max audio-only parties per
conference : 720P/5FPS

VMR:

1. Click Meeting Room > Virtual Meeting Room and do one of the following:

» Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting field, set the maximum content and video resolution, and save it.
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If you want to edit a VMR, click

In the Permission setting field, set the maximum content and video resolution, and save it.

Setting the Call Bandwidth

According to the limitation of the enterprise bandwidth, you can limit the media bandwidth sent by the server to
conference participants. For example, you set the call bandwidth as 2M. If the bandwidth used by a participant is 4M,
when he joins the conference and his devices negotiate with the server, the bandwidths he receives and sends are 2M.

* Global Setting:

1. Click Call Configuration > Call Control Policy.
2. In the Max call bandwidth field, select the desired bandwidth, and save it.

Max call bandwidth : 2Mbps
6Mbps
Max video parties per
conference : 5Mbps
4AMbps
Max audio-only parties per 3Mbps
conference :
2Mbps
Audio IVR language : 1.5Mbps

* VMR:
1. Click Meeting Room > Virtual Meeting Room and do one of the following:
+ Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting ficld, select the desired bandwidth, and save it.

If you want to edit a VMR, click

In the Permission setting field, select the desired bandwidth, and save it.

Configuring the Max Video Parties per Conference

You can limit the maximum video parties for a conference to reserve video port resources for other important
conferences. If the number of video parties in a conference exceeds the maximum number, users cannot place video
calls to join the conference.

* Global Setting:

1. Click Call Configuration > Call Control Policy.
2. Inthe Max video parties per conference field, enter the desired number and save it.

The default value is 1500 parties.
* VMR:

1. Click Meeting Room > Virtual Meeting Room and do one of the following:
+ Ifyou want to add a VMR, click Add Meeting Room.

Set the maximum video parties and save it. The default value is 1500 parties.

If you want to edit a VMR, click
Set the maximum video parties and save it.

The default value is 1500 parties.
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Configuring the Max Audio-Only Parties per Conference

You can limit the maximum audio-only parties for a conference to reserve audio port resources for other important
conferences. If the number of audio-only parties exceeds the maximum number, the participants cannot place an audio
call to join the conference.

* Global Setting:

1. Click Call Configuration > Call Control Policy.
2. In the Max audio-only parties per conference field, enter the desired number and save it.

The default value is 1500 parties.
* VMR:

1. Click Meeting Room > Virtual Meeting Room and do one of the following:
+ Ifyou want to add a VMR, click Add Meeting Room.

Set the maximum audio parties and save it. The default value is 1500 parties.

If you want to edit a VMR, click

Set the maximum audio parties and save it. The default value is 1500 parties.

Setting the Time for Joining Conference Beforehand
You can specify the time when users can join the scheduled conferences in advance.

Procedure

1. Click Call Configuration > Call Control Policy.
2. In the Join conference beforehand ficld, enter the desired value, and save it.

The default value is 60 minutes.

Enabling Auto Dialing

You can enable the feature of Auto dialing. When the scheduled conference begins, YMS will automatically place
invitation calls to the invited participants.

About this task

* The supported devices are PVT950/PVT980, VC880/VC800/VC500/VC400/VC200/VC120/VC110 video
conferencing system, SIP VP-T49G and VP59 IP phone, and third-party devices.

» Ifyou disable the feature of Auto dialing, it is invisible to users when they schedule conferences.

Procedure

1. Click Call Configuration > Call Control Policy.
2. Enable Auto dialing.
It is enabled by default.
3. In the Device field, select the desired device, and save it.

When scheduling conferences, if you want to invite third parties, select the check box of Third party.
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Auto dialing : m

Device : PVT950/980 V(C880/800/500 VC400 VC200

G VC120 @VCL10 [ |T49G [ VP59 [ | Third party

What to do next
Schedule a video conference and enable the feature of Auto dialing. For more information, refer to Yealink Meeting

Server User Guide.
Enabling Audio Redialing

During a conference/ VMR, you can enable this feature to redial the participant whose device is disconnected from the
server and reconnected to the server.
E Note:

» This feature is not available to the broadcasting parties.

+ Ifyou disable the feature of Auto redialing, it is invisible to users when they schedule conferences.

* Global Setting:
Before you start
Enabling Auto Dialing is finished.

1. Click Call Configuration > Call Control Policy.
2. Enable Auto redialing and save it.

What to do next

Schedule video conferences and enable Auto redialing. For more information, refer to Yealink Meeting Server
User Guide.

* VMR:
1. Click Meeting Room > Virtual Meeting Room and do one of the following:
» Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting field, enable Auto redialing, and save it.

If you want to edit a VMR, click

In the Permission setting ficld, enable Auto redialing, and save it.

Enabling Mute Participants upon Entry

If you enable the feature of Mute Participants upon Entry, the participant will be muted automatically once he joins
the conference.

B Note: If you disable this feature in the Global Setting, it is invisible to users when they schedule conferences.

* Global Setting:

1. Click Call Configuration > Call Control Policy.
2. Enable Mute Participants upon Entry and save it.

What to do next

Schedule a video conference and enable Mute Participants upon Entry. For more information, refer to Yealink
Meeting Server User Guide.
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* VMR:
1. Click Meeting Room > Virtual Meeting Room and do one of the following:
» Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting ficld, enable Mute Participants upon Entry, and save it.

If you want to edit a VMR, click

In the Permission setting field, enable Mute Participants upon Entry, and save it.

Setting the Audio Prompt When Participants Join or Leave Conferences
You can set the audio prompt for different participants.

= Note:

For scheduled conferences or Meeting Now conferences:

*  When users schedule conferences or create Meet Now conferences, if you set the audio prompt in the
Global Setting as Close, this configuration is invisible on the Conference Control page.

+ During the conference, if you change the audio prompt in the Global Setting, it affects the new scheduled
conferences and created Meet Now conferences rather than the ongoing conferences.

» For more information about setting the audio prompts when you are controlling the conference, refer to
Yealink Meeting Server User Guide.

For VMRs:

*  When adding or editing VMRS, if you set the audio prompt in the Global Setting as Close, this
configuration is invisible on the Conference Control page.

* During the conference, if you change the audio prompt in the Global Setting, it does not affect the ongoing
conferences.

* For more information about setting the audio prompts when you are controlling the conference, refer to
Controlling Conferences .

* Global Setting:

1. Click Call Configuration > Call Control Policy.
2. Set the audio prompt and save it.

Call Control Policy
entry :

Play sound when participants Close

join or leave

Display native video Only receive the prompt sound by yourself

Only participants and the host receive the prompt sound

Last participant backstop

All participants can receive the prompt sound
timeout

* VMR:
1. Click Meeting Room > Virtual Meeting Room and do one of the following:
+ Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting field, set the audio prompt, and save it.

If you want to edit a VMR, click

In the Permission setting ficld, set the audio prompt, and save it.


http://support.yealink.com/documentFront/forwardToDocumentDetailPage?documentId=167

| Managing Conferences | 145

Displaying the Native Video

If you enable this feature, you can see the native video image displayed in the MCU image. If you disable it, you can
only see the video images of other participants rather than yours in the MCU image.

* Global Setting:

1. Click Call Configuration > Call Control Policy.
2. Enable Display native video and save it.

* VMR:
1. Click Meeting Room > Virtual Meeting Room and do one of the following:
+ Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting ficld, enable Display native video, and save it.

If you want to edit a VMR, click

In the Permission setting ficld, enable Display native video, and save it.

Setting the Last Participant Backstop Timeout

You can set the length of time that a conference will continue when only one participant remains, to manage the
useless conference and free up the server resource.

Procedure

1. Click Call Configuration > Call Control Policy.
2. Enable Last participant backstop timeout.
3. Set the time and save it.

Last participant backstop @ 5
timeout :

Setting the Auto End Conference Without Moderator

When there is no moderator in the Meet Now conference, you can configure the auto-timeout to end the useless
conference and free up the server resource.

Procedure

1. Click Call Configuration > Call Control Policy.
2. Enable Auto end conference without moderator.
3. Set the time and save it.

Auto end conference without @ 1
moderator :

Enabling Content Only

If you want the device that does not support dual-stream protocol to receive the content, you can enable Content
only. When the devices share content in a call, these devices can only receive the content and the audio. If you disable
this feature, these devices can only receive video images.
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= Note: This feature does not affect the audio transmission.

* Global Setting:

1. Click Call Configuration > Call Control Policy.
2. Enable Content only and save it.

* VMR:
1. Click Meeting Room > Virtual Meeting Room and do one of the following:
+ Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting ficld, enable Enabling Content Only, account and save., and save it.

If you want to edit a VMR, click [4 .

In the Permission setting field, enable Enabling Content Only, account and save., and save it.

Setting the Join with APP Awakened by Browser

If you want to get the entrance to Yealink VC Desktop when you join the conference by browser, you can enable Join
with APP awakened by browser.

About this task
If this feature is enabled, the Home page of Yealink Web App is displayed as below:

Yealink

Welcome

LAUNCH APP

Procedure

1. Click Call Configuration > Call Control Policy.
2. Enable Join with APP awakened by browser and save it.

Enabling Receiving Ringtone Receipt

If you want to hear the Ringback Tone from the callee when you place the call via PSTN (for example, the fixed-line),
you can enable this feature.

Procedure

1. Click Call Configuration > Call Control Policy.

2. Enable Receiving ringtone receipt and save it.
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Enabling External/Internal Network Access WebRTC Authentication
If you enable this feature, users need YMS accounts and the passwords to join conferences via browser.

About this task

The page is shown as below:

Procedure

1. Click Call Configuration > Call Control Policy.

2. Enable External network access WebRTC authentication/Intranet access WebRTC authentication, and save
it.

Related information
The Configuration of Access WebRTC Authentication Is Invalid

Enabling the Roll Call

If you enable this feature, during the roll call, the called party is unmuted by default. If other participants do not want
to hear the voice of the called party who is muted at that moment, you can disable this feature.

B Note: This feature is only applicable to the training mode conference.

* Global Setting:

1. Click Call Configuration > Call Control Policy.
2. Enable Roll call setting and save it.

What to do next

When controlling conferences, the moderators can call the roll. For more information, refer to Yealink Meeting
Server User Guide.

* VMR:
1. Click Meeting Room > Virtual Meeting Room and do one of the following:
+ Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting ficld, enable Roll call setting, and save it.

If you want to edit a VMR, click
In the Permission setting field, enable Roll call setting, and save it.
What to do next

When controlling conferences, the moderators can call the roll. For more information, refer to Controlling
Conferences .
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Setting the App Push Address

You can configure the iOS push address so the user can receive the incoming calls or conference notifications when
Yealink VC Mobile for iOS is running in the background or exited.

About this task
A YMS account is registered on Yealink VC Mobile for iOS.

Procedure

1. Click Call Configuration > Call Control Policy.
2. In the App push address field, enter the address, and save it.
The default value is https.//ios.push.yealinkvc.com:8443.

Setting the QoS

You can set Differentiated Services Code Points (DSCP) for the audio or video packets, which can be used to adjust
the traffic and modify the flaw when transmitting the audio and video packets. The DSCP value should be consistent
with the one set in the switch or the one set in the network topology, to ensure that the data packet is not lost during
the transmission.

Procedure

1. Click Call Configuration > Call Control Policy.

2. Enter the corresponding value in the Video QoS field.
The default value is 34.

3. Enter the corresponding value in the Audio QoS field and save it.
The default value is 63.

Setting the Default Layout
You can set the conference default layout, and the MCU image received by the participants is subject to the default
layout you set.
E Note:
For scheduled conferences or Meeting Now conferences:

*  When users schedule conferences or create Meet Now conferences, the default layout of the Conference
Control page is the same as the one you set in the Global Setting.

* During the conference, if you change the default layout in the Global Setting, it affects the new scheduled
conferences and created Meet Now conferences rather than the ongoing conferences.

» For more information about setting the default layout when you are controlling the conference, refer to
Yealink Meeting Server User GuideYealink Unified Communication User Guide.
For VMRs:

*  When adding or editing VMRs, the default layout of the Conference Control page is the same as the one
you set in the Global Setting.

* During the conference, if you change the default layout in the Global Setting, it does not affect the
ongoing conferences.

* For more information about setting the default layout when you are controlling the conference, refer to
Controlling Conferences .

* Global Setting:
1. Click Call Configuration > Video Control Policy.


http://support.yealink.com/documentFront/forwardToDocumentDetailPage?documentId=167
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

| Managing Conferences | 149

Layout Settings

Default layout : b § &
5 § 5 §
onePlusN © Equal NxN

Equal NxN : 44

When the number of videos exceed the maximum, every 20

seconds polling once :
© Single video switches

Full screen switches

Voice activated time : | 25

Table 34: Introduction of the corresponding parameters

Parameter Description

I+N In the video layout of 1+N, if the number of current participants

exceeds the maximum number of the video images per screen,
the system will switch among the video images of participants
automatically.

Equal NxN In the video layout of Equal NxN, if the number of current participants

exceeds the maximum number of the video images per screen,
the system will switch among the video images of participants
automatically.

Voice activated The system will automatically identify the speaking participant if he
speaker continues speaking during the preconfigured voice-activated time.

For 1+N, the video image of the speaking participant is enlarged to a
large window, and the video images of other participants are reduced to
thumbnails. For Equal NxN, his video image is circled with a yellow
frame.

* VMR:
1. Click Meeting Room > Virtual Meeting Room and do one of the following:
+ Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting field, set the default layout.

If you want to edit a VMR, click

In the Permission setting field, set the default layout.
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Default layout : b 3 b 8
b & b &
onePlusN © Equal NxN

Displaying the Participant Name

To display the participant name in the MCU video image, you can enable this feature.

About this task

»  When users schedule conferences or create Meet Now conferences, if you disable this feature, this configuration is
invisible to the Conference Control page, and the MCU video image will not display the participant name.

» During the conference, if you enable this feature, the Conference Control page will display the configuration.

» During the conference, if you disable this feature, this configuration is invisible to the Conference Control page,
and the MCU video image will not display the participant name.

» During the conference, if you edit the display position, it affects the new scheduled conferences, created Meet
Now conferences, and created VMRS rather than the ongoing conferences.

For more information about setting the participant name when you are controlling the conference, refer to Yealink
Meeting Server User Guide.

Procedure

1. Click Call Configuration > Video Display Policy.
2. Set the parameter and save it.

Display Settings

Display participant name : m

Location selection : Top left

© Top center

Bottom left

Bottom center

Display Participant Status

If you want to view the status in the MCU image, for example, the participant is muted or blocked, you can enable
Display participant status.

About this task

*  When users schedule conferences and create Meet Now conferences, if you disable this feature, this configuration
is invisible to the Conference Control page, and the MCU video image will not display the participant status.

* During the conference, if you enable this feature, the Conference Control page will display the configuration.

» During the conference, if you disable this feature, this configuration is invisible to the Conference Control page,
and the MCU video image will not display the participant status.

For more information about setting the participant status when you are controlling the conference, refer to Yealink
Meeting Server User Guide.
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Procedure

1. Click Call Configuration > Video Display Policy.

2. Enable Display participant name and save it.

Displaying the Participant Quantity
If you want to view the number of participants that join the conference by audio or video, you can enable the Display
Participant Quantity.

Procedure

1.

Click Call Configuration > Video Display Policy.

2. Enable Display participant quantity and save it.

Display participant m:)

quantity :

Type : Video Audio

Displaying the Audio-Only Participant
If you want to display the video images of audio-only participants in the MCU image, you can enable Display audio-
only participants.

Procedure

1.
2.

Click Call Configuration > Video Display Policy.

Enable Display the audio-only participants and save it.

Controlling Conferences

You can monitor the VMRs, the ongoing conference (including Meet Now conference, scheduled conferences, and
VMRs), and the scheduled conference that can join in advance (refer to Setting the Time for Joining Conference
Beforehand ). The conference control includes configuring the conference layout, configuring messages, managing
conference participants, and more.

Procedure

1.
2.
3.

Click Conference > Conference Control.
Select Ongoing, Scheduled, and VMR.

Lo

Do the desired operation. For more information, refer to Yealink Meeting Server User Guide.

On the right side of the desired conference, click to go to the Conference Control page.
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Monitoring the Conference

You can monitor the VMRs, the ongoing conference (including Meet Now conference, scheduled conferences, and
VMRs), and the scheduled conference that can join in advance (refer to Setting the Time for Joining Conference
Beforehand ). You can subscribe to this service from Yealink technical support engineers.

If you go to the Conference Monitoring page, you can view the video and the shared contents, listen to the
participants but you are not displayed in the MCU image and included in the participant list.

* Going to the Conference Monitoring Page

» Selecting an Audio Output Device

*  Adjusting the Output Volume

»  Changing the Display Language

»  Configure the Video Images in Equal NxN

o Setting the Video Carousel

» Displaying a Participant in a Full Screen/Exiting the Full Screen
*  Scaling the Video Image

* Hiding/Showing the Conference Video

»  Switching Between the Video Window and the Content Window

» Displaying the Conference Monitoring Page in a Full Screen/Exiting the Full Screen

Going to the Conference Monitoring Page
If you want to monitor the conference, you need to go to the Conference Monitoring page first.

Procedure

1. Click Conference > Conference Control.
2. Select Ongoing, Scheduled, and VMR.

3. On the right side of the desired conference, click @ to go to the Conference Monitoring page.

Selecting an Audio Output Device

If you use the new audio or video device during a conference, the new device will not be enabled automatically. You
need manually enable the new audio or video device.

Before you begin
Go to the Conference Monitoring page.
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Procedure

1. Click Settings.
2. Select the available device from the drop-down menu of the Audio Output.

3. Click Play test sound, and you can adjust the volume when the music is playing.

Adjusting the Output Volume

Before you begin
Go to the Conference Monitoring page.

Procedure
1. Click Settings.
2. In the Volume field, drag the adjuster to the desired value.
The device volume you adjust is only applicable to the people who monitor the conference.
3. Click the icon below to mute the device.

Settings

Audio Output

b 5 defaultfofs7dea3s0126¢1 41905009101 a

Participants

(») Play test sound
Volume

Scale Video to Fit View

Changing the Display Language
The supported languages are Simplified Chinese, Traditional Chinese, English, Russian, Polish, Spanish and
Portuguese.

Before you begin
Go to the Conference Monitoring page.

Procedure

1. Click Settings.
2. Select the desired language from the drop-down menu of Language Setting.

Configure the Video Images in Equal NxN

Before you begin
Go to the Conference Monitoring page.

Procedure

1. Click Layout.
2. Select the desired value from the drop-down menu of Equal NxN.
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The default value is 4x4.
3. Click SAVE.

Setting the Video Carousel

If the number of participants exceeds the maximum number of video images per screen, you can enable the video
carousel, and the system will switch among the video images of the participants automatically.

Before you begin
Go to the Conference Monitoring page.

Procedure

1. Click Layout.
Enable Video carousel.

N

Select videos switch or Full screen switches.
Click SAVE.

=

Displaying a Participant in a Full Screen/Exiting the Full Screen

Before you begin
Go to the Conference Monitoring page.

Procedure

1. Click Participants.
2. On the right of the desired participant, click Zoom In.
3. Do one of the following:
» Click Participant’s view, and you can view the local video of this participant enlarged to a large window.

* Click Participant’s video, and you can view the MCU image applied to this participant enlarged to a large
window.

The appears beside the participant after you zoom the participant in.

If you want to toggle the full-screen mode, click , and select Switch to participant’s video/Switch to
participant’s view; if you want to exit the full-screen mode, click Zoom Quit.

Scaling the Video Image

When you click an item such as Settings on the menu bar, the pop-up pane may cover some parts of the video image.
Therefore, you can enable Scale Video to Fit View to get a better visual experience.

Before you begin
Go to the Conference Monitoring page.

Procedure

1. Click Settings.
2. Enable Scale Video to Fit View.
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Hiding/Showing the Conference Video

You can hide or display the conference video.

Before you begin
Go to the Conference Monitoring page.

About this task

By default, when participants are sharing content, the received content is displayed in a large window, and the main
video window is reduced to a thumbnail in the bottom-left corner.

Procedure

Click in the top-right corner of the main video window or click Remote video in the bottom-left corner of the
screen.

Switching Between the Video Window and the Content Window

By default, when participants are sharing content, the received content is displayed in a large window, and the main
video is reduced to a thumbnail in the bottom-left corner.

Before you begin
Go to the Conference Monitoring page.

About this task

To view the conference video more clearly, you can display the conference video in the large window.

Procedure

Click the conference video displayed as a thumbnail.

The main video will be displayed in a large window, and the received content is displayed in a thumbnail in the
bottom-left corner.

Displaying the Conference Monitoring Page in a Full Screen/Exiting the Full Screen

You can display the Conference Monitoring page in a full screen or not.

Before you begin
Go to the Conference Monitoring page.

About this task
By default, the conference video is displayed in a window.

Procedure
Do one of the following:

* Click Full Screen/Exit Full Screen.
* Double click the large window to toggle the full-screen mode.
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Deleting Conferences

You can delete the ongoing conference and the scheduled conference that can join in advance (refer to Setting the
Time for Joining Conference Beforehand ).

About this task
If you delete an ongoing conference, the conference ends immediately.

Procedure

1. Click Conference > Conference Control > Ongoing/Scheduled.

2. =
On the right side of the desired conference, click W .

3. If you want to delete the recurrence conference, click Cancel occurrence/Cancel series.
4. If you want to delete a single conference, click OK.

Viewing the Usage of Meeting Rooms

You can view the details of the free entity meeting rooms and the occupied meeting rooms to know the usage of
meeting rooms.

Procedure

Click Conference > Meeting Room Usage.

Yealink Yealink Meeting Server | 7est2

Meeting Room Usage

Monica’ s video conference
Test-2 All meeting rooms

1 I 1 I I I I
330 11:00 | [D:200280 Password:220492 1400 1430 1500 1530 1600 1630 1700 17

Managing Conference Statistics

You can view the MCU resource and the historical statistics of YMS, you can also view the records of different call
types.

»  Viewing the MCU Resource
»  Viewing the Conference Statistics
»  Viewing the Call History
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Viewing the MCU Resource

You can view the maximum number of the concurrent ports, the usage of the video, the broadcast, and the audio-only
ports.

Procedure
Click Statistics > MCU Resource.

MCU Resource B 2018-11-05 - 2018-12-05

VICEL LT Broadcast Port | Audio-only Port

Current Port Usage

Port capacity : 50
Valid until : 2019/01/14

@ used: 0 0%

Available : 50 Used

You can view the max concurrent
ports by hovering your mouse on

Max Concurrent Ports in History the bar chart.
3
25
2
15
1 Drag the bar to adjust the date.
deo entp
Date
2018-11-17 2018-11-18 2018-11-19 2018-11-20 |4 2018-11-21 2018-11-22 2018-11-23 ;|7018'1er4 2018-11-25 2018-11-26

Viewing the Conference Statistics

You can view the call duration and the times.

Procedure
Click Statistics > Historical Statistics.

Historical Statistics @ 2018-11-04 - 2018-12-04
call Duration You can view the call statistics by
hovering your mouse on the bar chart.
Times You can go to the Cal Detail Record

E

page by clicking the bar chart and view
the call details.

Drag the bar to adjust the date.

Total call times : 153 —P2P Call : 8

@ r2p Call

@ scheduled

0 Meet Now Now - 64 YOU can view the proportion of each

. vvr conference by hovering your mouse on the
Scheduled : 62 explored doughnut chart. You can go to

the Cal Detail Record page by clicking the
doughnut chart and view the call details.

Related tasks
Viewing the Call History
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Viewing the Call History

If you want to know the detailed information of the call or the conference, for example, the participants, you can view
the call history.

Procedure
1. Click Statistics > CDR.

2. Select the desired period.
3. Select Video Conference or P2P.
4. Do the following:
Click @ on the right side of the desired conference to view the participant information.
Click b on the right side of the desired conference, to export the statistics to your computer to view the
participant information.
» Ifyou want to view conferences or calls of the specified type in the specified period, click Export to export
them to your computer.
Related tasks

Viewing the Conference Statistics

Managing Devices

You can manage YMS-registered devices on YMS, including viewing the device statistics, viewing the device details,
adding groups for devices, adding/editing/pushing/deleting/exporting configuration, adding/editing/pushing/deleting/
downloading configuration, rebooting devices, resetting devices to factory settings, capturing packets, exporting logs,
managing T49 devices and so on.

You need to contact Yealink technical support engineers to enable these features except for managing the T49 devices.

*  Prerequisites for the Devices Automatically Connected to YMS
*  Device Status

*  Managing Devices by Groups (Optional)

*  Pushing the Configuration

*  Pushing Firmware

* Diagnosing Devices

*  Managing T49 Devices

Prerequisites for the Devices Automatically Connected to YMS

YMS-registered devices can automatically be connected to the YMS device management platform. However, they
should meet the prerequisites.

Table 35: Prerequisites for the Devices Automatically Connected to YMS

Prerequisites

YMS Version 23.0.0.11 or later.

For YMS 1.X version, you need to upgrade it to YMS 2.X version first
and then upgrade YMS 2.X to version 23.0.0.11.
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Prerequisites

Supported Device and Its Version [ PVT980/PVT950: 1345.32.0.40 or later

VC880/VC800/VC500: 63.32.0.40 or later

VC200: 80.32.0.40 or later

VP59: 91.332.0.19 or later

Device Status

You can familiarize yourself with the following status when YMS-registered devices are connected to YMS.

» Offline: the device is disconnected from YMS. The reason might be the device being powered off, or being
disconnected from the network, or others.

» Registered: the device is connected to YMS, and a YMS Account is registered on the device.
» Unregistered: the device is connected to YMS, but the YMS account is signed out.

B Note: YMS will refresh the device status every 5 minutes.

Managing Devices by Groups (Optional)

If you are used to managing the devices by groups, you can create groups.

Procedure

1. Click Device management > Group management.

2. Add a group.

Add Group

* Group Test-3-4
name

Group
Description

3. Go to the Device management page.



Device management

6Ic(led9 T Delete

MACHH4E

001565c06d62
805ec060344e
805ec0007b6d
805ec0602b23
001565c06da8

Model

V(800

V(800

V(800

VC800

VC800

Update configuration file

Firmware version

63.4

634

634

634

634

Pushing the Configuration

o

* Select
group

Group

Test-3-4

upe You can select the devices by setting the filter
Device status Account P
Edit groups 10.81.47.51
10.8141.8
10.81.40.15
10.81.32.27
10.81.6.68

m cancel
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, such as the model or the group.

Operation

o

m

m

About this task

Before pushing the configuration, you need to know the device status first (Device Status ):

*  When the device is in a call, the configuration will not be pushed until the call is finished.
*  When the device is offline, the configuration cannot be pushed.
*  When the device is unregistered or registered, the configuration will be pushed.

Procedure

1. Click Device management > Configuration management.

2. Add the configuration.

Add Configuration

* Configuration name

Description

Configuration_for_VC800

Note: You can set the parameters of the template by editing CFG text. Please follow the format "key=value" to edit, one line for each parameter. As follows:

staticlang.gui = Chinese_S

features.hotline_delay=8

camera.blue_gain=60
camera.contrast=73

3. Do one of the following:

Cancel

* On the page of Configuration management, click Push configurations on the right side of the added
configuration to go to the page of Push configurations.



Push configurations < cancel

Execution time:
Immediately @ Timing

Please the device for pushing:

2019-08-26 20:22:44

All devices @) Customize device

MAC address

001565c06d62
805ec060344e
805ec0007bbd
805ec0602b23
001565c06da8
805ec0603c3f

001565f2d11e

805ec006d17b

Madel

VC800

VC800

V(800

VC800

VC800

VC800

VC800

VC800

You can select the devices by setting the filter, such as the model or the group

Cancel

* Go to the Device management page.

Device management

@

MACHE
001565c06d62
805ec060344e
805ec0007b6d
805ec0602b23
001565c06da8d

Pushing Firmware

Model

VC800

V(800

V(800

V(800

V(800

Firmware version Group Device status Account
63.41.0.1 Registered 1303
63.41.254.14 Unregistered 8551
63.41.254.268 Offline 1051
63.41.251.167 —_ Offline 2005
63.41.254.81 — Offline 2888
63.40.0.35 —_ Offline 8748
63.40.0.35 — Offline 1305
63.40.0.35 —— Offline 8748

Firmware version

3]

file

Group Device status Account P
Update configuration file 10.8147.51
10.81.41.8
* Configuration Configuration_for_VC800
10.81.40.15
10.81.32.27
10.81.6.68

m Gancel
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elected 9 | Delete Edit groups Update configuration file L You can select the devices by setting the filter, such as the model or the group.

Operation

B

You can push a firmware to upgrade an old firmware or downgrade a new firmware.

About this task

Before pushing the firmware, you need to know the device status first (Device Status ):

*  When the device is in a call, the firmware will not be pushed until the call is finished.

*  When the device is offline, the configuration cannot be pushed.

*  When the device is unregistered or registered, the firmware will be pushed.

Procedure

1. Click Device management > Firmware management.

2. Add the firmware.



3. Do one of the following:

Add firmware

*Select file :

Firmware name :

Version :

Supported model :

Description :

1t Reupload

Rom file only, no more than 500 MB

[ VP59-91.332.0.5.rom

VP59-91.332.0.5.rom

91.332.0.5

Save ‘ Cancel ‘
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On the page of Firmware management, click Push firmware on the right side of the added firmware to go to
the page of Push firmware.

Push firmware © cance

Attention: If the device is connected with any accessory and the accessory's firmware is not latest version, it will also be upgraded.
Execution time:

Immediately @) Timing
Please the device for pushing:

All corresponding models @ Customize device

MAC address <

001565abac59

805ec0378bd5

001565918530

805ec03bc281

805ec03bb755

001565262635

805ec0378ba7

805ec0378bd7

(5 2019-08-26 20:25:51

Model ~

VP59
VP59
VP59
VP59
VP59
VP59
VP59

VP59

You can select the devices by setting the filter, such as the model or the group

Cancel

Go to the Device management page.

Firmware version &

91.332125.3

91.332.0.5

91.3320.10

91.332.0.10

91.332.125.201

91.332.125.252

91.3320.10

91.3320.10

Group

Device status

Registered
Unregistered
Offline
Offline
Offline
Offline
Offline

Offline

Account =

2006

3333

2010

2224

7002
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Device management

You can select the devices by setting the

geded 9 | @ Delete Edit groups Update configuration file Restart Restore to factory setting | filter, such as the model or the group
— Firmware version
MACHEHE 4 Model Group Device status Account + P Operation
001565c06d62 V800 63.41.0.1 Update firmware 1.47.51 =]
805ec060344e VC800 63.41.25¢ 1418 B
* Please select the VP59-91.332.0.5.rom
805ec0007b6d VIC800 63.41.25¢ firmware of VP59 1.40.15 B
5 3 3 5] 3227 ]
805ec060202 vesoo 634125 Attention: If the device is connected with any accessory and the accessory's firmware is 322 &
\ o . .
001565c06da8 \VC800 63.41.25¢ not latest version, it will also be upgraded. 1668 B
- =N -
When problems occur to the devices, you can diagnose the device via YMS.
Procedure
1. .
Click Device management >
. . . .
2. In the Diagnosis tool field, select the desired method, and click OK.
Device details « cancel
MAC address : 001565f4ced2 Firmware version : 63.41.254.79 Device model : VC500
Device status : Registered Device account : 2555 Group : [ --
IP:10.816.72 Subnet Mask : 255.255.254.0 WIFI status : Close
IPv6 : Close Bluetooth status : Close VPN status : (== - . .
The exported configuration includes:
Camera status : Enable Most recent reporting time : 2019/08/26 18:18 the reported co nfiguration *
i i i i i i and the pushed configuration.
Diagnosis tool Applicable to devices and its accessories Only appll:abl\e to devices. P! g
~ 1 f |
% @ & E )
Restart Restore to factory setting Capture packets Export logs Export configuration file
iy exporedogs
File Name Size (Mb) Modification time Operation
Packet_001565f4ce42_20190826202501.pcap 013 2019/08/26 20:28 s §

*The reported configuration includes: Wi-Fi, language, basic settings, and so on.

Managing T49 Devices

You can upgrade the firmware, enable the device log, or export the device log.
* Pushing Firmware

1. Click Device management > Old device management > Device Upgrade.
2. Click Add to add firmware.
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Add Device Firmware

Select a file : 1t Reupload

Only .rom format file is available

= T49-51.25.0.30.rom ()

Accessory firmware :

select the accessory firmware with the

3. Select the Enable check box and enable Up to Date.

Device Upgrade Device Log

S

Selected 0

You can also click & to update the firmware immediately.
File Name Version Model Upload Time to Date Operation
T49-51.25.0.25.rom 51.25.0.25 T49G 2019/08/12 16:12 £}
T49-51.25.0.30.r0m 51.25.0.30 T49G 2019/07/30 15:43 D
VP59-91.41.1.10.r0m 91.41.1.10 VP59 2019/08/15 17:28 &
Select all pages Total 3 10/page < 1 Goto| 1 Pages

Results: YMS will push the newest version to the device if the version of the device firmware is lower than the
new one.

* Enabling the Device Log
After you enable the device log, the device will upload the log automatically.

1. Click Device management > Old device management > Device Log.
2. Select the Enable check box.

Device Upgrade Device Log

Export log time: 2019-08-26 20:00 - 2019-08-26 21:00
Name Account Device Model IP Address Online/Offline Operation
No data
Total 0 10/page < Goto| 1 Pages

* Exporting the Device Log

1. Click Device management > Old device management > Device Log.

4

Select the time and click = .
= Note:

* Only the logs in the past 7 days will be saved and can be exported. Besides, you cannot select the start date
and the end date across two different months.

» If the page prompts the file does not exist, it means that there is no device log during the time.



| Integrating YMS with Other Servers | 165

Integrating YMS with Other Servers

»  Communicating with the PSTN

»  Communicating with Skype for Business Server

*  Communicating with Another YMS or Third-Party PBX (Peer Trunk)

*  Communicating with Another YMS or Third-Party PBX (Registration Trunk)
» Setting Alibaba Cloud RTMP Live

* FEnabling Conference Recording (Third-Party Recording Server)

Communicating with the PSTN

To communicate with the device in PSTN, for example, the mobile phone or the fixed-line, Setting the PSTN Gateway
Service and Adding a Call Routing Rule need to be done. After the configuration, YMS users can call the phone
number/fixed-line, invite them to join the conference. On the contrary, users can use their mobile phone or IP phone
to go to the YMS IVR.

For more information about the configuration on YMS and third-party PSTN, refer to Yealink SIP Trunk Deployment
Guide.

» Setting the PSTN Gateway Service
* PSTN Example

Related concepts
Common Regular Expressions and Replacement Strings

Setting the PSTN Gateway Service

Procedure

1. Click Service > SIP Service > PSTN Gateway Service.
2. Add a PSTN gateway service.
3. Configure the basic parameters.

Enabled : @
* Name : PSTN
* Node : Default(10.83.1.152)
* Network : 10.83.1.152 (Enabled)

et these parameters of YMS on the PS gateway you want to connect to.
* Port : 5065
* Gateway address : 10.1.10.121

Set the parameters of the PSTN gateway you want to connect tc

* Gateway port : 5060
* Transport protocol : ubpP

4. Optional: Configure the security policy.
For adding a security group, seeddding a Security Group


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Enable security policy m

Allow the IP address in this group to call into.
Mode : © Whitelist Blacklist

Refuse the IP address in this group to call into.
Security Group

Please select the security group
test 1 X

=+ Add Security Group

5. Configure the outgoing call rule.

Outgoing call rule
Callee regex replace

Priority : Call tch
riority SRR string : Matches 11-digit number.
SIP account 3802 can call
1 rd()@ $1@10.1.10.121 X 13250789940 via PSTN gateway
10.1.10.121.
‘ + Add
6. Configure the incoming call rule.
Incoming call rule
Callee regex replace
Priority : Callee regex match : ) Mobile phone user 13250789940 can
string : dial the PSTN number 0592-
3792232 to go to YMS conference
| 1 +@ main_ivr@wc.cc X lobby whose domain name is we.cc.
+ Add ‘
Caller regex replace
Priority : Caller regex match :
string :
| 1 +@ 88888@wc.cc X Make the caller ID as 88888 rather
than the mobile phone number.
+ Add ‘

7. Save the configuration.

PSTN Example

Matches 11-digit number
For example, A(\d{11)@

-
*— § _ Route the matched number to the desired PSTN gateway: $1@domain (PSTN domain name)
Incoming regex replace string For example, $1@10.1.10.121

Incoming regex match

'
'
3801 E
Call phone number YMS | PSTN
13250789940 !
we.cc ! 10.1.10.121
Routing rule Outgoing rule Routing rule of
the Gateway

Call phone number :
13250789940 Incoming rule

Call the gateway number

‘________-I i

E Call the gateway number, 0592-3792232
0592-3792232 '\
3802 Q

13250789940

Matches any number

Incoming regex match For example, .+@

Route the incoming call to YMS IVR service: main_ivr@domain (YMS domain name)
Incoming regex replace string. For example, main_ivi@we.cc

Matches any number
Caller regex match For example, .+ @

Through the incoming rule, the call ID of the incoming call will be replaced as **+*@domain (YMS domain name)
Caller regex replace string  For example, 88888@wc.cc

¢ Situation

*  YMS users call PSTN users, for example, SIP account 3802 dials 13250789940 to call PSTN user.
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* PSTN users call YMS users, for example, PSTN user 13250789940 dials 0592-3792232 to go to the

conference lobby of YMS (SIP trunk IVR). You can make the caller ID as 88888 rather than the mobile phone
number.

* The configurations are as below:

* Enable the PSTN gateway service on server wc.cc
+ Set the outgoing call rule, the incoming call rule, and the call routing on server wc.cc

QOutgoing call rule

Callee regex replace

Priority : Callee regex match :
string :
1 “(d{1h@ $1@10.1.0.121 X
=+ Add
Incoming call rule
Callee regex replace
Priority : Callee regex match :
string :
1 +@ main_ivr@wc cc X
+ Add
Caller regex replace
Priority : Caller regex match :
string :
1 +@ 83383@wc.cc X
=+ Add
Call Routing
Selected 0
Name Priority Destination match Call Target/Out Location Enabled Operation
g trunk 1 AS55(\d+)@
" 1 A030 Jis! k m
dd 1 A10086
PSTN 1 AndL)@ STN / PSTN [one) [£

IP call 2 2 Aconf P =t [z

zhibo 3 710086 P PEIE |

Select all pages Total 6 10/page < 1 Goto 1 Pages

» Configure the PSTN gateway. You can contact your service provider for details.

Communicating with Skype for Business Server

YMS can communicate with the local Skype for Business (SfB) server, Microsoft Office 365, and SfB servers of
other enterprises.

= Note: SfB 2016 and 2015 are supported by YMS.

For more information about the configuration and the usage of YMS and Skype for Business server, refer to
Yealink Meeting Server and Skype for Business Deployment Guide.

»  Communicating with the Local SfB Server
»  Communicating with Microsoft Office 365


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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*  Communicating with Other Enterprise SfB Servers
» Setting the SFB Gateway
o Setting the SfB Gateway Media Service

Communicating with the Local SfB Server
To make the YMS and SfB in the intranet communicate with each other and the user in the intranet use both of them,
you can deploy YMS to communicate with the SfB.

To communicate with the local SfB server, you need to do the following steps: Setting the Local SfB Server ,
Importing the TLS Certificate , Setting the SFB Gateway , Setting the SfB Gateway Media Service , and Adding a
Call Routing Rule .

Intranet

SfB Front End .
YMS - - SfB Gateway ™ . -l | SfB Client

YMS Local 5fB server

o Setting the Local SfB Server

Setting the Local SfB Server
If you need your YMS to communicate with the local SfB server, you can follow the steps below to add YMS to the
SfB server topology in the SfB front-end server.

About this task

Take the local environment as an example, you need to run the example command below to complete the
configuration:

» Ifyouuse YMS cluster version and you plan to use the business node in YMS to connect to SfB, the FQDN of
this node is sfb1.5060.space and the A record of this business node is added to the DNS server.

* The FQDN of the SfB Front-End Pool is xiamenpool.xiamen.yealinksfb.com, and the A record of this SfB pool is
added to the DNS server.

Procedure

Run the command below to add YMS to the Front-End Pool generated by SfB server via powershell:
Note that only the accounts in the Front-End Pool can communicate with YMS.

For more information about the command, refer to Attps.//docs.microsoft.com/en-us/powershell/module/skype/?
view=skype-ps.

Table 36:

Procedure Command Syntax description

1. Get the Site | Get-CsSite None
ID of SfB
Front-End
Pool.



https://docs.microsoft.com/en-us/powershell/module/skype/?view=skype-ps
https://docs.microsoft.com/en-us/powershell/module/skype/?view=skype-ps
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Procedure Command Syntax description

.2- Ad}‘li YMS q New-CsTrustedApplicationPool -Identity Syntax explanation:

into the trusted | <yMS DNS FQDN > -ComputerFqdn .

application | < yMS DNS FQDN > -Registrar <Front 'Flggﬁ"oyf tizf$§j§herilNSthat
pool created by | End Pool DNS FQDN> -Site < Site ID> - group

the SB server.

RequiresReplication $false -ThrottleAsServer
$true -TreatAsAuthenticated $true

Example command:

New-CsTrustedApplicationPool -Identity
stb1.5060.space -ComputerFqdn
sfb1.5060.space

-Registrar xiamenpool.xiamen.yealinksfb.com
-Site 5 -RequiresReplication $false -
ThrottleAsServer $true -TreatAsAuthenticated
$true

belongs to the trusted application
pool.

-ComputerFqdn: defines the
DNS FQDN of the YMS which
communicates with the SfB in
the trusted application pool.

The name of the trusted
application pool should be
consistent with the name of
YMS, because when integrating
SfB with YMS, there is only one
YMS.

-Registrar: defines the DNS
FQDN of the SfB Front-End
Pool to which this trusted
application pool belongs.

-Site: defines the SfB Site ID to
which this trusted application
pool belongs. Run command
Get-CsSite to get the Site ID.

Others are the same as the
default value.

Note: When creating a trusted
application pool (and a trusted
application computer in the
next step) in this way, SfB/
Lync will issue a warning
state: ""WARNING: Machine
sfb1.5060.space from the
topology you are publishing
was not found in Active
Directory and will result

in errors during Enable-
CsTopology as it tries to
prepare Active Directory
entries for the topology
machines." This warning can be
safely ignored as YMS is non-
domain-joined, and you should
answer Yes to this warning.
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Procedure Command Syntax description

3. Add New-CsTrustedApplication -ApplicationId Syntax explanation:

other trusted <Application ID> -TrustedApplicationPoolFqdn . )

applications | <yMS DNS FQDN> -Port <Available Port> “Applicationld: defines a

to the trusted friendly identifier for the YMS

application Example command: devices. Y_oq can 'customize the

pool. New-CsTrustedApplication -ApplicationId name and it is unique.

sfbl -TrustedApplicationPoolFqdn -TrustedApplicationPoolFqdn:
sfb1.5060.space.space -Port 5067 defines the trusted application

pool to which this YMS belongs.
-Port: defines the source port
on YMS that communicates
with SfB server. It can be any
unoccupied port from 0 to
65535. The default port is 5067
in YMS, and we recommend
that the Port you configure is
consistent with the port in YMS.

4. View Get-CsTrustedApplication None

the trusted

application

to ensure that

YMS is added

to the trusted

application

pool.

5. View Get-CsStaticRoutingConfiguration None

information

about whether
or not there is
the registrar
to which you
want to add
static routing
configuration.
If there is

no existing
Identity that
matches

the desired
registrar,

run the next
command.

6. Create a new
static routing
configuration
for the desired
registrar.

New- CsStaticRoutingConfiguration —Identity
"Service:Registar: <Front End Pool DNS
FQDN>"

Example command:

New- CsStaticRoutingConfiguration —Identity
"Service:Registrar:xiamenpool.xiamen.yealinksfb.c

Syntax explanation:

-Identity: defines the registrar
to which we want to apply the
static route object.

n

om
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Procedure

Command

Syntax description

7. Create the
static SIP
domain route,
and associate
this route
with a trusted
application.

$newroute = New-CsStaticRoute -TLSRoute -
Destination<YMS DNS FQDN> -Port <YMS
Port> -MatchUri < YMS DNS FQDN> -
UseDefaultCertificate $true

Example command:

$newroute = New-CsStaticRoute -TLSRoute
-Destination "sfb1.5060.space" -Port

5067 -MatchUri "sfb1.5060.space" -
UseDefaultCertificate $true

Syntax explanation:

-Destination: defines the YMS
DNS FQDN where SfB should
send SIP requests matching the
domain specified in -MatchUri.

-Port: defines the source port
on YMS that communicates
with SfB server. It can be any
unoccupied port from 0 to
65535. The default port is 5067
in YMS, and we recommend
that the Port you configure is
consistent with the port in YMS.

-MatchUri: defines the matched
YMS DNS FQDN.

8. Apply your
required static
route to your

Set-CsStaticRoutingConfiguration -Identity
"Service:Registar: <Front End Pool DNS
FQDN>" -Route @ {Add=$newroute}

Syntax explanation:

-Identity: defines the registrar
to which we want to apply the

new topology.

registrars'

static routing | Example command: static route object.

configuration. | Set.CsStaticRoutingConfiguration -Identity Others are the same as the
"Service:Registrar:xiamenpool.xiamen.yealinksfb.cpaefault value.
-Route @ {Add=$newroute}

9. View all Get-CsStaticRoutingConfiguration | Select-Object | None

routes in your | -ExpandProperty Route

static routing

configuration

to ensure

that your

required static

route is added

successfully.

10. Enable the | Enable-CsTopology None

Communicating with Microsoft Office 365

To communicate with Microsoft Office 365, you need to do the following: Setting Microsoft Office 365 , Importing
the TLS Certificate , Setting the SFB Gateway , Setting the SfB Gateway Media Service , and Adding a Call Routing

Rule .

Note that you need to enable the federation on Microsoft Office 365.
»  Setting Microsoft Office 365

Setting Microsoft Office 365

Procedure

1. Make sure that the SRV record and the A record of YMS and SfB are configured on the public DNS server.
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. Ifyou add a domain name in Office 365, and use the suffix of the added domain name to build a federation with
YMS, you need to add CNAME record and SRV record to the DNS server which the added domain belongs to.

. Ifyou use the suffix onmicrosoft.com of Office 365 or use the suffix of the added domain name to build a
federation with YMS, you can do one of the following to check whether the external access is allowed:

» Ifyou use the legacy portal of Office 365 and want to create the federation between Office365 and all the
external YMSs, you need to select On except for blocked domains in the External access field on Office
365.

Office 365 | Admin Q@ 7 M

Skype for Business admin center

organization

» Ifyou use the legacy portal of Office 365 and want to create the federation between Office 365 and one YMS,
you need to select On only for allowed domains in the External access field on Office 365. Besides, the DNS
FQDN of YMS is added to the allowed domain.

Office 365 | Admin 0@ 2 M

Skype for Business admin center

» Ifyou use the new Office 365 and want to build the federation between Office 365 and all the external YMSs,
you should turn on the switches displayed as below:



Office 365

Dashboard

Teams

Devices.

Locations

Users

Meetings

Messaging p:

Voice

Analytics & reports

Org-wide settings

External access

Guest access

Office 365

Dashboard

Teams

Devices

Locations

Users

Meetings

Messaging policies

Voice

Analytics & reports

Org-wide settings

External access

Guest access

| Integrating YMS with Other Servers | 173

Microsoft Teams admin center

Dashboard \ External access

External access

External access lets your Teams users communicate with users that are outside your organization. When you turn on Extern;
access, your Teams users can chat/IM, add users to meetings, and use audio/video conferencing with people from external
organizations. Learn more

Users can communicate with Skype for Business and () on
Teams users

Users can communicate with Skype users () On

+ Add a domain

Name Status

Microsoft Teams admin center

Dashboard \ Guest access

Guest access

Guest access in Teams lets people outside your organization access teams and channels. You can use the settings below to
control which features guest users can or can't use.

Allow guest access in Teams () On

Calling

Manage calling specific controls for guest users.

Make private calls () On

If you use the new Office 365 and want to build the federation between Office 365 and one YMS, you should
turn on the switches displayed as below, and make sure that the DNSFQDN of YMS is added to the allowed

domain.

Office 365

[BEEALLEG]

Teams

Devices

Locations

Users

Meetings
Messaging policies

Voice

Analytics & reports

Org-wide settings
External access
Guest access

Teams settings

Microsoft Teams admin center

Dashboard \, External access

External access

External access lets your Teams users communicate with users that are outside your organization. When you turn on External
access, your Teams users can chat/IM, add users to meetings, and use audio/video conferencing with people from external
organizations. Learn more

Users can communicate with Skype for Business and () on
Teams users

Users can communicate with Skype users () On

+ Add a domain

Name Status

sfb42.5060.5pace Allowed
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Office 365 Microsoft Teams admin center
Dashboard \ Guest access

Dashboard

Guest access

Teams : .

Guest access in Teams lets people outside your organization access teams and channels. You can use the settings below to

® Devices |

Locations

Allow guest access in Teams () On
Users

] Meetings

Calling

Messaging policies

Manage calling specific controls for guest users.
?  Voice

4 Analytics & reports Make private calls () On

Org-wide settings

External access

Guest access

Communicating with Other Enterprise SfB Servers

If the YMS device needs to communicate with the SfB device via the public network, you can configure the YMS to
communicate with other enterprise SfB servers.

To communicate with the other enterprise SfB servers, you need to do the following: Configuring Other Enterprise
SfB Servers , Importing the TLS Certificate , Setting the SFB Gateway , Setting the SfB Gateway Media Service , and
Adding a Call Routing Rule .

YMS communicates with the edge servers of other enterprise SfBs via the SfB gateway. Note that edge servers of
other enterprise SfBs should enable the federation.

Intranet ‘ Extranet Intranet
SfB edge g
R - -
JEMS e Y| SfB gateway oy server SfB client

YMS Other enterprise SfB servers

»  Configuring Other Enterprise SfB Servers

Configuring Other Enterprise SfB Servers

Procedure

1. Make sure that other enterprise SfB servers have edge servers, and the IP address of the public network is
configured on these edge servers or the IP addresses of these edge server are mapped to the public network by
NAT. Do one of the following:

» Verify the public DNS FQDN of the SfB edge server on the Command Prompt, for example, ping
sip.yealinksfb.com. If the verification fails, you need to check the DNS A record of the SfB edge server.
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icrosoft Windows
(c) 2013 Microsoft Copporation.

UserssAdministrat

[118
=

fh.com
hyte

Pinging sip.yeali

sound trip t
= Bms, Maximum =

sers\Adninistrator>_

Administrator: Command Prompt
[Uersion 6.3.96801

ing sip.

2 time<{ims

A1l rights reserved.
yealinksfh.com

87.96.51 with 32 hytes of data:
time<ims TTL=128
TTL=128
TTL=128
TTL=128

timedims
time<ims

View the information of the SfB edge server in the Front End topology. The information includes whether or

SCrver.

not the federation is enabled on the SfB edge
'
File Action Help

4 [ Skype for Business Server
4 (] yealinksfb
£3 Lync'Server 2010
[ Lync Sewer 2013
4 [ Skype forusiness Server 2015
[ StandardéEdition Front End Servers

(23 Enterprise ¥gition Front End pools

[ Persistent Chat piigls
4 [ Edge poals
[ edgeyeslinkstb.com
Trusted application servers
Videa Interop Server poals
(31 S red Components
(3 Brhch sites

1 xiamen

Skype for Business Server 2015, Topology Builder

General

Internal server FQDN: edge yealinksfb.com

Internal 1Pud address: 1020010
Federation (port 5061):  Enabled
Skype Skype federation  Enabled
search (port 4443);

XMPP federation (port ~ Enabled
5269):

Internal Configuration 4443

Replication Part (HTTPS)

Next hop selection

Next hop pocl:

External settings

Access Edge service

FODN: sipyealinksfb.com
1Pv4 address: 11087.96.5

Port: 5061

Protocal: TS

Web Conferencing Edge service

FODN: sipyealinksfb.com
1Pv4 address: 11087.96.5
Port: 444

2. Make sure that the SRV record and the A record of YMS and SfB are configured on the public DNS server.

Log into the public DNS server where the SfB edge server is located to view the SRV record and the A record.
The host record must be_sipfederationtls_tcp in the SRV record.
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A sip A 110.87.96.5

A sipexternal BiiA 110.87.96.5

SRY _sip,_tis BiiA 0 100 5061 sip.yealinksfb.com

SRV _sipfederationtls._tcp BiiA 0 100 3061 sip.yealinksfb.com |
SRV _sip._tcp BhiA 00 5060 sipyealinksfb.com

* Log into the public DNS server where YMS is located to view the SRV record and the A record. The host
record must be_sipfederationtls tcp in the SRV record.

3. Check if you purchase the certificate of the SfB edge server from a trusted third-party organization. The procedure
of importing the certificate is described as below:

a) Go to the Deployment Wizard of the Lync Server, and click Install or Update Skype for Business Server
System.

Welcome to Skype for Business Server 2015 deployment

Deploy &
~
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Skype for Prepares a single Standard Edition server to
Business Server. host Central Management Service.

Note: This task requires local administrator

Help » rights. This task does not apply to Standard
Edition Servers that are not planned to host
| Install or Update Skype for Business Server System | the Central Management Service, or for
Install or update a Skype for Business Server server deployment member  deployments that include Enterprise Edition.
system.

Install Administrative Tools 4/
Installs the Administrative Tools to the
current system,

Your deployment requires at least one
installation of the Topelogy Builder,

This option installs Skype for Business Server core components, and a
local replica configuration store,
Note: Before installing a server, you need to have a valid topology created
and published.
Help »
Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (SSRS) instances.

Call Quality Dashboard

Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides OLAP
reports to Skype for Business Server
admini s to help troubleshoot Call
Quality issues,

First Run Videos
Click to view getting started videos.

Back | [ Ext

b) Click Run Again.
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)

Install or update member system

Deploy > Install or update :
~
Step 1: Install Local Configuration Store =
Installs local configuration store and populates with data from Central Management Store.
Prerequisites b
Step 2: Setup or R Skype for Busi Server Comp t:
Install and activate, or deactivate and uninstall Skype for Business Server Components based on the topology
definition.
]
Prerequisites »
Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.
Prerequisites »
ey
Step 4: Start Services
Manual After you've installed Skype for Business Server on all of the servers in the poal, you'll need to start the services.
‘You can start the services in a pool with the Skype for Business Server cmdlets,
To start the services in a user pool, connect to one of the servers in the pool and run the Start-CsPool cdlet. All
the servers in the pool should be running Skype for Business Server before you use the Start-CsPool cmdlet.
To start the services in a non-user pool, run the Start-CsWindows5ervice cmdlet on every server in the pool. ||
Prereguisites b hd
Back || Bt

c¢) Click Import Certificate and import the external edge certificate.

Select a Skype for Business Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate
usage tasks.

Certificate Friendly Name Expiration Date Location
~ Edge internal vy edge.yealinksfb.com 4/22/2020 1:19:14 PM Local
Edge interna «  edgeyealinksfb.com 4/22/2020 1:19:14 PM Local
move
A External Edge certificate (pu &/ 4/24/2019 9:33:42 AM Local
[ SIP Access Edge extenal 4/24/201993342 AM  Local =
[V] Web conferencing Edge: v/ 4/24/20199:3342 AM  Local
[Vl AV Edge external v 4/24/20199:3342 AM  Local
A XmppServer v 4247201993342 AM  Local
<] [ [ [>]

| Belp || Refresh ‘||],rnportCertiﬁcate||‘Emcess Pending Certificates

After importing, the page is shown as below:
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Select a Skype for Business Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate
usage tasks.

Certificate Friendly Name Expiration Date Location
~ Edge internal v edge.yealinksfb.com 4/22/2020 1:19:14 PM Local
ign
Edge internal v edge.yealinksfb.com 4/22/2020 1:19:14 PM Local
Remove
External Edge certificate (pv o 4/24/2019 9:33:42 AM Local
[ vew ]

<| [

| Help | | Refresh | |1mpor1 Cerliﬁcahe| lErocess Pending Certiﬁcates|

d) Select the imported edge server certificate, click View, and make sure that the user name (commonName
attribute) or the user optional name (altNames attribute) contain the FDQN name of the edge server.

| General | Details |Certiﬁmtion Path

Show: | <all=

Field Value

Signamre hash algorithm sha2sé
\WoSign DV S5L CA, WoSign C...
Tuesday, April 24, 2018 9:33:...
Wednesday, April 24, 2019 9:...
sip. yealinksfb, com, CN
RSA (2048 Bits)

CRJ_ Distribution Points [1]CRL Distribution Point: Distr...

.ﬂ.uti'mrityuI Information Access  [1]Authority Info Access: Acc...

CM = sip, yealinksfb. com
C=CN

Edit Properties... || Copy to File... |

[ ox ]

4. Configure the federation information on the SfB and YMS.

a) Open the Control Panel in the SfB Front End, click Federation and External Access, and add the YMS
FQDN that connects to the SfB business node to the SIP FEDERATION DOMAINS field.
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@ Skype for Business Server

EXTERNAL ACCESS ~ ACCESS EDGE P FEDERATED ~ FIP FEDERATED  XMPP FEDERATED
Home POLICY ‘CONFIGURATION DOMAINS PROVIDERS PARTMERS
Users.
Topology I 2 |
IM and Presence G -
Persistent Chat Domain 4~ Edge Server Comment
Voice Routing 5060.space sfb4.5060.space
. Allow bilwan.msftonlinelab.com sip.bilwan.msftonlinelab.com

Voice Features

Allow inter.ru yms.inter.ru
Response Groups

Allow ipmatika.ru yms.ipmatika.ru
Conferencing Allow joyce.z yms.,joyce.cz
Clients Allow kontelpl yms.kontel.pl
Federa Allow lyncpro.com sipyealinkuc.cem
External Access Allow phonoway.com.br yms.phonoway.com.br
Monitoring Allow sumteccorp.com yms.sumteccorp.com
and Archiving

Allow veyealink.com pexipmestveyealink.com
Security

Allow yealink.com sipyealink.com
Network Allow yealink5.onmicrosoft.com sipfed.microsoft.com
Configuration

Allow yealinkuc.com sipyealinkuc.cem

@ Skype for Business Server

EXTERMAL ACCESS  ACCESS EDGE SIP FEDERATED  SIP FEDERATED  XMPP FEDERATED
Home POLICY CONFIGURATION — DOMAINS PROVIDERS PARTMNERS

Users
Mew SIP Federated Domains

IM and Presence Allowed domain

Persistent Chat in-name-tor FEBN)=
i . |51’00.5060.spaoe |
Voice Routing
Access Edge service (FQDN):
Voice Features | P |
sfb0. .space
Response Groups Comment:

Conferencing | |

Clients

Federation and
External Access

Monitaring
and Archiving

Security

Metwork
Configuration

Setting the SFB Gateway

To route calls correctly to the specified SfB server, you need to add a SfB gateway on YMS, providing the destination

gateway for the call routing.

Before you begin
Make the SfB server trust this YMS by Importing the TLS Certificate on this YMS.

The methods of obtaining the certification are described as follows:

If it is the local SfB server, you can use a certificate issued by a public CA, or a certificate issued by the
organization's internal CA (trusted by SfB and YMS).
If it is Microsoft office 365 or other enterprise SfB servers, you can use the certificate issued by a public CA.
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The certificate should meet the following:

* The Subject name (commonName attribute) or the Subject Alternative Name (altNames attribute) of the certificate
should contain the DNS FQDN name of YMS service node.

N Certificate -

| General | Details |Cerh’ﬁmtion Path |

Show: |<AH> V|
Field Value ~
=] valid to Wednesday, Apri 24, 2019 9:...
= |Public key R5A (2043 Bits)
55| cRL Distribution Points [1]CRL Distribution Point: Distr... | =
Auhority Information Access  [1]Authority Info Access: Acc...
5] Autharity Key Identifier KeyID=ca b 8d 2= 44 50 423...
{55 |subject Key Identifier Be3aSec70chlc7 f42f4b ...
Certiﬁcate Polides [1]Certificate Policy:Policy Ide... |+

CH = sfb1.5050 space

Edit Properties. .. || Copy to File... |

» The certificate should contain the public key and the private key.

-----JBEGIN CERTIFICATEf----
MIIEczCCAlugRAwIBAgIJALSY1 2Ry rkNWMAOGCSqGSIb3DQERBQUAME 8XEZARBgoJ
kiaJk/I=ZLEZFgNib20xGiAYBogodkiadk/I2ZhEZFgpSZWFeaWsrc2 ZiMRWWEGYD
VQQDERNS ZWF=aWsrc2 ZAILUFELUNBLUNEBMB4XDTE3MT IvODAVMT IOM1oXDTI3MTIIY
NiAyMTIOM] owgZAxCzAJBgNVBAYTAKNOMO8wDQYDVRQIEWZ GdWpp YW 4 xDzANBgHY
BAcTElhpYW11bjEQMA4GRIUEChMOWWVhbGluazELMA KGRI UECKMCSVOxHzAdBgNV
BAMTFnEleGlwMmllZXQueWVhbGluay5ib20xHzAdBgkqnkiGoOwOBCQEWEGIpbGIL
eWVhbGluaysib20wggEiMAOGCSqGSTh3DQERAQUALY IBRDWAWGgEKA0IBAQCephdy
ddIJJ9Rn/YkxTkksD4bxK+gz50LLeIwY/gPITZ2cPUd0kE+22zd07/AQQkTza/ cZgF
36R30UBwrgJRRUZhdyHhxRYr/ +wOCHrmcCkEPELSmpKez jxTzd/x3EqlMyM4 D8]
TETbRLit3dZumZ03a5gBziai2wnFwexQ7 Pnbée4EnViWTPNEDEfrer1sQEcHUCDbC
b0+ TLIPPDpE/ trpYDBAU4fNUVH] k04555 wTz3 /wdsTwbosDISXK46nywn01KEQpER
91 f¥glhe,/TzpSyNhoTEZx02zADA0OVEZREEBROdZe8 fduliSE8rIxrVi+8BEj14Vke G2
e0JubaQorHCZQTE3AgMBALG ] ggECHIIBC i AMBgNVHRMEETADAQH,/ MIHNEgNVHREE
gcUwgcECFnBleGlwMmll ZXQueWVhbGluay5ib22CDINGR I AuNTAZHCSzcGFI ZYIP
U0ZCHS4IMDYwInNwYWH1ggSTRETI vL] UwN jAuc3BhY2WCDINGQ i MuNTA2MC 5zcGF]
ZYIPUOZCHCAIMDYwLnNwYWN1gg9TREIILjUwN jAuc3BhY 2ZWCDINGR YuliTAZMCS2
cGFIZYIPUOZCH Y4 IMDYwLNNWYWN1 ggOTRET 4L Ul Auc 3BhY2WCDINGQ ) kuNTAZ
HMC5zcGF] ZTRABgNVHQ4EFgQUxEmiM3vhl JEgQX2WpmFTpNE JZoowCwY DVROFPBAQD
Bg¥gMROGCSgG5Ib3DQEBBQUARATRBAQBRtp42 POSTgPNvEQqn104QcEBXbukFnErOg
CarksUVyudOoQ/ Sqggvd6x9K1M/ 6BmAS2Fi /1463PaciQEZDAbDHWO Uyhvi sOyUDDw
WYEAYa2vIe2tvE/NWITFysWgHPWevj LN lwtLNDVi Jkb7r4Et7//TnRc50HL50kd
End43cfZ3inevlHgFhne3CAiHVipSK4TTrZ05j9G51QYpaJwaGwiCT2eyP2D010u,/
Yfeh/yIwnYLES=4MFwgkD4fRIh8p+aCiakbhixUPNvk7PCetmaceWlglVRDIgZB4L
HSzPhevwE+govr Y fAQFIB20pAxVEXHUEswWo / eoPmEtvIsoS0R+Qd4e

-———|BEGIN RSAL PRIVLIE REY}--—--—
MITEogIBALAKCAQEANgYXcnXSC5fUYT2Me S JLA+GE5vys+dCy3CHMGPEe ) yO2XD1HA
JH/ =283d0/wEEJIB2v3GYBd+kd6FAcK6iUUVGYXch4cUNWE/ / s Dghé SnApCiyiOpgs

Procedure

1. Click Service > SIP Service > Skype for Business.
2. Add a SfB gateway service.



3. Set the parameters.
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Table 37: Basic Parameters

Parameter Description

Enabled Enable or disable the SfB gateway server.
Default: enabled.

Name Specify the name of SfB gateway.

Node Specify the node used by this SfB gateway.

Network

Specify the IP address of this node.

Transport protocol

Only TLS is available if communicating with SfB.

FQDN

Specify the name of YMS. Example: sfb1.5060.space

Method: add this domain name on DNS server which the A record of YMS
is added to.

Port

Specify the source port on YMS to communicate with SfB server.

Note: the value can be any integer from 0 to 65535. This port must be
consistent with the port configured in SfB server and cannot be occupied.

Default: 5067.

If the SfB enables the federation, this port should be 5061. First of all,
change the registration port to another port, and make this port as 5061,
otherwise, the port will be closed by the firewall.

Domain

Specify the domain name of SfB server. For example,
xiamen.yealinksfb.com.

Port

Specify the source port of the SfB server to communicate with YMS.

Default: 5061.

Federation

Enable or disable the federation.
Default: disabled.

According to different SfB servers, you can enable or disable the federation
in one of the following scenarios:

« Ifthe SfB server is the local SfB server, you can disable the federation.

» Ifthe SfB server is Microsoft Office 365 or other enterprise SfB servers,
you can enable the federation.

Outbound proxy

Enable or disable it to allow the SfB server to send requests to the outbound
proxy server.

Default: disabled.

Proxy address

Specify the IP address or the domain name of this outbound proxy server.

Proxy port

Specify the port of this outbound proxy server.

Note: the value can be any integer from 0 to 65535.




| Integrating YMS with Other Servers | 182

Parameter

Description

Support video

If you enable this, you can place video calls to the remote that supports video
calls.

Default: enabled.

4. Configure the security policy.

For adding a security group, seeddding a Security Group

Enable security policy
Mode :

Security Group

5. Configure the outgoing call rule.

Outgoing call rule

Priority :

=+ Add

Priority :

=+ Add

Priority :
1

+ Add

6. Configure the incoming call rule.

Incoming call rule

Priority :

+ Add

Priority :

=+ Add

Priority :

=+ Add

ao

Allow the IP address in this group to call into.

© Whitelist Blacklist
Refuse the IP address in this group to call into.

Please select the security group
test X

+ Add Security Group

Callee regex replace
Callee regex match :
string : Account 3802 registered in the

local YMS can dial 888751 to
call SfB account
yl751@xiamen.yealinksfb.com.

~388(\d+)@ yI$1@xiamen.yealinksfb.c X

Caller regex replace
Caller regex match :

string :
Make the caller ID displayed in the
(e $10s11.5050.5pace X———— remote call or conference as
3802@sfb1.5060.space rather than
3802.
SfB conference regex  SfB conference regex replace
match : string : Account 3802 registered in the
666(d+)@ $1@xiamen yealinkstbcom | X—————— !o;a\ YMS can dial 66671920 to
join SfB conference
71920@xiamen.yealinksfb.com.
Callee regex replace SfB account
Callee regex match : ) .
string yl751@xiamen.yealinksfb.com
can dial 3802 to call the
(@ $1@10.86.0.220.xip.io %

account 3802 registered in the
local YMS (10.86.0.220.xip.io).

Caller regex replace

Caller regex match : st Make the caller ID displayed in

I the local call as

vidn@ O] 88881@1086.0220xpi | X——— 888751@10.86.0.220.xip.io
rather than

yl751@xiamen.yealinksfb.com.

SfB conference regex SfB conference regex replace

match : string : Make the caller ID displayed in
the local conference as
666751@10.86.0.220.xip.io rather
than
yl751@xiamen.yealinksfb.com.

yidH@ 66651@10.86.0.220.xip.i0 X

7. In the SfB certificate field, select the desired certificate to make the SfB server trust this YMS.

8. Save the configuration.

Related concepts

Common Regular Expressions and Replacement Strings



Setting the SfB Gateway Media Service
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If you want to communicate with the SfB server, you need to configure the SfB gateway media service.

Procedure

1. Click Service > MCU Service > SfB Gateway Media Service.
2. Add a SfB gateway media service.
3. Set the parameters.

* Enabled : @

*Name : SFB GW media

* Node : Default(10.83.1.150)

* External media port : 61000 62999
* All local networks : 10.83.1.150

4. Save the configuration.

Communicating with Another YMS or Third-Party PBX (Peer Trunk)

To route calls between accounts registered in two different servers (for example, CUCM accounts and YMS
accounts), Setting the Peer Trunk Service and Adding a Call Routing Rule need to be done.

» Setting the Peer Trunk Service
»  Peer Trunk Example

Setting the Peer Trunk Service

Procedure

1. Click Service > SIP Service > Peer Trunk Service.
2. Add a peer trunk service.
3. Set the parameters.

Enabled aD

Name :

*Node :

Peer Trunk

Default(10.83.1.152)

* Network

*Port :

10.83.1.152 (Enabled)

5066

* Transport protocol

Outbound proxy

ao

* Proxy address 10.83.1.221

* Proxy port 5060

4. Enable Media Bypass to improve the server performance and to support a larger number of participants in the

conference. Note that the third-party devices have lower compatibility.
If Support video is enabled, Media Bypass is recommended to be enabled.
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If Media Bypass is enabled, Media bypass service should be enabled too. For more information, refer to
Configuring the Media Bypass Service .

5. Optional: Configure the security policy.
For adding a security group, seeddding a Security Group

Enable security policy m
Allow the IP address in this group to call into.

Mode : © Whitelist Blacklist
Refuse the IP address in this group to call into.
Security Group

Please select the security group

test X

=+ Add Security Group

6. Configure the outgoing call rule.

Outgoing call rule

Callee regex replace
Priority : Callee regex match :
string :

Account 3802 registered in YMS (wc.cc)
1 ~666(\d+)@ $1@10.83.1.221 xip.io X can dial 6664802 to call account 4802
registered in YMS (10.83.1.221.xip.io).

=+ Add

Caller regex replace
Priority : Caller regex match :
string :

Make the caller ID as
1 (@ T7781@wc.cc X 7773802@wec.cc rather than 3802 so
the callee can redial quickly.

=+ Add

7. Configure the incoming call rule.

Incoming call rule

Callee regex replace
Priority : Callee regex match :
string : . .
Account 4802 registered in YMS
10.83.1.221.xip.io) can dial 3802 to call
1 ( p
e Sﬂ@wccc— X account 3802 registered in YMS (wc.cc) .

=+ Add

8. Save the configuration.

Related concepts

Common Regular Expressions and Replacement Strings
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Peer Trunk Example

Matches the number staring with digits
Incoming regex match For example, A666(\d+)@

§ . $1@domain (the authentication domain name of the server you want to connect to)
Incoming regex replace string For example, $1@10.83.1.221.xip.io

Caller regex match e

Add the specific prefix to the caller number so you can rediial the number and send content: o$1@domain(the
Caller regex replace string  authentication domain name of your server)
For example, 777$1@wc.cc

* N

3801 |
Call 6664801 YMS YMS or third-party PBX *
| 4801
Lifees i 10.83.1.221.xip.io
- Call 5553801
Routing rule Ot
rule il
Peer Trunk
Incomin; Outgoing .
:
! Call 5553802
' iz
i LA
;02 comingregecmatcn | Earen e et i digs 2802

$1@domain (the authentication domain name of the server you want to connect to)
Incoming regex replace string For example, $1@we.cc

Caller regex match e
Add the specific prefix to the caller number so you can redial the number and send content: xoo$1@domain(the
f Y

Caller regex replace string  authentication domain name of your server
For example, 888$1@10.83.1.221.xip.io

» Situation

* YMS SIP account 3802 can dial 6664802 to call another YMS SIP account 4802. You can make the caller ID
as 7773802 rather than 3802, and the callee can redial 7773802 to call 3802.

*  YMS SIP account 4802 can dial 5553802 to call YMS SIP account 3802. You can make the caller ID as
8884802 rather than 4802, and the callee can redial 8884802 to call 4802.

* YMS SIP account 4802 can dial 555+Conference ID to join the conference held by YMS SIP account 3802,
and the caller ID is displayed as 8884802@10.83.1.221 xip.io.

* The configurations are as below:
» Enable the peer trunk service on both servers

» Set the outgoing call rule and the call routing on server wc.cc

Outgoing call rule
Callee regex replace

Priority : Callee regex match :
string :
1 “666(\d+)@ $1@10.83.1.221 xip.io X
+ Add
Caller regex replace
Priority : Caller regex match :
string :
1 (Ha TTTS1@we cc X

+ Add



Call Routing

Call Target/Out Location
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Enabled

Operation

Select all pages

+ Set the outgoing call rule and the call routing on server 10.86.1.221.xip.io

Outgoing call rule

Priority :

=+ Add

Priority :

+ Add

Call Routing

Selected 0

Callee regex match :

A555(d+)@

Caller regex match :

(r@

Call Target/Out Location

Peer Trunk / 342 Trunl

Callee regex replace
string :

$1@wc cc

Caller regex replace

string :

88851@10.83.1.221 xip.i

Enabled

X

Operation

Communicating with Another YMS or Third-Party PBX (Registration Trunk)

To communicate with the third-party PBX, Configuring the REG Trunk Service and Adding a Call Routing Rule
need to be done. For example, if you want to communicate with BSFT or 3CX server, you need to register a BSFT or

3CX account on YMS.

YMS accounts can call third-party accounts directly, while third-party accounts can only call into YMS conferences
but cannot place P2P calls to YMS account. Besides, the P2P call can only be transmitted by third-party accounts

registered in YMS.

* Configuring the REG Trunk Service
*  Registration Trunk Example

Configuring the REG Trunk Service

Procedure

1. Click Service > SIP Service > REG Trunk Service.

2. Add a REG trunk service.

3. Set the parameter.



Enabled : ao

* Name REG

* Node : Default(10.83.1.151)

* Network : 10.83.1.151 (Enabled)

“Port 5065 Range : 1~65535

* Transport protocol uoP

Outbound proxy : ao
* Proxy address : 10.83.1.111
* Proxy port : 5060 5535

Display name :

URL: 104

* Auth name : 104

* Auth domain 1083.1.110xip.io

* Password

* Expries : 3600 Range : 30~3600)
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Set these parameters of YMS on the
server you want to connect to

If the domain name of the server that
you want to connect to cannot be
solved, enable outbound proxy, and set
the parameters of the server.

The account provided by the server you
want to connect to. With this account,
you can take your YMS as an endpoint
and register YMS on the server.

4. Enable Media Bypass to improve the server performance and to support a larger number of participants in the

conference. Note that the third-party devices have lower compatibility.

If Support video is enabled, Media Bypass is recommended to be enabled.

If Media Bypass is enabled, Media bypass service should be enabled too. For more information, refer to

Configuring the Media Bypass Service .
5. Configure the outgoing call rule.

Outgoing call rule

Callee regex replace

string :

Account 3802 registered in YMS

$1@10.86.0.103.xip.io

X (10.86.0.104.xip.io) can dial 7774802 to
call account 4802 registered in YMS

Caller regex replace

string :

(10.86.0.103.xip.i0).

Make the caller ID as

030@10.86.0.103 xip.io ”X 030@10.86.0.103.xip.io rather than

Priority : Callee regex match :
1 ATTT(\d+)@
+ Add

Priority : Caller regex match :
1 (\d+)@
=+ Add

6. Configure the incoming call rule.

Incoming call rule

Priority : Callee regex match :
1 ~030
=+ Add

7. Save the configuration.

Related concepts

Common Regular Expressions and Replacement Strings

Callee regex replace

string :

3802 so the callee can redial quickly.

Account 4802 registered in YMS

main_ivi@10.86.0.104.xi; ‘ X (10.86.0.103.xip.io) can dial 0301 to go

to the conference lobby in YMS
(10.86.0.104 .xip.io).
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Registration Trunk Example

Matches the number staring with digits

Incoming regex match R el e

§ . $1@domain (the authentication domain name of the server you want to connect to)
Incoming regex replace string For example, $1@10.86.0.103.xip.io

Caller regex match (dne
Through the incoming rule, the call ID of the incoming call will be replaced as xoox@domain (the authentication
3801 B Calle regex replace string 4T e toss0Amasime *
.
i ) 4802
Call 7774801 YMS YMS or third-party PBX
i
P |
10.86.0.104ip.0 10.86.0.103.xip.io Calli30
: Outgoing Incoming
Routing rule rule
Registration Trunk
Incoming Outgoing q
Call 7774802 e Routing rule

|

i Call 030

I

i ¥

|

H -

3802 " Matches the account provided by the other server for your YMS to register in.
Incoming regex match For example, A030 4801
Route the incoming call to YMS IVR service: main _i i i ication domain name of your server)

Incoming regex replace string For example, main_ivr@10.86.0.104.xip.io

» Situation

*  YMS SIP account 3802 can dial 7774802 to call another YMS SIP account 4802.
*  YMS SIP account 4802 can dial 030 to go to the conference lobby of another YMS (SIP trunk IVR). YMS SIP
account 4802 can dial the extension number or join the conference according to the prompts.

* The configurations are as below:

» Enable the registration services on both servers

* Enable the third party registration service on server 10.86.0.103 xip.io (the outbound proxy of the registration
service on server 10.86.0.104.xip.io directs to this node).

» Set the outgoing call rule, the incoming call rule, and the call routing on server 10.86.0.104.xip.io

Qutgoing call rule
Callee regex replace

Priority : Callee regex match :
string :
1 ATTT(d+)@ $1@10.86.0.103.xip io X
+ Add
Caller regex replace
Priority : Caller regex match :
string :
1 (dy @ 030@10.86.0.103.xip.i0 5
+ Add
Incoming call rule
Callee regex replace
Priority : Callee regex match :
string :
1 030 main_ivr@10.86.0.104 xi | X

+ Add
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Call Routing

Selected 0

Name Priority Destination match Call Target/Out Location Enabled Operation

peer_trunk 1 A555(d+)@

dd 1 A10086

777 1 ATTT egist ik / € [one)

IP call 2 2 Aconf

zhibo 3 10086 P Call / IPESIE

Select all pages Total6 | 10/page < 1 Goto| 1

» Set the call routing on server 10.86.0.33.xip.io

Call Routing

Selected 0

Name Priority Destination match Call Target/Out Location Enabled Operation

peer_trunk 1 A5550d+)@ Peer Trunk / 3 Trunk

1 030 Register Trunk / e [one)

Setting Alibaba Cloud RTMP Live

Some activities, for example lectures or training, have large audiences but limited interaction between the lecturers
and the audience. Moreover, the cost is high, and it takes many video port resources if it is held by the general video
conferences. In this situation, the audience who do not need to join the activity can choose to watch the webcast.

= Note: The number of participants that can concurrently watch the webcast depends on the authorized license.

You can follow the steps below to set the RTMP media service. For more information, refer to RTMP Configuration
Guide

1. Configuring the RTMP Media Service
2. Configuring the RTMP Live

3. For scheduled conferences, when users schedule conferences, enable RTMP live. For more information, refer to
Yealink Meeting Server User Guide.

4. For VMR, refer to Setting the RTMP Live for VMRs to enable RTMP live.

4. The conference moderator goes to the Conference Control page and starts the webcast. For more information, refer
to Yealink Meeting Server User Guide.

If you want to use RTMP media service, make sure that the network is available and check the following:

» The server can access the external network.
» If your company has limitation to the web surfing, make sure that the server has the video privilege.

You can also stream the conference to YouTube so users can watch the webcast. For more information, refer to
Yealink Meeting Server Streaming Guide.
*  Configuring the RTMP Media Service

* Configuring the RTMP Live
» Setting the RTMP Live for VMRs


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentDetailPage?documentId=167
http://support.yealink.com/documentFront/forwardToDocumentDetailPage?documentId=167
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Configuring the RTMP Media Service

Procedure
1. Click Service > MCU Service > RTMP Media Service > Add.

2. Set the parameters.

* Enabled : m

* Name : 150

* Node : Default(10.83.1.150)

* External media port : 60000 60899
= All local networks : 10.83.1.150

Related tasks
Configuring the RTMP Live

Configuring the RTMP Live

Before you begin

* Obtain the information about the ApsaraVideo Live of Alibaba Cloud.
» Configuring the RTMP Media Service .

About this task
For more information about RTMP Live, refer to http://support.yealink.com/documentFront/

forwardToDocumentFrontDisplayPage.

Procedure

1. Click Call Configuration > Call Control Policy.
2. Enable Alibaba Cloud RTMP live.

3. Set the parameters.

Table 38: RTMP live parameters

Parameter Description

Organizer Logo Specify the logo displayed on the Webcast page.
Domain Specify the domain name of the server.

Application name Specify the application name in the authentication URL.
Live domain Specify the domain name.

Edge Ingest Specify the streaming method.

Note: if your domain name for watching is added after February 21,
2019, you cannot use the Live Center Ingest method.

Enable authentication Enable or disable the authentication.

Default: disabled.



http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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Parameter Description

Authentication key Specify the authentication password.

4. Click Save.
5. Operate according to the prompts, and click OK.

Related tasks
Configuring the RTMP Media Service

Setting the RTMP Live for VMRs

Procedure

Click Meeting Room > Virtual Meeting Room and do one of the following:
RTMP live : [on @)

Definition : HD(720P)
Layout : 1+N

Details :

+ Ifyou want to add a VMR, click Add Meeting Room.

In the Permission setting field, set the parameters.

If you want to edit a VMR, click

In the Permission setting field, set the parameters.

Table 39: RTMP live parameters

Parameter Description

RTMP Live Enable or disable the RTMP live. If it is enabled, the users can watch the
webcast of the conference.

Default: disabled.

Definition It refers to the video resolution that the MCU sends to a live streaming platform.

The supported video resolution is as below:

«  1080P(1080P)
« HD(720P)

Default: 720P.
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Parameter

Description

Layout

Configure the video layout displayed in the webcast.
The supported layouts are as below:

* 1+N: the video layout of the webcast is displayed in 1+N format with the
voice-activated feature enabled. If no participants share content, the current
speaker is displayed in a large video image. Otherwise, the shared content is
displayed in the large video image. Up to 1+N participants are displayed in
a single row of live thumbnails at the bottom, that is, the video images in the
row are switched automatically.

* Picture in picture: the video layout of the webcast is displayed in Picture
in picture format. If no participants share content, the current speaker is
displayed in a large video image. Otherwise, the shared content is displayed
in the large video image and the video image of the current speaker is
reduced to a thumbnail at the bottom-right corner.

» Selected speaker: the video layout of the webcast is displayed in Selected
speaker format. If no participants share content, the current speaker is
displayed in a large video image. Otherwise, the shared content is displayed
in the large video image.

Event details

It refers to the text displayed on the Live page.

Enabling Conference Recording (Third-Party Recording Server)

You can enable this feature and configure the third-party recording server to record conferences.

About this task

E Note: If you want to use the recording service of YMS, you can refer to Yealink Recording Service .

Before you configure the third-party recording server, make sure Yealink technical support engineers have deployed
the third-party recording server. If the recording server is deployed, you need to obtain the corresponding information
of the recording server from the Yealink technical support engineers.

Procedure

1. Click Call Configuration > Call Control Policy.

2. Enable Recording and set the parameters.



Recording : @

RSS address :

Port :

HTTP port :

RPC port :

RPC username :

RPC password :

3. Save the configuration.

System Maintenance

10.10.10.10

80

a1

6000

user

pass
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*  Making Backups and Restoring the Server

* Rebooting the System

* Resetting to the Factory

* Viewing Operation Logs

» Exporting System Logs

»  Using Tools

Making Backups and Restoring the Server

When there is sufficient space for backups, you can make backups for the server data, including the user accounts and
the conference information.

o Setting the Auto Backup

* Creating a Backup Manually

* Downloading a Backup

*  Restoring the Backup

Setting the Auto Backup

Procedure

1. Click Maintenance > Backup/Restore > Setting.

2. Configure the parameter and save it.



Automatic Backup Setting
Auto backup : @

Cycle Monthly @ Weekly Daily

Date : Tue

Max backup 3
number :  \When the backups are more than the max,

the oldest files will be covered automatically.

Creating a Backup Manually

Procedure

1. Click Maintenance > Backup/Restore > Add.

2. Enter the file name and save the configuration.

Add Backup

File name : Backup_190925_174556

Downloading a Backup

Procedure

1. Click Maintenance > Backup/Restore.

2.
Click b on the right side of the desired file.
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Backup/Restore 2, Setting 1t Upload
Selected 0
File Name File Size(KB) Build Time Operation
Backup_190902_181212.tar.gz 804.6 2019/09/02 18:12 D
Backup_190712_133704.tar.gz 184.5 2019/07/12 13:37 12

Select all pages Total 2 10/page < 1 Goto 1 Pages

Restoring the Backup

If the server is powered off during the restoring, after powered on, it will return to the status before being restored.
* Restoring a backup by Selecting a Backup Directly
* Restoring the Server by Uploading a Backup

Restoring a backup by Selecting a Backup Directly
In the backup list, you can select the desired backup file to restore YMS.

Before you begin
Setting the Auto Backup orCreating a Backup Manually

Procedure

1. Click Maintenance > Backup/Restore.

2. .0 . . .
Click " on the right side of the corresponding file, and confirm to restore the server.
Backup/Restore 2, Setting 1t Upload
Selected 0

File Name File Size(KB) Build Time Operation
AutoBackup_20191015_120000.tar.gz 10102 2019/10/15 12:00 ! |:|
AutoBackup_20191014_120000.tar.gz 1007.9 2019/10/14 12:00 h
AutoBackup_20191013_120000.tar.gz 1008.0 2019/10/13 12:00 L2
Backup_190902_181212.tar.gz 804.6 2019/09/02 18:12 :
Backup_190712_133704.tar.gz 184.5 2019/07/12 13:37 h

Select all pages Total 5 = 10/page < 1 Goto 1 Pages

Restoring the Server by Uploading a Backup
When an exception occurs to the server or the data is lost because of an accidental operation, you can restore the data
by the backup file to keep the server working normally.

Before you begin
Downloading a Backup

Procedure

1. Click Maintenance > Backup/Restore > Upload.
2. Click Upload, and select the desired file.



Upload Local Backup

Restore file : 1t; Upload

Only .tar or .gz format file is available

=

Cancel

3. If you succeed in uploading, click OK, and the server will be restored immediately.

Rebooting the System
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When you fail to upgrade the server, for example, the server stuck on a certain page, you can choose to reboot the

system.

Procedure

1. Click Maintenance > System Restart.

2. Select a node and reboot the node.

System Restart

Select the node : Default(10.83.1.150)

Resetting to the Factory

In some situations, you might need to clear up the entire user data, the system settings, the call records, the logs, and

the recording files to solve the problem that occurred to the YMS.

Procedure

1. Click Maintenance > Restore to factory setting.

2. Select the data type, and reset the server to the factory.

Restore to factory setting

Please select the data type to User Data (User data includes: accounts, meeting rooms, scheduled meetings' data )
be cleared: § . ~ . ) )
System configurations (System configurations include: all server configurations,
backups, device firmware)

3 CDR (Call detail reco

Logs ( Logs include: sery

er, endpoints, operation and r

e: All recording files )

Recording files ( Recording files includ

Restore to Factory Settings

ords include: conference records, P2P call records)
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Viewing Operation Logs

The operation log keeps a record of the changes, including the visit record and the configuration record.

Procedure

Click Maintenance > Operation Log > Operation Log.

Operation Log System Log Recording log

20190925 - 2019-09-25 Advanced Search v T Delete
Name IP Address Operation Module Operation Operation Time Result
admin 10.82.24.2 Login module Log In 2019/09/25 17:13 Operation Successful N
admin 10.87.1.16 Conference module Conference control 2019/09/25 16:49 Operation Successful
admin 10.87.1.16 Conference module Conference control 2019/09/25 16:39 Operation Successful

O Tip: You can also click Export Log in the top right corner to view the log.

Exporting System Logs

You can view the system log to find out the reason when a problem occurs to the server. For example, someone
removes the cable from the server, or the server is restarted because of being powered off.

Procedure

1. Click Maintenance > Operation Log > System Log.
2. Select the time, the module, and the node to export the log.

Operation Log  System Log Recording log
Please select the desired time to export logs :

2019-09-25 16:30 - 2019-09-25 17:30

Please select the module that need to export server logs

Signalling Media Web System

Please select the node that need to export server logs

Nodes (3) Selected nodes (1)
Default(10.83.1.150) Default(10.83.1.150)
Default(10.83.1.151)

Default(10.83.1.152)

Select All Cancel
Export Syslog
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3. Click Export Syslog.

Using Tools

Ping and packetcapture are available on YMS to test the network.

* Pinging the Network
* Capturing Packets

Pinging the Network

You can ping the network to test the network performance from the node to the destination.

Procedure

1. Click Maintenance > Tools > Ping.
2. Select one node, enter the IP/domain name of the destination, and select the number of requests.
3. Click Start.

Ping Packetcapture

Select node : Default(10.83.1.150)
IP/Domain name 10.82.24.132
Number of requests : 5

Qutput of ping:

Output of ping :

Capturing Packets

You can capture packets to analyze the network traffic sent or received by the nodes.

About this task
If you encounter problems when using YMS, Yealink technical support engineers will solve the problem with the
packets you captured.

Procedure

1. Click Maintenance > Tools > Packetcapture.
2. Select the desired node.
3. Enter the file name.
Only 64 characters are allowed, and the file name can only be made up of characters, numbers, and $.
4. Select the desired network adapter.



5. Click Packetcapture settings, and set the file size and the total size.

6. Click Capture now or Schedule capture.

Ping Packetcapture

Select node : Default(10.83.1.150)
File Name : $date_Stime
Packetcapture ethernet : All network adapter

Packet Filter String :

Filter strings mainly include three types: type,
direction and protocol

1. Type : mainly includes host, net, port;

For example: host 210.45.114.211 indicates a host
with IP address 210.45.114.211; net 210.11.0.0

indicates a network address with IP address

210.11.0.0; port 21 indicates a port with port number . X
to be 21. Schedule capture ( Tips : Packetcapture will comsume server

2. Direction: mainly includes src, dst, dst or src, dst
and src;

For example: src 210.45.114.211 indicates that the
source IP address of the packet is 210.45.114.211.
3. Protocol: mainly includes ether, ip, ip6, arp, rarp,

tep, udp, etc. P190806_200732.pcap

The above three types of filter strings can be
combined with the logical operators: not, and, or to

establish complex filter strings.

Troubleshooting

P:07 Packetcapture success

by Export

| Troubleshooting | 199

Users Do Not Receive Emails

Failing to Connect to SMTP

Users Fail to register an Account

Failing to Activate a License Online

Fuailing to Activate a License Offline
Loading the Organizational Structure Slowly

The Configuration of Access WebRTC Authentication Is Invalid

Users Do Not Receive Emails

Situation:

When you send the account information to users by email, but users do not receive any emails.

Cause:

Configuring the SMTP Mailbox is not configured or you do not add the email address when adding user accounts.

The emails may be in the spam folders.
The emails may be intercepted by the back-end server.
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Solution:

Procedure

1. Configuring the SMTP Mailbox .
2. Remind users to check the spam folders.

3. Contact the enterprise IT staff to check the back-end server.

Failing to Connect to SMTP

Situation:

When setting the SMTP, it prompts failing to connect to SMTP server.

Cause:

* The connection between YMS and SMTP server cannot work.
» The setting of SMTP is incorrect.
+ If you enable the secure connection, YMS might fail to verify SMTP server.

Solution:

Procedure

1. Pinging the Network to make sure that the connection to SMTP server can work.
2. Contact your IT staff to make sure the setting of SMTP is correct.
3. Ifthe SMTP server uses a self-signed certificate, you need Importing the Trusted CA Certificate .

Users Falil to register an Account

Situation:

Users fail to register an account.

Cause:

» Users may enter the wrong registration information.
* The user IP address is set as an abnormal IP address.
» Users can not access YMS due to the network problem.

Solution:

Procedure

1. Check the registration information.

2. Check whether or not the user IP address is set as an abnormal IP address. If it is, you can Deleting the Abnormal
IP.
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Failing to Activate a License Online

Situation:

Click Refresh, and the prompt “Unable to connect to License Server due to network problem” is popped up.

Cause:

* Network configuration error.

* Other YMSs use the license; or the CPU, the network adapter or the motherboard on YMS is changed, which
causes the mismatch between the license and the YMS hardware information.

Solution:

Procedure

1. Check whether or not the network cable of the YMS physical machine is connected.
a) Click System Settings > Node Management.

b)

4
Click IZ' on the right side of desired node to view the network status.

Enabled |Ne‘[work status : Connectedl

Network Gateway DNS Routing Rules o

2. If you use a Linux console, run the command "ping license.yealink.com".

+ Ifit fails, there is a problem with the DNS or the gateway route configured on the network.
» Ifit succeeds but takes a long time, the reason may be the DNS configuration problem or the poor network.

3. Make sure that the server license is not used by other YMSs, or the CPU, the network adapter or the motherboard
on YMS is not changed. If the above remedy cannot work, you can contact Yealink to get the license again.

Related tasks
Activating a License Online

Failing to Activate a License Offline

Situation:

Import the authority file obtained from Yealink, but the page prompts “Certificate import failed”.

Cause:

» Authority file error.

* Other YMSs use the license; or the CPU, the network adapter or the motherboard on YMS is changed, which
causes the mismatch between the license and the YMS hardware information.

Solution:

Procedure

1. Contact Yealink to confirm whether or not the authority file can match the serial number associated with your
YMS.
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2. Make sure that the server license is not used by other YMSs, or the CPU, the network adapter or the motherboard
on YMS is not changed. If the above remedy cannot work, you can contact Yealink to get the license again.

Related tasks
Activating a License Offline

Loading the Organizational Structure Slowly

Situation:

If you use the stand-alone version, wherever there is the organizational structure, when the number of the staff reaches
25,000, the speed of loading the data may become slower.

Cause:

A large amount of data.
Solution:

Procedure

Contact Yealink technical support engineers to modify the contact push mechanism.

The Configuration of Access WebRTC Authentication Is Invalid

Condition

You have enabled the feature of internal network access WebRTC authentication, but when users join a conference via
the browser, users are not required to enter the login information of YMS account.

Cause

The server fails to identify whether the IP address is an internal one or an external one.

Remedy

Procedure

1. Check whether you enable Public IP for the IP address used by the user to join the conference.
2. Ifyou do enable it, do one of the following:

» Change the IP address used by the user to join the conference to the internal one.
* Enable the feature of External network access WebRTC authentication.
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